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Preface

This document primarily introduces the usage methods of the AIDC Controller. It covers, but is not limited
to, controller deployment, basic operations, and daily maintenance, enabling first-time users to get

started quickly while meeting the diverse needs of users, technical support engineers, and developers in
various scenarios.

Target Audience

This manual is primarily intended for the following engineers.
® Network planners
® On-site technical support and maintenance staff

® Network administrator responsible for network configuration and maintenance
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1 Deployment Preparation

Recommended deployment environment:
x86 sever

Linux Version: Ubuntu 18.04 LTS or later
Docker Version: 20 or late

Table 1-1 Table of Equipment Quantity and Controller Hardware Resource Requirements

Device Number CPU Memory Disk
500 4 Core 8G 500GB
1000 8 Core 16G 1000GB
2000 8 Core 16G 1500GB
5000 16 Core 32G 2000GB

Copyright ©2026 Asterfusion. All rights reserved.
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2 Deployment Steps

1. Upload the packaged file of the controller version to the environment to be deployed for one-click
installation. Use the -i parameter to specify the controller IP address.

.[controller_V3.1R0409P00.bin -i <ip_address>

409PEOTA1/controller V3.1 RE409PEAS$ sudo ./controller V3.1 RO409PEE.bin -i 1€

= Start deploying controller controller_V
= deploy direction =/opt/controller= ==

Figure 2-1 Installing the Controller Image
After successful deployment, users can directly access the controller through this IP address.
2. Use docker-compose to start the controller with one click. The default installation directory of the
controller is /opt/controller/:

cd /opt/controller/controller_V3.1R0409P00/wlan-cloud-ucentral-deploy/docker-compose/

docker-compose up -d

[Explanation]

-d : indicates background execution.

up : indicates starting the controller.
down : indicates stopping the controller.

Network openwifi_openwifi
Container openwifi-zookeeper-1
Container openwifi-postgresgl-1
Container openwifi-portal-server-1
Container openwifi-kafka-1
Container openwifi-owsec-1
Container openwifi-owfms-1
Container openwifi-owanalytics-1
Container openwifi-owom-1
Container openwifi-owgw-1
Container openwifi-owupgrade-1
Container openwifi-owprov-1
Container openwifi-init-kafka-1
Container openwifi-owgw-ui-1
Container openwifi-owmgmt-1

Figure 2-2 Controller Running Status

Copyright ©2026 Asterfusion. All rights reserved. 2
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3 Controller Web Login and Logout

IE browser, Opera Mini browser, and all versions of browsers that have stopped updating are not
supported. It is recommended to use Chrome browser version 114.0.5735.199 or later.
Default controller login information:

Email: aster@asterfusion.com
Password: Asteria

P
A;‘lﬂlflls\lllﬂ

Welcome Back!

Enter your email and password to signin

Email

Password

Figure 3-1 Controller Web Login Page

Copyright ©2026 Asterfusion. All rights reserved.
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4 Organization and Inventory Management

The controller supports a multi-organization structure, and each organization can be divided into
multiple "venues" for independent management. When the controller is deployed in a cloud
environment, different organizations can be managed by different administrators to realize parallel use
by multiple organizations and users.

After logging in to the controller, the system will automatically enter the [Navigation] - [Map] page. This
page displays all organizations visible within the current user's permission scope and their subordinate
venues in a structured view. System administrators can view the entire organization and venue structure
under the controller, while ordinary administrators can only view the content within their permission
scope.

On the map page, administrators can select existing organizational venues for management, or create
new organizations or venues as needed. Double-click an organization or venue node to switch to the
device view under that area for network device deployment, monitoring, maintenance and other
operations.

By default, the left navigation bar displays the summary information of devices under all organizations
within the user's permission scope; when the user enters a specific organization/venue through the map

page, the system will focus on that area and display all device details under it to facilitate refined

management.
& anmme Pree @
@© Navigation v Map =
#) Dashboard Qam=
B Devices
(® Inventory
Q operations €29 v
SR Users
13 system v
AIDC-BE
Site
Home : —[ <2 WH ]—[ ¢ AIDC : m ADCFE
Site
AIDC-ST
Site

Figure 4-1 Map

4.1 Create an Organization

After logging in to the controller, click the [+] in the upper right corner to add an organization.

Copyright ©2026 Asterfusion. All rights reserved. 4
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Create Sub-Entity

Details
Name ”

Figure 4.1-1 Creating an Organization
After completing the organization creation, double-click the created organization to enter it.

e s Home /€ Wi/ sE AIDC /.. @ switched to new entity! " I T e @ .
@ nmiprion v Map =
@ pestond ~-c@am s
4% Configuration
B Devices
@ inventory
Q, Operations EIB ~
A users
Gpem AIDC-BE
! site
AIDC-FE
2 Home s]—[-cg WH ]—[ «g AIDC H sitec ]
AIDC-ST
Site

Figure 4.1-2 Switching Organizations
Click the [+] button to create a new venue.

A venue is a collection where administrators can monitor, manage, and configure all network devices.

Create Sub-Venue

Name *

Figure 4.1-3 Creating a Venue

4.2 Adding Inventory

Administrators can create or batch import devices to specified venues/organizations. When the devices
added to the inventory are connected to the controller and go online, the controller will automatically
assign the devices to the specified organizations/venues according to their MAC addresses.

There are two ways to configure inventory devices:

Copyright ©2026 Asterfusion. All rights reserved. 5
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1. Inthe organization view, you can specify the organization/venue of the inventory.
2. Inthe venue view, the added inventory is directly assigned to that venue.
Organization View

4 Home /¢ WH / +§ AIDC | ... \§ me® .

@ Navigation ~ All(9)  Switch(9)  Gateway (0) m

) Dashboard SelectAll  Select: 0/ = p - B

& Configuration

MAC NAME FIRMWARE TAG ENTITY / VENUE DEVICE TYPE LOOPBACKO IP PORT SACLE PROFILE O LICENSE MD5 DESCRIPTION MODIFIED
B Devices 001122334455 S-1 h AIDC-ST CX532P-N 10.1.1.1/32 - 1month ago
| ® Inventory / 801122334466 52 h AIDC-ST CX532P-N 10.1.1.2/32 - 1 month ago
Q Operations @I® v 001122334477 5-3 h AIDC-ST CX532P-N 10.1.1.3/32 - 1 month ago
112233445566 5-864 h AIDC-FE CX864E-N 10.1.0.113/32 128x400g 2 months ago
AR Users
112233445599 s-111 h AIDC-FE CX532P-N 10.1.0.111/32 = 1month ago
B System ~
Geebsae1066d 5-136 h AIDC-ST CXs32P-N 10.1.0.136/32 = 23 hours ago
60ebs5a0110b9 5-133 h AIDC-ST CX308P-48Y-N 10.1.0.133/32 = 23 hours ago
6oebsae114c1 5-135 h AIDC-ST CX532P-N 10.1.0.135/32 = 23 hours ago
60eb5a0114e9 s-127 h AIDC-ST X532P-N 10.1.0.127/32 -

23 hours ago

Figure 4.2-1 Organization View

e Add one by one in the organization view

Create Inventory Devices

Device Type * Loopbacko 1P

CX308P-48Y-N

Firmware Tag @ Deseription Parent

default AIDC

License #Ds:

Hore

Figure 4.2-2 Adding Inventory in Organization View
Venue View

e K € Aioc | (h AIDC-ST @ me®d ’
@ Navigation & Inventory Information  Design Topology | Switch Configuration  Operatons Configuration @ \
e A7) Switch(7)  Gateway (0)
Real Topology
Select All  Select:0/7 - B
& Dashboard
mac NAME FIRMWARE TAG ENTITY / VENUE DEVICE TYPE LOOPBACKO 1P PORT SACLEPROFILE O LICENSE MDS DESCRIPTION MODIFIED
&% Configuration
001122334455 s @ AIDCST cxsapan 10.1.1./32 1month ago
B3 Devices
001122334466 s-2 @ AIDC-ST 53201 10.1.1.2/32 1month ago
Q Operations @D v
001122334477 53 @ AIDCST oxs3p-n 10.1.1.3/32 s 1month ago
A2 Users saebsa01066d s-136 h AIDC-ST xs320-N 10.1.0.136/32 23hours ago
© system v 60eb5a8110b9 5-133 h AIDCST CX308P-48V-N 10.1.6.133/32 23hours ago
S8ebSag114c1 s-135 h AIDCST CX532P-N 10.1.0.135/32 23 hours ago
60eb5a0114e9 $-127 h AIDC-ST €X532P-N 10.1.0.127/32 23 hours ago

Figure 4.2-3 Venue View

e Add one by one in the venue view

Copyright ©2026 Asterfusion. All rights reserved. 6
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Create Inventory Devices

Device Type * > Loopbacko IP

CX308P48Y-N

Firmware Tog @ *

default

License (@) @3 ros:
¥ane

Figure 4.2-4 Adding Inventory in Venue View

e Excel import in the venue view

Upload Devices Download Template V3 X

To bulk import devices, you need to use a CSV file with the following columns: MAC, Name, DeviceType, Loopback, ConfigTag,
FirmwareTag, Description, etc.

no extra spaces at the start or end of any values unless it s part of the value desired

FEEXME

Test Upload Data

Figure 4.2-5 Importing Inventory via Excel in Venue View

Click [Download Template], and fill in the device information to be added to the inventory according to
the template specifications.

1 MAC DeviceType Name FirmwareT Loopback PortScaleProfile  License Description
2 |001A2B3C4D5E (CXB64E-N 5-111 default  192.168.1.1/32 128x400g TEST

k]

Figure 4.2-6 Inventory Template
Required Fields

e MAC: The MAC address of the device, which is usually marked on the device label.

o Device Type: Device model.

e Firmware Tag (ConfigTag): When upgrading the device firmware, you can filter the devices to be
upgraded according to the firmware tag type. By default, the tag value is default.

e Loopback Address (Loopback): The Loopback address of the device, which must meet the

IPv4/MASK format.
Optional Fields

e Name: Device hostname.
o Interface Specification (PortScaleProfile): Pre-configuration of device interface specifications, only
supporting CX864E-N device type, used to switch the initial form of device interfaces.

e Description: Information about the device.

Copyright ©2026 Asterfusion. All rights reserved. 7
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e License: License file. For batch import, you can fill in the content of the License file in JSON format

in Excel, or batch import the License after adding all devices to the inventory.

Copyright ©2026 Asterfusion. All rights reserved. 8
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5 Device Connection to Controller

5.1 Switch

5.1.1 Configure Connection to Controller via Command Line

Use the command ucentral-client server <A.B.C.D> to configure the controller's IP address on the switch
so that the device can connect to the controller.

If the device uses out-of-band management and the management port belongs to VRF mgmt, the user
needs to carry the VRF parameter when specifying the management address, for example: ucentral-client
server <A.B.C.D> vrf mgmt.

Example Configuration of Switch:

j‘.vAsteriq

Campus Controller

1P: 192.168.0.91[2‘4\,‘

Figure 5.1-1 Device-to-Controller Connection Diagram

Connect to the controller using the out-of-band management port:

sonic# config

sonic(config)# feature ucentral state enable

sonic(config)# feature ucentral autorestart enable
sonic(config)# ucentral-client server 192.168.0.91 vrf mgmt
sonic(config)# interface mgmt 0

sonic(config-if-mgmt) ip address 192.168.0.20/24 192.168.0.91

sonic(config-if-mgmt) vrf mgmt

After configuration, you need to restart the ucentral-client service:

admin@sonic:~$ sudo service ucentral restart

After the configuration is completed, the switch can be seen online on the controller's [Devices] page.

Copyright ©2026 Asterfusion. All rights reserved. 9
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6 Business Configuration

To simplify the configuration of typical network topologies, the controller currently has built-in AIDC
backend network scenarios/AIDC frontend network scenarios/AIDC storage network scenarios. After
selection, the topology planning is automatically completed. When all devices in the planned topology
are connected to the controller and go online, ACC will automatically discover and identify the connection
status between devices to generate a real network topology. Administrators can check whether the
topology is correct. After confirmation, the pre-planned configuration will be delivered to the devices to
complete the network configuration and deployment.
After entering a specific venue, the administrator clicks the [Configuration] - [Design Topology] button
to select the specific scenario to be used.

o i ] £ BENETWORR Powee @

© Navigation ~ Inventory Information Design Topology Switch C Operations Confi

e Create Solution Finish

Real Topology

) Dashboard

Solution (]

& Configuration

3 Devices

Q Operations v 1oV I VeV B Y Vil B .

o o e i s e
SR Users ckend Network Al Data Center Frontend Network Deployment

@ system v Al Data Center Storage Network Deployment2

Employs Spine-Leaf network architecture,A maximum of 256 leaf switches can be connected, which is suitable for Al data center network
deployment,providing high-bandwidth, low-latency, and stable high-performance high-transmission

Please select the devices

>

Spine  CXS8B4E-N v 8

Leaf  cxgs4E-N ¥ 16

Figure 6-1 Supported Network Scenario

e AIDC Backend Network
A full three-layer network solution with a two-level Spine-Leaf structure. Taking Spine/Leaf both using
the CX864E-N series as an example, a Spine device can provide up to 128 400G interfaces to interconnect
with Leafs, and each Leaf can provide 64 400G access ports. That is, the network can provide a maximum
of 128 x 64 = 8192 accesses.

e AIDC Frontend Network
Adopting a Spine-Leaf network architecture, it supports up to 64 Leaf switches for access. It is suitable
for AIDC frontend network deployment. A distributed gateway is deployed on Leaf devices to provide
EVPN MCLAG functions to achieve reliable service transmission and service isolation.

e AIDC Storage Network
Adopting a Spine-Leaf network architecture, it supports up to 64 Leaf switches for access. It is suitable
for AIDC storage network deployment. A distributed gateway is deployed on Leaf devices to provide
MCLAG and RoCE functions to achieve high-speed and reliable service transmission.
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6.1 AIDC Backend Network Scenario Deployment

MEEESEE T Spine

e el Leaf

Figure 6.1-1 Backend Network Topology Diagram

6.1.1 Design Topology

Select the AI data center backend network scenario, fill in the model and quantity of Spine and Leaf
devices, and then click [Save] to complete the pre-planning of the network topology. The controller will

generate a recommended network topology according to the pre-planned typical network topology.

e
Spine mmmmm——
MAC: /
CX532P-N. &
Spine 1
g gt
MAC: MAC:
CX532P-N 4 CX532PN (4
Leaf-1 Leaf-2

Figure 6.1-2 Backend Network Planned Topology
Users can click the [Edit] button on the device to select the devices in the inventory to be applied to the
current topology in the slide-out box on the right, and then select the interconnection interfaces.
Note:
» Itis recommended to separately plan and configure the device MAC and device role before planning
the topology interconnection interface. When the controller identifies the planned topology device, it will
automatically detect whether the device interface specification configuration in the current topology is
consistent with the interface specification pre-configured in the inventory and guide the user to handle
it. After processing, configure the interconnection interface to prevent errors or failures in configuring
the interconnection interface due to inconsistent interface specifications with the pre-configuration.
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Edit x

E=xy

Device Model *

©532pn v
MAC*

NULL v

Loopbacko 1P *

Host Name *
Spine-1
Device Role *

Spine v

Inter Port ~
Local Port Neighbor Neighbor Port
Select. v Leaf-1 Select. v
Local Port Neighbor Neighbor Port

Select. v leaf2 Select. ~

Figure 6.1-3 Editing the Planned Topology

MAC: Uniquely select a device via its MAC address.
Loopback IP: Configure the IP address for the device's LoopbackO0 interface, which will be used
for in-band management of the device.
hostname: Configure the hostname of the device.
Device role: Assign the device role as Spine or Leaf.
Interconnection Interfaces:
Local Interface: The interface on the current device.
Neighbor: Select the peer device connected to the local interface.
Neighbor Port: The interface on the peer device interconnected with the current device's local
interface.
Or click [Import Configuration] in the upper right corner of the page to import the configuration.
Before import, users can click [Export Configuration] on the right to obtain a blank configuration file.
Fill in according to the configuration file template and import it.
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Sontoion & Home /<6 WH / -6 AIDC / th AIDC-BE g Ue® ‘
@ Navigation -~ Inventory Information Design Topology Switch Configuration Dperat\'onsconiigulalione
Hep Design Topology < e el EeicHetmork
Inventory ~ @ Legend QR

4) Dashboard
swiTcH

& Configuration

B Devices
) MAC:
Q operations  ~ CX532P-N 4
S Users Spine-1
@& system v

MAC: MAC:
CX532P-N [&4 CX532P-N &£
Leaf-1 Leaf-2

Connected Devices: 0
Figure 6.1-4 Importing Planned Topology via CSV
Configuration format:

gscription  Device A MAC  Device A Hostnar Device A RLoopback A Device ASN  Location A Real Interface A Display Int Cable Device B MAC Device B Hostn Device B SN Location B Real Interface B Display Interface 8 Custom Description
Description# Configuration # Configuration ((# Configur # Configuration (Con # Description  # Description # Configuration (Optio # Descripti # Descripti # Configuratio # Description  # Description # Description # Configuration (Or # Description # Description
60eb5a0114cl S-135 Leaf 1010135/32

Figure 6.1-5 Topology Import Template File

Note:

» When importing the planned topology through CSV, it is recommended that the CSV file first
separately plans and configures the device MAC and device role. When the UI identifies the planned
topology device, it will automatically detect whether the device interface specification configuration in
the current topology is consistent with the interface specification pre-configured in the inventory and
guide the user to handle it. After processing, configure the interconnection interface to prevent errors
or failures in configuring the interconnection interface due to inconsistent interface specifications with
the pre-configuration. The format example of importing device MAC and device role is as follows (that is,
the interconnection interface is not filled in temporarily):

Description  Device AMAC  Device A Hostname Device A Role Loopback A Device A SN Location A Real Interface A Display Interface Cable Device B MAC  Device B Hostname Device B SN Location B Real Interface Display Interface Custom Description
60eb5a01066d  Spine-1 Spine 100.1136/32
60eb5a0lldcl Leaf-1 Leaf 101.0135/32 60eb5a01066d Spine-1

Figure 6.1-6 Topology Import Template File

—

After completing the topology editing, click the save button &) in the upper right corner to save the

topology editing.

6.1.2 Health Check of Designed Topology Devices

After completing the planned topology, click the [Device Health Check] button to verify to ensure that

the devices and ports involved in the planned topology are in a normal state.
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© Navigation
Map
Real Topology

&) Dashboard

&% Configuration

B3 Devices

Q Operations
Alarm
Service Inspection
System Inspection
Firmware

Scripts
£R Users

@ system

A Home /€ WH / +€ AIDC / h AIDC-BE

Pueo @
°

~ Inventory Information Switch Configuration

Design Topology Operations Configuration

Design Topology a 2% Basic Network

Inventory ~ © Legend Q %
SWITCH
— 1
CX308P-48Y-N © MAC: 60EB5A0114E9
N CX532P-N &
— 0
m—————m s-127
CX532P-N

10.1.0.127/32

©MAC: 60EB5A0114C1
rxs290.N A

© MAC: 60EB5A01066D
rys20p.N [A

Figure 6.1-7 Device Health Check Button

If there is a problem, the problematic device and specific information will be displayed.

Artuzon

@ Navigation
Map

Real Topology
4 Dashboard
& Configuration

B3 Devices

6.1.3

€ WH /=€ AIDC / (h AIDC-BE

Poeo @
°

inventory Information  Design Topology  Switch Configuration  Operations Configuration

Device Health Check <

®

Device MAC Online Status Hostname Loopback P Abno... Interface OperS.. AdminSt.. Interface Speed  Interfa.. Optical Modul. Optical Module Information

60eb5a0114e9 E== 5127 10.1.0.127/32 7 down up 1006 rs false

20/ page

Figure 6.1-8 Device Health Check Results

Designed Topology Verification

After completing the planned topology, click the [Topology Consistency Verification] button to verify
with the real topology to ensure the accuracy of the planned topology.

@ Navigation
Map
Real Topology
&) Dashboard
&% Configuration
B Devices
Q_ operations ~
Alarm
Service Inspection
System Inspection
Firmware
Seripts

SR Users

& system

& Home / *8 WH / *¢ AIDC / 0 AIDC-BE

Poee @

Inventery Information Design Topology ~ Switch C Operations Confi

g

- B0 66 e
Topology Consistency Verification

Inventory ~ ® Legend Q =
SWITCH

— 1

CX308P-48Y-N © MAC: 60EB5A0114E9

CX532P-N (&
— 0
e s-127
CXs32P-N

10.1.0.127/32

© MAC: 60EB5A0114C1
CX532P-N [
5-135

1n 1 AsET9

© MAC: 60EB5A01066D
CX532P-N £
5136

1n A scien

Figure 6.1-9 Planned Topology Validation

If there is a problem, a problem button will pop up. After clicking, the planned topology and real topology
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information will be displayed, and the problematic topology can be quickly located.

Configure

Local Port (Planned -

MAC Host Name Loopback0 1P

Real)

60eb5a0114c1 5-135 10.1.0.135/32 1 = Null

60eb5201066d 5-136 10.1.0.136/32 7

Neighbor MAC

60ebSa0114e9 — Null

60eb5a0114e9

Neighbor Port (Planned -
Real)

Neighber Hest Name

1 —Null s-127

7 =1

Figure 6.1-10 Planned Topology Validation Results

Hovering over the problematic interface in the topology view can also display specific problems.

s £ Home /€ WH / € AIDC / th AIDC-BE @ ) ‘
© Navigation ~ Inventory Information  Design Topology  Switch Confi Operations Configuratit o
Map Design Topology ® <

Real Topology
%) Dashboard

&2 Configuration

B Devices © MAC: 60EB5A0114E9
Q, Operations ~ CX532P-N
5127

Alarm

Service Inspection
System Inspection
Firmware

Scripts

SR Users

@ system v

10.1.0.127/32

Source

MAC 60eb5a0T14e9

Hostname s127

Loopbackd IP 101012732

Target
60eb5a0TH4cl
5185

101.0135/32

Olegend @ Q| &

Interface (Planned - Real)

*MAC: 60EB5A0114C1 ® MAC: 60EB5A01066D
CX532P-N CX532P-N
S$-135 5-136

Figure 6.1-11 Viewing Validation Results by Hovering over an Interface

6.1.4 Basic Network Configuration

Click [Basic Network Configuration] to enter the basic network configuration interface to configure the
basic network carrying the service network, including configuring the IP addresses of the interconnection
interfaces between Leaf and Spine, Leaf and downstream devices, and the interconnection BGP protocol
configuration.

6.1.4.1 InterfaceIP

Configure the IP address information of the device's physical interface or LAG interface.
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e Physical interface

Interfaces configuration

Interface Type
Physical Interface
Interface Local 1P *

Select.

Description

Figure 6.1-12 Configuring Physical Interfaces

e Aggregation interface

Interfaces configuration

Interface Type

( LAG Interface

Link Aggregation ID * LocalIP *

LACP Sys Priority

65535

LACP Fallback LACP Fast Timeout

Members *

Select...

Description

Figure 6.1-13 Configuring Aggregate Interfaces

o Interface configuration results

4 Home | <€ WH / € AIDC / h AIDC-BE \Q me® .

@ Navigation -~
Map

Real Topology
%) Dashboard

J Configuration

B Devices
Q Operations ~ ~ Interfaces configuration v
Alarm
Service Inspection 5-135 Hide
System Inspection
Create (1 Entries )
Firmware
LAG Interface
S
cripts LACP Sys LACP Fast
Link Aggregation ID Local IP Mode Priority LACP Fallback Timeout Members Description
AR Users
1000 1111724 lacp 65535 Disabled Disabled 1
B System ~
s-136 Hide

Create (1 Entries )

Physical Interface

Interface Local IP Description

1 2111724

Connected Devices: 3

Figure 6.1-14 Interface Configuration Results

Copyright ©2026 Asterfusion. All rights reserved. 16



Asterfusion
Empowering Choice for Network Fusion in Ubiquitous Computing

6.1.4.2 BGP Configuration

Click the [Next] button to enter BGP configuration.

Jeisna  Home / 6 WH / +6 AIDC / th AIDC-BE @ mwed .

© Navigation ~
Map
Real Topology

4) Dashboard

& Configuration

B Devices

Q operations ~

Alarm

Service Inspection

System Inspection BGP

v
Firmware
Seripts
§-135 Hide
SR Users
BGP Enable
& system v
Local AS
a
s-136 Hide
BGP Enable

Connected Devices: 3 Local AS

Version R0409P00TO1 (251230)

a
v

Figure 6.1-15 BGP Configuration Page

After enabling BGP, you can configure the local BGP AS number and display the option to configure BGP
neighbors.

“:"“"‘" & Home / € WH / € AIDC / th AIDC-BE |§ o6 ® I

@ Navigation ~
Map

Real Topology

4) Dashboard

& Configuration BGP v
B Devices
Q operations ~ §-135 Hide
Alarm BGP Enable
service Inspection «©
System Inspection Local AS *
a
Firmware v
Scripts -
Create BGP PEER-GROUP ( 0 Entries )
AR Users
@ system v
s-136 Hide
BGP Enable
Local AS *

>

Create BGP PEER-GROUP ( 0 Entries )

Connected Devices: 3

Figure 6.1-16 Enabling BGP
Click the Create BGP Neighbor box to enter the configuration of the device's BGP neighbors.
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BGP PEER-GROUP

PEER-GROUP Name *

Neighbor AS *

AS Number

Neighbor IP
Neighbor 1P 1 *

BFD Enable

Figure 6.1-17 BGP Neighbor Configuration
After saving, the configuration information will be displayed.

oy
e 4 Home /6 WH /4 AIDC / th AIDC-BE § we® .
@ Navigation -~
Map
Real Topology
#) Dashboard

& Configuration

B Devices

‘Q operations -~

BGP v
Alarm
Service Inspection
- Hide
System Inspection 5-135
Firmware BGP Enable
s «©
Local AS *
A Users =
65135 =
B System ~
Create BGP PEER-GROUP (1 Entries)
PEER-GROUP Name Neighbor AS BFD Enable -
.
peer_to_spine AS External ()
Neighbor IP (1)
Add 1P
Neighbor IP 1

1112
Connected Devices: 3

Figure 6.1-18 BGP Configuration Results
Click the [Next] button to complete the configuration, and click the [Save] button to save the basic
network configuration.
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Asurtuson

© Navigation
Map

Real Topology
4 Dashboard
&% Configuration

B3 Devices

Q Operations ~

Alarm

Service Inspection
System Inspection
Firmware

Scripts

R Users

B system v

 WH / +6 AIDC / fh AIDC-BE @ Success

Inventory Information DesignTopology  Switch C: Operations Confi ion®

Basic Network

@
°Fimsh

v Interfaces campus of AIDC Backend Network

v BGPs campus of AIDC Backend Network

Configuration completed, please save the configuration!

-~ 3

Figure 6.1-19 Saving Basic Network Configuration

6.1.4.3 Batch Import and Export of Basic Network Configuration

Click the [Import Configuration] button and You can Batch Import Basic Network Configuration with

CSV file.

Astrtuson

© Navigation ~
Map
Real Topology

) Dashboard

&2 Configuration

B3 Devices

Q Operations ~
Alarm
Service Inspection
System Inspection
Firmware

Scripts
S Users

& system v

( Home / € WH / *€ AIDC / (h AIDC-BE

Puee @

Inventory Information  Design Topology  Switch C Operations Confi o
—— 7
Import Configuration
0 Interfaces campus of AIDC Backend Network 2 BGPs campus of AIDC Backend Network 3 Finish
¢
Interfaces configuration v
S-135 Hid

Create ( 1Entries )

LAG Interface

1ACP Suc

1ACP Fact

Figure 6.1-20 Importing Basic Network Configuration via CSV

Before uploading the file, users can click [Download Template] to obtain an example configuration file.
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Import Configuration
@ Ensure CSV data complies with validation rules to prevent import failures

Validation Rules:

~ Basic Validation Rules

v
Serial Number: Serial number cannot be empty, must be existin planned topology and online:

v Interface Configuration Rules
 LAG Validation Rules

~ BGP Configuration Rules

Upload CSV File
s

Click or drag file here to upload
Supported Format: csv

o Download Template ?"‘

Figure 6.1-21 Template File Download Button
Template format as below:

A B C D E F G H 1 J K L M N o P Q R s T u
1 [serial interface_name interface ip  interface_description lagid  lag mode lacp_falloack lacp._fast rate lacp_sys prio lag_member lagip  lag_description bgp_enable local as  peergroup  peerips ‘neighboras  neighbor bfd_enable
2. |# Device Serial # Interface Nan# Interface IP # Interface Description # LAG ID (1# LAG Mot LACP Fallb # LACP Fast Ti ' LACP Syste # LAG member# LAG IP (F # LAG Descripti # BGP Enable (# Local BG # BGP Peer Gre# BGP Neic'# BGP Group Ne # BGP Group BFD Enable (Required if BGP g
3 |aabbecddeeff 123 1 192,168 1.1/2 to server A, to server L1000, 1001 staticlacp, truefalse  truetrue 65535123 45678 1111724 t0 leafl to leaf  TRUE 85000  to leafto leaf 111211 extemal 65100 truefalse

Figure 6.1-22 Template File
Fill in according to the configuration file template and import it. After the import is completed, click Save
to save the basic network configuration.

Users can also click the Export Configuration button to obtain the currently configured interface IP
information and BGP configuration information.

ey & Home / *6 WH / =6 AIDC / h AIDC-BE Q we ® .

© Navigation ~ Inventory Information ~ Design Topology  Switch Configurati Operations C: on®
S— <
° Interfaces campus of AIDC Backend Network 2 BGPs campus of AIDC Backend Network 2 Einich

%) Dashboard

&2 Configuration

B Devices

Q Operations ~
Alarm

Service Inspection

System Inspection

Firmware
Seripts
5 Users
& system v
Interfaces configuration Y
S-135 Hide

Figure 6.1-23 Exporting Basic Network Configuration

6.1.5 Wired Service Configuration

Click [Switch Configure] to enter the wired service management interface to configure the
corresponding services on the switch for wired users.
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1-3-?1-- £ Home / 6 WH / ¢ AIDC / (h AIDC-BE I? e ® ’
T~
© nNavigation ~ Inventory Information  Design Topology Switch C 0 i i on®
Map Switch Configuration (0) Q Fitter Configuration Templates (3 = =
Real Topology
#) Dashboard @ Bk ing, pl firm the topology i
£ Configuration NAME o STATUS LAST MODIFIED . CREATEDC  CREATOR O DESCRIPTION o ACTIONS
B Devices

No Switch Configuration Found
‘Q Operations ~

Alarm

Service Inspection
System Inspection
Firmware

Scripts

S Users

© system ~

Figure 6.1-24 Wired Service Configuration Page

Create Switch Configuration

@ Before configuring, please confirm the topology information

Name * Device *

Deseription

ROCE  BusinessVLAN ~ AINETWORK  ARS

Business RoCE

Create RoCE (0 Entries )

Figure 6.1-25 Creating Wired Service Configuration

6.1.5.1 RoOCE Function

Create Business RoCE

Mode

Lossless

Cable Length incast Level

None v None

Traffic Model

None

Bind Interface

ex:1-10,12,15,16_1  all

Figure 6.1-26 Creating RoCE Configuration
® Name: The policy name of the configured RoCE, uniquely identified.
® Mode: Configure the RoCE policy mode, which can be selected by clicking the drop-down arrow.
® Cable Length: Configure the cable length parameter of the RoCE policy, which can be selected by
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clicking the drop-down arrow.

® Incast Level: Configure the Incast level parameter of the RoCE policy, which can be selected by
clicking the drop-down arrow.

® Transmission Mode: Configure the transmission mode parameter of the RoCE policy, which can be
selected by clicking the drop-down arrow.

® Bind Interface: Configure the interfaces to which the RoCE policy is applied.

6.1.5.2 Service VLAN Function

Configure the Leaf downstream interface VLAN, which is used to configure the downstream link list in
the form of VLAN interfaces in the Al-Network instance.

Create Business VLAN

VLAN * Gateway P~

Figure 6.1-27 Creating VLAN Configuration
VLAN: VLAN ID.
Gateway IP: VLAN interface IP address.

Access Members: Interfaces added to the VLAN in untag mode.

Trunk Members: Interfaces added to the VLAN in tag mode.

6.1.5.3 Intelligent Routing Function

Configure the AI-Network intelligent routing policy. Spine/Leaf need to be configured separately.
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6.1.5.3.1 Spine Device

Create Spine Business AINETWORK

Downlink Interface List *

v default

Downlink Interface Mode *

Bgp-link-local

Figure 6.1-28 Configuring Intelligent Routing Function on Spine Devices

® Mode: Configure the intelligent routing mode of the Spine device. It can be selected by clicking the
drop-down arrow, supporting dynamic mode and static mode. In static mode, VRF is assigned
according to the source IP, service isolation is achieved through VRF, and 1:1 forwarding is achieved
according to policy routing; in dynamic mode, VRF is assigned according to the source IP, service
isolation is achieved through VRF, and the path weight of the local switch is adjusted through the
path quality perceived by the switches in the network, combined with WCMP to achieve more flexible
load balancing.

® Downlink Interface List: Configure the intelligent routing downstream link interface, which is
generally selected from the interfaces interconnected with Leaf.

® Downlink Interface Mode: Configure the intelligent routing downstream interface mode.

6.1.5.3.2 Leaf Device

Create Leaf Business AINETWORK

Uplink Interface List *

ex:1-10,12,15,16_1 | default

Uplink Interface Mode *

Bgp-linklocal

Figure 6.1-29 Configuring Intelligent Routing Function on Leaf Devices

® Mode: Configure the intelligent routing mode of the Leaf device. It can be selected by clicking the
drop-down arrow, supporting dynamic mode and static mode. In static mode, VRF is assigned
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according to the source IP, service isolation is achieved through VRF, and 1:1 forwarding is achieved
according to policy routing; in dynamic mode, VRF is assigned according to the source IP, service
isolation is achieved through VRF, and the path weight of the local switch is adjusted through the
path quality perceived by the switches in the network, combined with WCMP to achieve more flexible
load balancing.

® Uplink Interface List: Configure the intelligent routing upstream link interface, which is generally
selected from the interfaces interconnected with Spine.

® Uplink Interface Mode: Configure the intelligent routing upstream interface mode. It can be selected
by clicking the drop-down arrow.

Create Instance

Validation Rules

« Downlink interfaces cannot overlap with uplink or other instances.

« In ARP mode, each IP in the IP list must be within the IP range of the downlink interface/VLAN configuration.
* In BGP mode, interfaces in the IP list must be within the downlink list.

Downlink Interface List *
ex.: 110,12,15,16_1 | default | Vian100V1an200

v

Downlink Interface Mode *

Figure 6.1-30 Configuring Intelligent Routing Instance
® [D: Leaf device intelligent routing instance ID.
® Downlink Interface List: Configure the intelligent routing instance downstream interface list.
Downlink Interface Mode: Configure the downstream interface mode, which can be selected by
clicking the drop-down arrow, Support BGP and ARP mode.
® Downlink IP List: Configure the downstream interface IP address list.

6.1.5.4 ARS Function

Configure the adaptive routing scheduling policy.

Copyright ©2026 Asterfusion. All rights reserved. 24



Asterfusion
Empowering Choice for Network Fusion in Ubiquitous Computing

Create ARS Profile

Load Past * Interface (Disable ARS)

1~10000 (Default: 4096)

Figure 6.1-31 Configuring ARS Policy
® |oad Past: Configure the ARS load past parameter.

® Interfaces: List of interfaces with ARS function disabled.

Create ARS Instance

Name * Mode *
ex.: instance-1 per_flowlet_quality
Default: per_flowlet_quality
Max Flows * Idle Time *
Select Max Flows (Default: 512) Scope: 1~1018, Default: 256
Remaining allocation: 4064 (Max limit 4064)
Set the Nexthop-Group binding for the input IP

ex.: 10.0.0.1/32, No binding will occur if the IP is not entered.

Cancel m

Figure 6.1-32 Configuring ARS Instance

6.1.5.5 Wired Service Configuration Filtering

Click the [Filter Configuration Templates] button to filter the configuration templates. After filtering,
only the selected configuration templates will be displayed on the page.
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Q search template names.

Selected Templates (2)

ccee X bbbbbb X

Available Templates (3)

cece B bbbbbb

Description: No Description Description: No Description

Filter Configuration Templates

Figure 6.1-33 Wired Service Configuration Filter

6.1.5.6 Batch Import of Wired Service Configuration

x

Batch Push Configuration

Select All on Page

Click the [Import Template] button to batch import wired service configurations through CSV files to

simplify configuration operations.

Attiin £ Home / & WH / -8 AIDC / th AIDC-BE

© Navigation “ Inventory Information  Design Topology ~ Switch C Operati

Map Switch Configuration (3)

Real Topology

%) Dashboard

@ Before configuring, please confirm the topology information

&2 Configuration NAME o STATUS

B3 Devices ccee Not yet effective 41 seconds ago

Q operations  ~ bbbbbb Notyet effective 48seconds ago
Alarm aaaaa Not yet effective 54 seconds ago

Service Inspection

System Inspection

Firmware
Scripts
£ Users
@ system v ceee
Name *
ccee
Description

example.

LAST MODIFIED . CREATED 0

41 seconds ago

48 seconds ago

54 seconds ago

CREATOR O DESCRIPTION O

aster@asterfusion.com

aster@asterfusion.com

aster@asterfusion.com

Device *

5-136 (60eb5a01066d) >

Pouee @

@ Filter Configuration Templates (€] = =

Import Template

acrions
<
<
<

Figure 6.1-34 Wired Service Configuration Import Button
Before importing the CSV file, you can click the [Download CSV Template] button to download an
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Import Configuration Template - Upload CSV File

o Upload CSV File 2 Validate Data 3 Import Template

&, BrowseFiles

Drag file here or click to upload
€SV format supported, maximum 10MB

& Download CSV Template /_

(@CSV Filling Instructions
~ Basic Fields

v
name: Templ , unique i

<&

ion: Template description(Optional)
7

devices: Device name, only one device can be specified(Required)

~ RoCE Configuration

~ VLAN Configuration

Cancel

Figure 6.1-35 Wired Service Configuration Import Template Download Button

6.2 AIDC Frontend Network Scenario Deployment

6.2.1 Design Topology

Select the Al data center frontend network scenario, fill in the model and quantity of Spine and Leaf
devices, and then click [Complete] to complete the pre-planning of the network topology. The controller
will generate a recommended network topology according to the pre-planned typical network topology.

Configure

Solution

'AIDC Backend Network Al Data Center Frontend Network

Deeloss Al Data Center Storage Network

Deployment

Utilizes Spine-Leaf network architecture with support for up to 64 Leaf switch connections. Designed for Al data center frontend network
itemploys distri gatew n Leaf devices and offers EVPN MCLAG capabilities to ensure reliable service transmission and
effective service isolation.

Please select the devices

Spine  CXs32P-N

Server Network Switch Group

Leaf

CX532PN

Figure 6.2-1 Switching to Frontend Network Scenario
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Real Topology
%) Dashboard ventery " OLegend | @ Q
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& Configuration

= MAC: = MAC:

B Devices 53PN & oxsa2PN &
Spine-1 Spine-2

‘Q Operations €I v
AR Users CX532P-N

B System ~

/ V N \

 MAC: .o_a.  MAC:  MAC: 0—e- » MAC:
CxspN & xs22p-N & oxs32PN 4 Cxsa2p-N &
Server-Leaf-1 Serverieaf2 ServerLeaf2 Server.Leaf-4

Connected Devices: 3

Version RO40SPO0TOT (751730)

Figure 6.2-2 Frontend Network Scenario Planned Topology

6.2.2 Health Check of Designed Topology Devices

Refer to 6.1.2

6.2.3 Designed Topology Verification

Refer to 6.1.3

6.2.4 Basic Network Configuration

6.2.4.1 InterfaceIP

Configure device IP address information. It supports configuring physical interfaces, LAG interfaces, and

Loopback interfaces.

Interfaces configuration

Interface Type
Physical Interface

Interface * Local IP *
Select.

Description

Figure 6.2-3 Configuring Physical Interfaces
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Interfaces configuration

Interface Type

(LAGInmr'am

Link Aggregation ID * Local IP *

LACP Sys Priority

v 65535

LACP Fallback LACP Fast Timeout

Members *

Figure 6.2-4 Configuring Aggregate Interfaces

6.2.4.2 BGP Configuration

Click the [Next] button to enter BGP configuration, supporting the configuration of BGP PEER-GROUP,
BFD, EVPN, and PEER-IP.

BGP PEER-GROUP

PEER-GROUP Name *

Neighbor AS *

AS Number

Neighbor IP
Neighbor IP1*

EVPN Enable

BFD Enable

Figure 6.2-5 Configuring BGP

6.2.4.3 MC-LAG Configuration

Create a unified MC-LAG PEER-LINK and DAD-LINK configuration for the LEAF groups in the planned
topology.
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ion £ Home / +6 WH / 6 AIDC / 1 AIDC-FE @ me d .
© Navigation ~
Map
MCLAG-PEERLINK-DADLINK v
Real Topology

4 Dashboard

& Configuration

B Devices

Q operations €D v
AR Users

B System v

Peerlink VLAN *
4094
Peerlink IP *
2888 70

Available IP is 8.2.8.9 and 8.8.8.10.will be automatic allocation to 2 pair of devieas

DadlLink IP

(9999\ 730

Available IP is 9.9.9.8 and 9.9.9.10,will be automatic allocation to  pair of devices

Connected Devices: 3

Version RO409P00TO1 (251230) Prev m Next
Figure 6.2-6 Configuring MC-LAG
Click the [Next] button to complete the configuration, and click the [Save] button to save the basic

network configuration.

6.2.5 Wired Service Configuration

Click Create Wired Service Configuration to activate the service.

Network Activation RoCE

EVPN TUNNEL v

EVPN TUNNEL Enable

@ When enabling the EVPN TUNNEL, make sure to configure the Loopback1 address on the involved devices in the BasicNetwork configuration to serve as the tunnel's local VTEP address!

ARP v
Disable ARP Broadcast Flooding ARP Probe Count ARP Aging Time
a N

«© s Lo .

VRE v
Create ( 0 Entries )

Link Aggregation v
Create ( 0 Entries )

Business VLAN v

Create (0 Entries )

Figure 6.2-7 Configuring Frontend Network Wired Services
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6.2.5.1 EVPN Enable Switch

After enabling, the configuration related to the EVPN VXLAN tunnel will be generated.

Network Activation RoCE

EVPN TUNNEL v
EVPN TUNNEL Enable —_
@ When enabling the EVPN TUNNEL. make sure to configure the Loopback1 address on the involved devices in the BasicNetwork configuration to serve as the tunnel's local VTEP address!
ARP v
Disable ARP Broadcast Flooding ARP Probe Count ARP Aging Time
a a
«© s 300

Figure 6.2-8 Configuring EVPN Tunnel Function

6.2.5.2 ARP Configuration

ARP v

Disable ARP Broadcast Flooding ARP Probe Count ARP Aging Time

[ @] 5 2 300 S

Figure 6.2-9 Configuring ARP
® Disable ARP Broadcast Flooding: When enabled, the device will prohibit ARP broadcast flooding.
® ARP Probe Count: Set the number of ARP Probe detections, the default is 5 times.
® ARP Aging Time: Set the ARP aging time, the default is 300s.

6.2.5.3 VRF Configuration

Create VRF

VRF Name *

Figure 6.2-10 Configuring VRF
VRF Name: VRF name, an 11-character string marking a specific VRF.
® MAC: VRF MAC address.
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® VNI: The mapping relationship between VRF and VNI, used for the EVPN VXLAN function.

6.2.5.4 Service LAG Configuration

Link Aggregation ID

Link Aggregation ID

LACP Fallback

LACP Fast Timeout

LACP Sys Priority

65535

Members

Figure 6.2-11 Configuring Service LAG
® Link Aggregation Group ID: LAG ID name.
® Mode: LAG mode, supporting dynamic and static modes.
® | ACP Fallback: By enabling Fallback configuration for LAG, one member port in the LAG group will
be set to Active state when no LACP packets are received.
® LACP Fast Timeout: When enabled, LACP will enable fast-rate mode.
® | ACP Syst Priority.

® Members: LAG member interfaces.
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6.2.5.5 Business VLAN Configuration

Create Business VLAN

VLAN

Gateway IP * Gateway MAC *

Access Members.

Trunk Members

VRF *

NULL

ARP Proxy Extension

NULL

Description

Figure 6.2-12 Configuring Service VLAN
VLAN: VLAN ID, identifying a unique VLAN.
VNI: Configure the mapping between VLAN and VNI, used for the EVPN VXLAN function.
Gateway IP: VLAN IP address.
Gateway MAC: VLAN MAC address.
Access Members: Interfaces added to the VLAN in untag mode.
Trunk Members: Interfaces added to the VLAN in tag mode.
VRF: The VRF bound to the VLAN interface, used for service isolation.

ARP Proxy Extension: For silent terminals, ARP proxy extension needs to be configured to support
normal ARP interaction.

® Description: VLAN description information.
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6.2.5.6 RoCE Configuration

Create Business RoCE

Name * Mode

Lossless

Cable Length Incast Level

None v None

Traffic Model
None
Bind Interface

ex:1-10,12,15,16_1 | all

Figure 6.2-13 Configuring RoCE Function

® Name: The policy name of the configured RoCE, uniquely identified.

® Mode: Configure the RoCE policy mode, which can be selected by clicking the drop-down arrow.

® Cable Length: Configure the cable length parameter of the RoCE policy, which can be selected by
clicking the drop-down arrow.

® Incast Level: Configure the Incast level parameter of the RoCE policy, which can be selected by
clicking the drop-down arrow.

® Transmission Mode: Configure the transmission mode parameter of the RoCE policy, which can be
selected by clicking the drop-down arrow.

® Bind Interface: Configure the interfaces to which the RoCE policy is applied.

6.2.5.7 Wired Service Configuration Filtering
Refer to 6.1.5.5
6.2.5.8 Batch Import of Wired Service Configuration

Refer to 6.1.5.6

6.3 AIDC Storage Network Scenario Deployment

6.3.1 Design Topology

Select the Al data center storage network scenario, fill in the model and quantity of Spine and Leaf
devices, and then click [Complete] to complete the pre-planning of the network topology. The controller
will generate a recommended network topology according to the pre-planned typical network topology.
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Configure

Solution

- e et s W
AIDC Backend Network Al Data Center Frontend Network

Deployment Al Data Center Storage Network

Deployment

Utilizes Spine-Leaf network architecture with support for up to 64 Leaf switch connections. Designed for Al data center storage network
itemploys distri gateways on Leaf devices and offers MCLAG and RoCE high-speed and reliable d
storage and transmission.

Please select the devices

Spine  cxs32P-N

Server Network Switch Group

Leaf

CX532P-N

Figure 6.3-1 Switching to Storage Network Scenario

6.3.2 Health Check of Designed Topology Devices

Refer to 6.1.2

6.3.3 Designed Topology Verification

Refer to 6.1.3

6.3.4 Basic Network Configuration

6.3.4.1 InterfaceIP

Configure device IP address information. It supports configuring physical interfaces and LAG interfaces.

Interfaces configuration

Interface Type
Physical Interface

Interface *

Description

Figure 6.3-2 Configuring Physical Interfaces
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Interfaces configuration

Interface Type

=

Link Aggregation 1D *

Mode

LAcP

LACP Fallback
Members *

Description

LACP Sys Priority

v, 65535

LACP Fast Timeout

Figure 6.3-3 Configuring Aggregate Interfaces

6.3.4.2 BGP Configuration

Click the [Next] button to enter BGP configuration, supporting the configuration of BGP PEER-GROUP,

BFD, and PEER-IP.

BGP PEER-GROUP

PEER-GROUP Name *

Neighbor AS *

AS Number

Neighbor IP
Neighbor 1P 1*

Add Neighbor IP

BFD Enable

6.3.4.3 MC-LAG Configuration

Figure 6.3-4 Configuring BGP

Create a unified MC-LAG PEER-LINK and DAD-LINK configuration for the LEAF groups in the planned

topology.
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~'--  Home / +€ WH / *6 AIDC / ( AIDC-ST @ U6 ® .

© nNavigation ~

Map

MCLAG-PEERLINK-DADLINK v
Real Topology

&) Dashboard

&% Configuration

B Devices
Q Operations @& ~

Alarm!
Service Inspection

System Inspection

Firmware
Scripts.
S Users
PeerLink VLAN *
& system v 408% :
PeerLink IP *
8888 30

Available IP is 8.8.8.9 and 8.8.8.10,will be automatic allocation to  pair of devices

DadlLink IP
9999 730

Figure 6.3-5 Configuring MC-LAG
Click the [Next] button to complete the configuration, and click the [Save] button to save the basic

network configuration.

6.3.5 Wired Service Configuration

Click Create Wired Service Configuration to activate the service.

Create Switch Configuration

@ Before configuring, please confirm the topology information
Name * Device *

Select...

Description

Network Activation  RoCE

ARP

Disable ARP Broadcast Flooding ~ ARPtoHost  ARP Probe Count ARP Aging Time

«© 5 S s

v

Link Aggregation

Create (0 Entries )

Business VLAN

Create ( O Entries)

Trunk Members ARP Proxy Extension

Figure 6.3-6 Configuring Storage Network Wired Services
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6.3.5.1 ARP Configuration

Network Activation RoCE

ARP — v
Disable ARP Broadcast Flooding ARP to Host ARP Probe Count ARP Aging Time

«© 5 S 00 s

Figure 6.3-7 Configuring ARP
® Disable ARP Broadcast Flooding: When enabled, the device will prohibit ARP broadcast flooding.
® ARP to Host Routing Function: After enabling, ARP will be converted to host routing and then
advertised through BGP.
® ARP Probe Count: Set the number of ARP Probe detections, the default is 5 times.
® ARP Aging Time: Set the ARP aging time, the default is 300s.

6.3.5.2 Service LAG Configuration

Link Aggregation ID
Link Aggregation ID

LACP Fallback

LACP Fast Timeout

LACP Sys Priority

65535

Members

Figure 6.3-8 Configuring Service LAG
® Link Aggregation Group ID: LAG ID name.
® Mode: LAG mode, supporting dynamic and static modes.
® |ACP Fallback: By enabling Fallback configuration for LAG, one member port in the LAG group will
be set to Active state when no LACP packets are received.
® LACP Fast Timeout: When enabled, LACP will enable fast-rate mode.
® LACP Sys Priority.
® Member Interfaces: LAG member interfaces.
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6.3.5.3 Business VLAN Configuration

Create Business VLAN

VLAN Gateway IP *

Gateway MAC * ARP Proxy Extension

NULL

Access Members

Trunk Members

Description

Figure 6.3-9 Configuring Service VLAN
VLAN: VLAN ID, identifying a unique VLAN.
Gateway IP: VLAN IP address.
Gateway MAC: VLAN MAC address.
Access Members: Interfaces added to the VLAN in untag mode.
Trunk Members: Interfaces added to the VLAN in tag mode.

ARP Proxy Extension: For silent terminals, ARP proxy extension needs to be configured to support
normal ARP interaction.
® Description: VLAN description information.

6.3.5.4 RoCE Configuration

Create Business RoCE
Name * Mode
Lossless

Cable Length Incast Level

None None

Traffic Model

None

Bind Interface

ex:1-10,12,15,16_1 | all

Figure 6.3-10 Configuring RoCE Function
® Name: The policy name of the configured RoCE, uniquely identified.
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Mode: Configure the RoCE policy mode, which can be selected by clicking the drop-down arrow.

® (able Length: Configure the cable length parameter of the RoCE policy, which can be selected by

clicking the drop-down arrow.

® Incast Level: Configure the Incast level parameter of the RoCE policy, which can be selected by

clicking the drop-down arrow.

® Transmission Mode: Configure the transmission mode parameter of the RoCE policy, which can be

selected by clicking the drop-down arrow.
® Bound Interfaces: Configure the interfaces to which the RoCE policy is applied.

6.3.5.5 Wired Service Configuration Filtering
Refer to 6.1.5.5
6.3.5.6 Batch Import of Wired Service Configuration

Refer to 6.1.5.6

6.4 Configuration Delivery

tomnasa & AIDC-ST P & & .

@ Havigation ~ Real Topology .

—

@ Dashboard —
Spine e
2CX532P-N
B Devices 60eb5a01066d
5-136

—
eaf LmImmsmnm _—
® CX532P-N
60eb5a0114cl
S-135

Leaf _

® CX532P-N
60eb5a0114e9
sonic

Figure 6.4-1 Viewing Actual Topology

When all switches can be connected to the controller, click [Real Topology] to confirm whether the

generated topology is consistent with the planned topology. After confirmation, the controller can deliver

configurations to the switches:

1. Click [Configuration] - [Design Topology] - [Basic Network Configuration] to enter the
basic network configuration view, and click the [Push Configuration] button in the upper
right corner.
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s 4 Home /6 WH /=6 AIDC / th AIDC-ST § Ue® .
@ Navigation ~ Inventory Information ~ Design Topology  Switch C 0 i uration @ ’
—— v
Real Topology
@ ncrfoces campus of AIDC Backend Newiork 2 BGPs campus of AIDC Backend Network 5" Finish

4) Dashboard
| & Configuration

B Devices

Q operations @D ~

Alarm @D

Service Inspection

By default, the controller will select all switches. Click [Next] - [Start] to start delivering the basic network
configuration to the switches.

Configure

© Beforec

Select Devices
Device Role

SuperSpine X  Spine X Leaf X

Select All

@ MAC: 60eb5a0114c1  Device Type: CX532P-N Host Name: 5-135 = B
© MAC: 60eb5a0114e9  Device Type: CX532P-N Host Name: s-127

@ MAC: 60eb5a01066d Device Type: CX532P-N Host Name: 5-136

Figure 6.4-3 Selecting Devices and Pushing Configuration
2. In the [Configuration] - [Switch Configuration] page, select the configuration to be
delivered and click the [Push Configuration] button:

e 21 Home /<6 WH / =6 AIDC / th AIDC-ST Q me® .
© Navigation - Inventory Information Design Topology Switch ions C o
Map Switch Configuration (3) @, Filter Configuration Templates = 2
Real Topology
#) Dashboard L] plea S
& Configuration NAME 0 STATUS LAST MODIFIED . CREATEDC  CREATOR O DESCRIPTION 0 \.ﬂm"s
B Devices e Not yet effective in 1 second in1second aster@asterfusion.com <
Q, Operations €3 ~ bbb Not yet effective 13 seconds ago 13secondsago  aster@asterfusion.com <
Alarm €D aaaa Nat yet effective 23seconds ago 23secondsago  aster@asterfusion.com b

Service Inspection
System Inspection

Firmware

Figure 6.4-4 Deploying Wired Service Configuration
In the pop-up interface, click [Next] - [Start] to deliver the service configuration to the switches:

Configure: ccc

© Please note that the current configuration will overwrite the old configuration onceiit takes effect!

Select Devices
Device Role

Spine x  Leaf x

Select All

@ MAC: 60ebSa0114e9 Device Type: CX532P-N Host Name: s-127 =

Figure 6.4-5 Selecting Devices and Pushing Configuration
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Or first enter the filtering page through the Filter Configuration Template button, select multiple wired
service configurations for batch push.

s ) Home / € WH / € AIDC / (h AIDC-ST § me ® .
© Navigation ~ Inventory Information Design Topology Switch C i 0 1 i on®
Map Switch Configuration (3) / Q Filter Configuration Templates = B
Real Topology
&) Dashboard © bt ing, pl (Tt
£ Configuration NAME o STATUS LAST MODIFIED . CREATEDG  CREATOR O DESCRIPTION & ACTIONS
5 Devices eec Not yet effective 2 minutes ago 2minutesago  aster@asterfusion.com <
Q Operations @D ~ bbb Notyet effective 2 minutes ago Jminutesago  aster@asterfusion.com <
Alarm € asaa Notyet effective 2 minutes ago 2minutesago  aster@asterfusion.com <

Service Inspection

System Inspection

Figure 6.4-6 Batch Deployment of Wired Service Configuration

Filter Configuration Templates &

@, search template names.. Clear All m
Selected Templates (3) Batch Push Configuration

cee X bbb X 2233 X /

Available Templates (3) Deselect All on Page
ccc B bbb B aasa ]
Description: No Description Description: No Description Description: No Description

Cancel Selection SV

Figure 6.4-7 Batch Deployment Page
In the pop-up interface, click [Next] - [Start] to batch deliver service configurations to multiple switches.

Batch Push Configuration to Devices

© Please note that the current configuration will overwrite the old configuration once it takes effect!

Select Devices
Device Role

Spine X Leaf %

Select All

© MAC: 60eb520114e9  Device Type: CX532P-N Host Name: s-127
From template: ccc

@ MAC: 60eb5a0114cT  Device Type: CX532P-N Host Name: 5-135
From template: bbb

@ MAC: 60eb5201066d Device Type: CX532P-N Host Name: s-136

From template: 222a

Figure 6.4-8 Executing Batch Deployment Task
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Batch Push Configuration to Devices Go Back & E X

Total: 3

1.MAC: 60eb5a0114e0  Device Type: CX532P-N Host Name: s-127 © Waiting

2.MAC: 60ebSa0114cl  Device Type: CX532P-N Host Name: 5-135 @ Waiting

3.MAC: 60eb5a01066d Device Type: CX532P-N HostName: s-136 © Waiting

Figure 6.4-9 Starting Batch Deployment Task
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7 Status Visualization

The controller has powerful device status monitoring functions and can monitor the working status of

switches in real time. Through detailed dashboard displays, administrators can grasp the operation

status of devices at any time. Based on the obtained monitoring information, the controller

comprehensively evaluates various indicators and intelligently calculates the health value of each device.

The evaluation of the health value mainly considers the following factors:

® Resource Utilization: Evaluate the use of device resources based on memory and CPU utilization to
determine if there is a risk of resource exhaustion.

® Traffic Load: Analyze the load status of the device based on traffic statistics to determine if there is
a traffic bottleneck.

® Hardware Status: Monitor the temperature of various components of the device, the operation
status of hardware such as power supplies, fans, and optical modules, and check if they are within
the expected range.

® Operation Status: Real-time detection of the operation status of various main processes and
containers of the device.

When the monitoring indicators exceed the preset threshold, the controller will automatically generate

alarm information to notify the administrator, ensuring that the administrator can promptly discover and

solve problems, and ensuring the efficient, safe, and stable operation of the network.

7.1 Overall Network Status Visualization

The controller supports full calculation of the monitoring data of all online devices, and finally presents
it through a comprehensive health value.

7.1.1.1 Organization Dashboard

Administrators can enter a specific organization in the [Navigation] interface to view the overview of the
status of devices and terminals under all venues within the organization, and support clicking to jump to

the selected terminal. Users can adjust the display cards according to their own preferences.
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4% Configuration
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© syst ™ High Egress Throughput
ystem

No Data

Figure 7.1-1 Organization View Dashboard

7.1.2 Venue Dashboard

Administrators can enter a specified venue under a specific organization in the [Navigation] interface

to view the overview of the status of all devices and terminals in the venue.

® Historical Statistics of Egress Throughput: Displays the historical statistics of the throughput of the
Spine uplink ports under the venue.

® Number of Devices: Displays the online status and quantity of all devices under the venue.

® TOP Interconnection Device Bandwidth Utilization: Displays the TOP5 bandwidth utilization of the
interconnection links between Spine and Leaf devices under the venue.
-2 e € i | € A0 | b AIDCST © suitched o new vence! x Pome o o

@ nNavigation ~ 2025-12-18 17:37 = < A

Hep 5 Egress Throughput L © High Bandwidth Usage

Real Topology
) Dashboard
& Configuration

B Devices

No Data No Data
Q operations @ ~

5 Users

@ system v B Number of Devices

Switches

®

@ Online: 3 @ Offine: 1

Figure 7.1-2 Venue View Dashboard

7.2 Device Status Visualization

Click [Device] - [Device MAC] to enter the management interface of the specified device and view the
detailed information of this device:
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Figure 7.2-1 Device Page
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Figure 7.2-2 Device Information Overview Page

7.2.1 Device Information Overview

® View Interface Information

£ Home /€ WH / 6 AIDC / b AIDC-ST I? med .

@ Navigation 9 11 13 15 T 19 21 23 25 21 29 31 33

1 3 5 T
 Dashboard (P P U R U R R R R R
a * o ot o Ol
4% Configuration

. 16 18 20 22 24 26 28 30 32 34
Overview  Statistics  Module Information

B Devices
RxBps T17.2b/s TeBps 627.55b/s M 800G Fiber WM 400Gx2 Fiber [ BreakoutPort Ml Up [l Down [ Disabled

Q operations @D v RxBytes 214813058 TxBytes 214464868

S Users [ waf RxDropped - TxDropped - Used uP DOWN
RxErrors - TxErrors -

@ system . 14 21 2/34 2/34 32/34

Y3 RxPackets. 303220 T Packets. 302981
Multicast 2627
O Status &5 Associated Link

Figure 7.2-3 Device Interfaces and Interface Statistics

o View Interface Statistical Information
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Astrtion Home /=€ WH / 6 AIDC / th AIDC-ST

@ Navigation v
&) Dashboard

& Configuration
Overview Statistics Module Information
B Devices -
Interface Transceiver Temperature 41.895°C
Q operations @D v 2175 dBm

1204dBm

/o

Interface Transceiver Rx Power

Interface Transceiver Tx Power

i
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©
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Figure 7.2-4 Interface Optical Module Information

o View Interface Optical Module Information

® Device Status: Users can view information such as device model, hostname, CPU utilization, and

memory utilization here.

® Detailed Information: Includes device SN code, MAC address, manufacturer and other information.

® Associated Links: Displays the devices associated with this device. Clicking the name of the

associated device can jump to the status visualization interface of a single device.

7.2.2 View Device Detailed Information

® Health Check: The initial health check value of switches is 100%.

Asrtison Home / *6 WH / *6 AIDC / th AIDC-ST

@© Navigation - D 5-135(60eb5a0114cl)  fh AIDC-ST [ Connected @ 90%

&) Dashboard
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&% Configuration
5 verices © Health Checks © e =

Q Operations @D v [[] Health

90 %

20 %
70%
& system v 60 %
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30 %
20%
10%
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w0 Az anes imes  1m2s na0 In® 0 im% i3 0 1na2

AR Users

N Tamnaratiwa Anahocic

MAC Neighbor PBR RoCE  AI-NETWORK
54secondsago =

TYPEG

Dynamic

VLAN © MAC o
1000 60:eb:5a:00:33:f7

1/1 Gotopage 1 Show 10 v

Figure 7.2-5 Detailed Device Information

B Switch Health Check Calculation Specifications:

If the CPU utilization exceeds 80%, the health decreases by 10%.
If the memory utilization exceeds 80%, the health decreases by 10%.
If the temperature of the switch chip/CPU exceeds 85°C, the health decreases by 10%.

If the status of any power supply in the PSU is abnormal (power module not in place, power not

supplied), the health decreases by 10%.

Service Detection: If any key business service is abnormal, the health decreases by 10%.
® MAC: The MAC address table (CAM table) of the switch, which records the mapping relationship
between the MAC addresses learned by the switch and ports, VLANSs.
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MAC  Neighbor PBR RoCE  AI-NETWORK

S4secondsago =
VLAN o MAC o INTERFACE & TYPE ©
1000 60:eb:52:00:33:f7 (PortChanne1eee1 | Dynamic
1/1 Gotopage 1 = Show 10

Figure 7.2-6 MAC Table Information
VLAN: The VLAN ID to which the MAC address belongs, identifying different broadcast domains.
MAC: The learned device MAC address (source MAC address).
Interface: The switch port corresponding to the MAC address.

Type: The way the entry is generated (dynamic: automatically learned by monitoring data

frames, static: manually configured by the administrator).

® Neighbor Information: This table is the neighbor discovery table of the switch (NDP for IPv6 / ARP
for IPv4), which records the IP-MAC mapping relationship of devices directly connected to the local
switch.

MAC Neighbor ~PBR  RoCE  AI-NETWORK

S4secondsago =
IP ADDRESS © FAMILY o MAC o INTERFACE © VLAN TYPE o
1.1.12 IPv4 60:eb:5a:01:06:6d Port 1 Dynamic
3.1.1.2 IPv4 60:eb:5a:00:33:f7 PortChannel0001 1000 Dynamic
1/1 Gotopage 1 : Show 10 v

Figure 7.2-7 Device Neighbor Information
IP Address: The IP address of the neighbor device (IPv4/IPv6).
IP Address Family: IPv4 or IPv6 protocol type.
MAC: The physical address of the neighbor device.
Interface: The port of the local switch connected to the neighbor.
VLAN: The virtual local area network where the communication takes place.

Type: Dynamic (automatically learned by the protocol) or static (manually configured).

® PBR: Policy-based routing configuration information.
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MAC  Neighbor PBR RoCE  AI-NETWORK

50 secondsago =

DEVICE.PER
Pbr Interfaces:

Pbr Maps:

& < 1/1 Gotopage 1 . Show 10 v > »

Figure 7.2-8 Device PBR Information
B PbrInterface: List of interfaces bound to policy-based routing.
B Pbr Maps: Detailed policy-based routing policies.

® RoCE Configuration Information

DEVICE.ROCE ©

Notice: Displaying configurations of all RoCE profiles
==> RoCE Profile: roce_lossless | RoCE Policy Map: roce_lossless_25g <==

e — S ———— +

| | Operational | Description |

e & Tt e +
| Mode | Lossless | QoS RoCE mode |

B e EE e B e +

| Status | Unbind | QoS RoCE binding status |
S ——

| Cable Length | 40m | Cable length in meters for Qo5 RoCE lossless config |

S —— S — S +

| Congestion-Control | - | - |
| - Congestion Mode | ECN | Congestion control mode |
| - Enabled TC | 3,4 | Congestion control config enabled traffic class |
| - Max Threshold | 2523808 | Congestion control config max threshold |
| - Min Threshold | 537243 | Congestion control config max threshold |
Figure 7.2-9 RoCE Configuration Information

® Al-Network Configuration Information

2538E =
DEVICE.AINETWORK o
Al NETWORK INFO :
ai network mode : dynamic
UPLINK :
uplink list: 1
use bgp link local : true
Al NETWORK Instance : 10
downlink list : 2
downlink mode : arp
downlink iplist:2.1.1.3,2.1.1.4

ROUTE TABLE :
vrf Prefix Ifname Weight Local or Remote

NEIGH TABLE :
Ifname IP Neigh Mac Familv Extern Learn

Figure 7.2-10 Intelligent Routing Configuration Information
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® Temperature: Displays the temperature information of various components of the device.

8 Temperature Analysis

NAME o
CORE_O
CORE_1
CPU

Fan (Left)
Fan (Right)
PCB (Left)
PCB (Right)

Switch

—
m
=
o
:
=
c
-
m
Q

SWITCH_ENV

Figure 7.2-11Temperature

® Fan: Displays detailed information of each fan module of the device.

% Fan Analysis

NAME o PRESENCE o STATUS o DIRECTION o SPEED o

Fan 1F Yes Enable Exhaust 13120RPM
Fan 1R Yes Enable Exhaust 15360RPM
Fan 2F Yes Enable Exhaust 13000RPM
Fan 2R Yes Enable Exhaust 15480RPM
Fan 3F Yes Enable Exhaust 17760RPM
Fan 3R Yes Enable Exhaust 15600RPM
Fan 4F Yes Enable Exhaust 17160RPM
Fan 4R Yes Enable Exhaust 16320RPM
Fan 5F Yes Enable Exhaust 13120RPM
Fan 5R Yes Enable Exhaust 15480RPM

Figure 7.2-12 Fans Information

® Power Supply: Displays the power supply information of the device.
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Power Analysis

NAME ¢ PRESENCE o STATUS o
Power Analysis 1 Yes Enable
Power Analysis2  Yes Disable

INPUT VOLTAGE o OUTPUT VOLTAGE - INPUT CURRENT © O

232V 12y L7TA 30.5

Figure 7.2-13 Power Information
® Patch: List of patches already installed on the device.

® Patch

ID o NAME o PRIORITY o

AUTHOR o DESCRIPTION o

No Patch Found

Figure 7.2-14 Patch Information

® Notes: Notes added by the user.

[ Notes
DATE o NOTE o
2 months ago Auto-provisioned.

BY O

Figure 7.2-15 Note Information

7.2.3 View Device Statistical Information

e h AIDC-ST
@ Navigation v D $-135(60eb5a0114c))  £h AIDC-ST Connected ~ © 90%
@) Dashboard
Overview  Details  Statistics  Configuration  Log
& Configuration ‘
B o General Interface  Optical Modules Buffer  RoCE
evices

Q operations €@ v k2 Statistics - CPU

AR Users

o 0 Used
%

@ system v

7
- 0%
60%
0%
50% 0%
0%

=i (O] & ke Statistics - Memory

[ Used
100%

% 18:00

Figure 7.2-16 Device CPU/Memory Information
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® Memory Statistics:

 mr e — lewa o 1rs 10w 10aU 1082 10t 10 1eas lesl 1nsr Llosd 1

CPU Statistics: Historical CPU statistics within three days.

Historical memory statistics within three days.

fes Lo 18w 1ew lew 10w 10

Vs 10es 104s 1S LGS oW Lo LG o5 18U
AR Users
& System - k¢ Statistics - Interface Total v Bytespersv = © 2 4l Throughput
O™ [ Rx O™ ORx
1KBps 800 Bps
900 Bps 700 Bps
800 Bps
600 By
700 Bps -
600 Bps 500 Bps
500 Bps 400 Bps
400 Bps 300 Bps
300 Br
i 200 Bps
200 Bps
100 Bps L
0Bps 08ps
17:34 17:36 17:38 17:40 1742 17:44 17:46 1748 17:50 17:52 17:54 1756 1758 18:00 Port1
LLDP () Last Update Time: 2025-12-1818:01:29 &
LOCALPORT DESCRIPTION NAME oNEI¢
Port 33 Ethernet129 mac 74:fe:48:8c:cbiSf sonic
Port 1 Port9 local 60:eb:52:01:06:6d 5136 102!

Connected Devices: 3

Figure 7.2-17 Device Interface Statistics and LLDP Information

statistical methods: byte rate (bytes per se
previous counting time).
LLDP:

tnson

Interface Statistics: Single interface/overall interface statistics of the device, supporting two

cond) and number of data packets (increment from the

Displays the LLDP information on the switch.
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Figure 7.2-18 Interface and Interface Statistics

Basic Interface Information
Interface Data Traffic (Rate)

Interface Packet Loss Statistics: Packet loss statistics of each interface.

Interface Error Packet Statistics: Error packet statistics of each interface.

Queue Data Traffic: Traffic statistics of each queue of each interface within 1 minute.

Queue Data Traffic (Rate): Forwarding rate statistics of each queue of each interface.

Queue Packet Loss: Packet loss statistics of each queue of each interface.
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At Users
& system ~
INTERFACE 0 TYPE MANUFACTURER
SFP/SFP+/SFP28 OEM
QSFP28 or later (Teraspek )
SFP/SFP+/SFP23 ((oem)

Figure 7.2-19 Basic Interface Optical Module Information

Basic Optical Module Information
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Figure 7.2-20 Optical Module Temperature Information

® Temperature Information
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Figure 7.2-21 Optical Module Voltage Information
® \oltage Information
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Figure 7.2-22 Optical Module Transmit Power
® Transmit Power: Transmit power of each channel of the optical module.
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Figure 7.2-23 Optical Module Receive Power
® Receive Power: Receive power of each channel of the optical module.
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Figure 7.2-24 Optical Module Bias Current
® Transmitter Bias Current: Transmitter bias current information of each channel of the optical module.
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Figure 7.2-25 Device Buffer Statistics
Total Buffer Used (PG + Egress Queues): Statistics of the BUFFER used by the device.
Ingress Buffer Used Bytes: Real-time Buffer usage statistics of Ingress.
Ingress Buffer Peak Used: Peak Buffer occupancy statistics of Ingress.
Egress Buffer Used Bytes: Real-time Buffer usage statistics of Egress.
Egress Buffer Peak Used: Peak Buffer occupancy statistics of Egress.
Egress Shared Buffer Used Bytes: Real-time shared Buffer usage statistics of Egress.
Egress Shared Buffer Peak Used: Peak shared Buffer occupancy statistics of Egress.
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Figure 7.2-26 RoCE Metric Statistics

Receive PFC Frames

Transmit PFC Frames

PFCWD RX Packets OK
PFCWD TX Packets OK
PFCWD RX Packets DROP
PFCWD TX Packets DROP
PFCWD Last RX Packets OK
PFCWD Last TX Packets OK
PFCWD Last RX Packets DROP
PFCWD Last TX Packets DROP

ECN Marked Packets: Number of ECN packets marked every 30s.

7.2.4 View Device Configuration Information

Displays the configuration information of device interfaces, LAG, VLAN, routing, authentication, and

security.

s \ Home /=6 Wi / € AIDC / fh AIDE-ST
@ Navigation v D 5-135(60eb5a0114c1)  Eh AIDCST  [E] Connected  © 90%
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Interface @ LAG  VLAN  Route

Security @

Figure 7.2-27 Device Configuration Information
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7.2.5 View Device Log Information

@ Navigation ~
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Q operations @D v
B Users

@& system v

& Home / & WH

% AIDC / h AIDC-ST

01 5-135(60eb5a0114c1)  fh AIDCST [ Connected D 90%
Overview  Details  Statistics ~ Configuration  Log

Commands  Crash Logs
SUBMITTED COMMAND STATUS  EXECUTION TIME COMPLETED
lhourago  Alarm Config Sync 6ms 1hour ago
lhourago  Alarm Config Sync 4ms 1hour ago
3hoursago  Alarm Config Sync 3ms 3hours ago
11hoursago  Alarm Config Sync Tms 11 hours ago
1dayago Configure 111768 ms 1dayago
1davago Configure PR 12868 ms ldavago

ERROR CODE
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= (G S
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system-owom
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aster@asterfusion.con
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Figure 7.2-28 Device Log Information

Copyright ©2026 Asterfusion. All rights reserved.

60



Asterfusion
Empowering Choice for Network Fusion in Ubiquitous Computing

8 Operation and Maintenance & Alarm
Management

Firmware management is an important function of the controller, used to manage the version image
files and patch files of network devices. Users can upload local images to the controller to conveniently
deploy new software versions across the entire network, or directly use the uploaded firmware to update
network devices.
Administrators can upload local version images to the controller and record basic information about the
software version.

8.1 Firmware Management

8.1.1 Upload Firmware

Administrators can upload local version images to the controller and record basic information about the
software version.
Operation Steps
1. Enter [Operations] - [Firmware]
2. Click [+] to upload the version image to the controller
3. Use [Type] to distinguish the device type applicable to the firmware
4. Use [Platform] to specify different hardware models
a) ARM64: None
b) x86: CX532 series, CX564 series, CX664 series, CX732 series, CX864 series

Create Firmware

Figure 8.1-1 Creating Firmware

8.1.2 Firmware Application

1. Inthe [Device] page, choose devices to be updated and click the [Actions] button in the upper right
corner.
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sertisnn 4 Home / 6 WH / -6 AIDC / fh AIDC-ST § me ® .
© Navigation v Al m}m () Gateway (0 \
4) pashboard Cancel  Select: 4/4 = £ - B
Configuration ’
& & MAC HOST NAME TYPE  DEVICETYPE  SOFTWARESTATE IP LOOPBACK 0 HEALTH  MEMORY UTILIZATION CPU UTILIZATION VERsion  Push ConfigurationFile  ye  connecten
& vevece: MO script
| — | Gobsso106e 13 SWITCH  CXS532P-N Noraal @102500.136 10.1.0.136/32 90%® EE) %0 202111-1¢5 A orossn
. Firmware Upgrade
Q operations @D v
— | 6oensap11009 5133 SWITCH CX308P-48Y-N | Normal 5 5 5 5 v3.1rea00p Patch Apply
.
S Users Reboot Device
© system . —, seessesnite 5135 SWITCH  CX532P-N Normal ()10.2500.135 10.1.0.135/32 50%® 72.6%C %0 U3.IR409 evice Inspection 9 Hours 28 Min
Blink
—, soeusaen1ces sonic SWITCH  CX532P-N Normsl () 102500.127 10.1.0.1/32 90%® as%e 2%0 v3.1R8409 2 Hours 40 Min

Factory Reset Device
Change Controller IP

Clear Device

Figure 8.1-2 Firmware Application
2. In the pop-up window, click [Release] to select the firmware image file, click [Platform] to select the

device type, and after selection, click [Next] to perform the firmware upgrade.

Firmware Upgrade @ X

Select Firmware Select Devices File Proxy Service

Release * Platform * Firmware Tag @ Enable

Switch

Devices Table (3)

MAC o NAME o DEVICE TYPEO FIRMWARE TA( STATUS O FIRMWARE O DESCRIPTION O
60eb5a0lldcl  S-135 €x532p-n default Online No available firmeare for the release
60eb5a01066d  s-136 cx532p-n default Online

60eb5a0114e9  s-127 cx532p-n default Online No available firmeare for the release

1/1 Show10 v

Figure 8.1-3 Executing Firmware Upgrade
» Note: After the upgrade is completed, the switch will not restart automatically. You need to manually
perform a restart operation to make the upgrade take effect.

8.2 Patch Management

8.2.1 Upload Patch

Patch management allows administrators to upload patch files to the controller. The controller will
automatically parse the patch content to ensure that the patch is applicable to the correct device platform,
thereby enhancing network security and device stability.

Click [Operations] - [Firmware] - [Patch] - [+] to enter the patch upload interface. Administrators can
upload patch files in various formats (such as .bin, .tar.gz, .patch).
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Figure 8.2-1 Uploading Patch

8.2.2 Patch Application

In the [Device] page, choose devices to be updated and click the [Actions] button in the upper right

corner.
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Factory Reset Device
Change Controller IP

Clear Device

Figure 8.2-2 Patch Application

In the pop-up interface, filter the required patches and devices, and click [Next] to apply the patch.

Patch Apply

Select Patch

Select
© D Priority

Devices Table (3)

MAC o
60ebsa0114cl
60eb5a01066d

60eb5a0114e3

DEVICE TYPEO STATUS o DESCRIPTION o
x532p-n Online
cx532p-n Online

ox532p-n Online

1/1 Gotopage 1 2 Show1o v

Figure 8.2-3 Executing Patch Application
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8.3 Alarm Management

8.3.1 Alarm Item Configuration

Administrators can configure the alarm information and thresholds to be concerned about in the
operation and maintenance configuration interface of the venue. By default, all alarms supported by the
controller are enabled.

Kot

@ Navigation ~
#) Dashboard

& Configuration

Inventory Information
Operations Configuration ="

Operations Configuration

Mail

& AIDC / h AIDC-ST

Design Topology

Operations Configurati o/

Poee @

ae -

B Devices
= NAME PLATFORM TYPE SCOPE ALARM DESCRIPTION
Q operations @ ~ B interface Status Switch Business nspection | Alarm Interface status s down
Alarm @D = Interface Transceiver Power tch Business nspection  Alarm Interface transceiver power is abnormal
Service Inspection B Interface Transceiver Status tch Business Alarm Interface transceiver is not present
System Inspection = Interface Transceiver Temperature tch Business nspection Interface transceiver temperature is too high
Firmware B Interface Counters tch Business nspection  Alarm The number of error packets within ane minute is too high
Seripts B Bandwidth utilization Business Alarm Bandwidth utilization s too high
89 Users B UserTables tch Business nspection | Alarm User tables usage is too high
Bl RADIUS Server Status tch Business nspection | Alarm RADIUS server status is abnormal
& system v
B Portal Server Status tch Business nspection | Alarm Portal server status is abnormal
B MC-LAG Status tch Business nspection  Alarm MC-LAG status is abnormal
B  IPFlapping tch Business Alarm 1P flapping number is too high
= MAC Flapping tch Business Alarm MAC flapping number is too high
B Wireless Client Vendor Type Alarm
B DHCPServer Status Alarm
B Version tch nspection
B Running Time Switch | AP Device nspection
B CPUUsage nitch nspection  Alarm CPU usageis too high
Connected Devices: 3 B Memory Usage tch nspection  Alarm Memory usage is too high
Version RO409P00TOL(251230) & pigysage Switch Device nspection  Alarm Disk usage is too high

Figure 8.3-1 Alarm Configuration

The alarm content supported by the controller is as follows:

Table 8-1 Alarm content supported

Alarm Category

Alarm Item

Interface Status

Interface UP/Down status switch

Wireless Terminal Type

Manufacturer type corresponding to MAC address changes

Interface Module
Optical Power

Optical module optical power

Interface Module Status

Interface module in-place status

Bandwidth Utilization

Bandwidth utilization

User Entry

ARP entry resource utilization

IPv4-host-route: /32 host route entry resource utilization
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Alarm Category

Alarm Item

IPv4-route: Routing entry resource utilization

IPv6-host-route: /128 IPv6 host route entry resource utilization

IPv6-route: IPv6 routing entry resource utilization

MAC entry resource utilization

Route-nexthop: Next-hop resource utilization of routing entries

RADIUS Server Status

Detected working status of the RADIUS server

Portal Server Status

Detected working status of the Portal server

MC-LAG Status

MC-LAG protocol working status

IP Drift

Abnormally frequent drift of IP addresses between different
switches

MAC Drift

Abnormally frequent drift of MAC addresses between different
interfaces of the same switch

Interface POE Status

Interface POE status change

POE Total Power
Utilization Rate

The percentage of the current total POE power supply of the POE
switch to the rated POE power supply

Device Connection
Status

Change in the connection status between the device and the
controller

CPU Utilization

Memory Utilization

Disk Utilization

Temperature

CPU core temperature

FAN fan temperature

PCB temperature
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Alarm Category Alarm Item

SWITCH switch chip temperature

Fan Fan module in-place status
Fan speed
Power Supply Power module in-place status

Power supply status

Core Dump File Core dump file resource utilization

Container Operation . . .
P Operation status of each container of the switch

Status
BGP Connection Status Change in the connection status of BGP neighbors on the switch
BFD Connection Status Change in the connection status of BFD neighbors on the switch

8.3.2 Sender Email Settings

Click [System] - [Email Sender] to modify the source email for sending alarm information.

] Home /€ WH / <€ AIDC / 1 AIDC-ST P me ®

@ Navigation . Mail Sender -
4) Dashboard
£ Configuration Send Mail

Devi
8 Device Passkey *
Q oOperations @ v »

Server @

AR Users
@ system ~ oTox

Controller o \d

Upgrade Description

Configuration

Migration

K Enable

| Mail Sender

e Conectivity

Release Notes Last Update Time
2025-12-18 19:09:44

Figure 8.3-2 Configuring Alarm Sender Email
Click the [Connectivity] button to test the connectivity between the controller and the email server to

avoid failure to send alarm emails due to network connectivity issues.

8.3.3 Alarm Information Viewing

All alarm information under the current organization/venue can be viewed in the [Alarm] interface:
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® Current Alarms: Displays alarm items that still exist currently.
® Historical Alarms: Displays alarm items that were abnormal before but have returned to normal.

st 4 Home /6 WH / =6 AIDC / th AIDC-ST @ we® ’
© Navigation M ActiveAlarms  Alarm History
4 Dashboard 70 Alarm MAC Q w Q  HostName Q AlType v AllName v Alllevel v AllPlatforn v =
& Configuration
S Devi / NAME o ALARM TYPE O ALARM LEVEL O ENTITY / VENUE PLATFORM O MACO PO HOST NAME 0 COUNT o LAST MODIFIED O FIRST TIME o ACTIONS
evices
Fan speed is abnormal Device [ major | h AIDC-ST Switch 60ebSad114ct 10.10.1/32 sonic 17651 15seconds ago 2 months ago
Q operations @ ~
| Alarm €2 Fan speed is abnormal Device [ maior | @ AIDCST Switch 60eb5aR114ct 101.0.1/32 sonic 17934 15seconds ago 2 months ago
Service Inspection Fan speed is abnormal Device [ waior | @ AIDC-ST Switch s0ebsa0114cT 10101/32  sonic 17851 15seconds ago 2 months ago
System I ti
yetem inspection Fan speed is abnormal Device [ waior | @ AIDC-ST Switch 60cb5201066 10101/32  sonic 29384 19seconds ago 2 months ago
Firmware
Fan speed is abnormal Device [ major | h AIDC-ST Switch 60ebSaR10664 10.1.0.1/32 sonic 30212 19seconds ago 2 months ago
Seripts
5 Fan speed is abnormal Device [ Major | fh AIDC-ST Switch 6oebsa01066 10.1.0.1/32 sonic 29549 19 seconds ago 2 months ago
Users
®s Fan speed is abnormal Device [ major | h AIDC-ST Switch 60ebSa010664 10.10.1/32 sonic 28822 19seconds ago 2 months ago
ystem ~
Fan speed is abnormal Device [ waior ] @ AIDC-ST Switch 60eb5a010660 101.0.1/32 sonic 34581 19seconds ago 2 months ago
Fan speed is abnormal Device [ ajor | h AIDC-ST Switch 60ebSa010664 10.10.1/32 sonic 31023 19seconds ago 2 months ago
Fan speed is abnormal Device [ wajor | @ AIDC-ST Switch 60ebSae114e9 10.10.1/32 s-127 476 28seconds ago 28 daysago
Fan speed is abnormal Device [ major | h AIDC-ST Switch 60ebSaR114e9 10.1.0.1/32 s-127 531 28seconds ago 28 daysago
Fan speed is abnormal Device [ Major | f AIDC-ST Switch Goebsa01140 101.0.1/32 5127 713 28 seconds ago 28 daysago
Interface transceiver power is abi Business [ major | h AIDC-ST Switch 60ebSa0114ed 10.10.1/32 sonic 1 28 seconds ago 28 seconds ago
Interface transceiver power is abi Business [ waior | @ AIDC-ST Switch Goebss0114e0 10101/32  sonic 1 28seconds ago 28 seconds ago
Connected Devices: 3 a
« < 1/2  Gotopage 1 s Showso v > >

Version R0409P00TO1 (251230)

Figure 8.3-3 Viewing Alarm Information
Click the [View Details] button to view the specific information of the alarm and process the alarm
information. Click the [Edit] button, fill in the processing information for the current alarm in [Analysis],
and click the [Save] button to complete the editing. The [Active Alarms] will no longer display this

information, but will be stored in [ Alarm History] as a processed alarm.

Edit Active Alarms

NAME: ENTITY / VENUE:
Fan speed is abnormal hAIDCST

PLATFORM: MAC: P HOST NAME:
Switch 60eb5a0114cl 10.1.01/32 sonic

ALARM TYPE: ALARM LEVEL: LAST MODIFIED: FIRST TIME:
Device [ major | 3minutes ago 2 months ago

DETAILS:

2025-12-1818:52:53 FAN 3:17888
2025-12-18 18:55:53 FAN 37:17768
2025-12-18 18:56:53 FAN 37:17888
2025-12-18 18:57:53 FAN 37:17768
2025-12-18 18:58:53 FAN 37:17838
2025-12-1818:59:53 FAN 37:17768
2025-12-1819:01:53 FAN 3F:17838
2025-12-1819:02:53 FAN 3F:17768
2025-12-1819:03:53 FAN 3 :17888
2025-12-1819:10:53 FAN 37:17768

Analysis

Figure 8.3-4 Editing Current Alarm

8.4 Inspection

The device inspection function aims to regularly check and monitor network devices to ensure their
normal operation and timely discover potential faults. Its main functions include:
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® Device Status Monitoring: Check CPU utilization, memory utilization, storage status, and port status
to ensure the normal operation of the device.

® |og and Alarm Management: Collect device logs, analyze abnormal events, and trigger alarm
mechanisms.

® Key Process Status Check: Monitor the operation status of key processes to ensure the normal
operation of services.

® Automated Inspection Tasks: Support regular execution of inspection tasks and generate inspection

reports to facilitate network maintenance.

8.4.1 system Inspection

System inspection refers to the periodic inspection of the internal system of the controller to ensure its

stable and efficient operation. The main inspection items include:

® CPU and Memory Usage: Monitor CPU load and memory consumption to prevent system failures
caused by resource exhaustion.

® Storage Status Check: Check disk usage to prevent log or cache data from filling up the storage
space and affecting system performance.

® Process and Service Status: Verify whether key services (such as network management,
authentication, log recording, etc.) are running normally and automatically restart abnormal
processes.

® Email Server Connectivity: Test the connection between the controller and the email server to ensure

that alarm notifications can be sent successfully.

s Home /4G Wi / 6 AIDC / f AIDC-ST C e ‘

@ Navigation o System Inspection ® =

4) Dashboard
01 CPU Utilization - Host: 0.80%

1 CPU Utilzation - owanalytics: 1.00%

1 GPU Utiization - owims: 0.50%
CPU Utilization - owgw: 1.50%

[C1 CPU Utiization - owmgm: 1.00%

1 GPU Utiization - owom: 1.00%

[ CPU Utiization - owprov: 1.00%

4% Configuration

5 Devices

CPU Utilization

Q operations @ ~

Alarm @D [l CPU Utization - owsec: 1.00%
o CPU Utilization - owupgrade: 0.50%
Service Inspection 2 8% o -
; [C] Memory Use - Host: 9.32% (5.82 GB)
System Inspection E % ] Memory Use - owanalytics: 0.05% (32.19 MB)
& 2] Memory Use - owfms: 0.07% (45.75 MB)
Firmware =
0% Memory Use - owgw: 0.29% (187 57 MB)
Scripts [0 Memory Use - owmgmit: 0.04% (28.75 MB)
] Memory Use - owom: 0.08% (51.25 MB)
S Users . 0% [] Memory Use - owprov: 0.08% (53.00 MB)
5 0] Memory Use - owsec: 0.06% (40.25 MB)
™ U a
@ System - B 40% 1 Memory 0.04% (28.00 MB)
o [0 Disk Use - Host: 81.38% (1431.36 GB)
% [] File Descriptor - owanalytics: 31

[ File Descriptor - owims: 65
File Descriptor - owgw: 92

2 | | I [ | | I | | | I | | | I | | | [ [ [ [ [ [ [ [ I [ | [ File Descriptor - owmgmt: 29
I I | I I I | | | | | | | | | | | | I I | 1 File Deseriptor-owom: 31

[l File Deseriptor - owprov: 38
[l File Descriptor - owsec: 65

[ File Descriptor - owupgrade: 20

] E-Mail Server Gonnected: Disconnected

Connected

Disconnected L 3 - - L - - - = - - - L 2 - - L 3 g - - = - - = - - = - = = -
Connected Devices: 3

E-Mall Server Connected  Flle Descriptor

Version R0409P00TO1 (251230)
1848 18:49 18:50 1951 152 1953 19:54 19:55 18:56 1957 1958 15:50 10:00 1901 10:02 19:03 19:04 10:05 10:08 19:07 18:08 10:09 19:10 19:11 18:12 1913 10:14 19:15 18:16

Figure 8.4-1 System Inspection

8.4.2 Service Inspection

Service inspection refers to the regular or on-demand inspection of the operation status of network
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devices to ensure stable service operation and prevent potential faults.

8.4.2.1 One-Click Inspection

This function allows users to specify inspection items and devices to be inspected, perform inspections

immediately, and define the inspection scope as needed.

ison Home / 8 WH / *6 AIDC mAlpc-ST/

@ Navigation ~ InspectionRecord ~ Oneclick  Cycle
#) Dashboard

& Configuration Inspection Name*
B Devices Inspection-Venues

Q operations @ ~ .
Inspection Items *

Alarm @ / Al %

Service Inspection

System Inspection Inspection Venue

Al X
Firmware
Scripts

AR Users

@ system v
Figure 8.4-2 One-Click Inspection

8.4.2.2 Periodic Inspection

Poeo @

Periodic inspection can be configured according to the needs of different sites, supporting automatic

execution of inspections at set time intervals without manual intervention, thereby improving operation

and maintenance efficiency.

e Home /<6 Wi / -6 AIDC / (h AIDC-ST
@© Navigation v InspectionRecord  Oneclick ~ Cycle /
%) Dashboard Cyde @)
& Configuration
INSPECTION VENUE o NAME o STATUS © INTERVAL O INSPECTION ITEMS O
B Devices
@ AIDC-FE Disable 24Hours AL
Q Operations @D ~
@ AIDC-ST Disable 24Hours AL

Alarm @23 /
fh AIDC-BE Disable 24Hours A11

| Service Inspection
System Inspection h BE-NETWORK Disable 24Hours AlL
Firmware

Scripts
SR Users

13 system v

Figure 8.4-3 Periodic Inspection Page

MODIFIED O

2 months ago

2 months ago

2months ago

4hours ago

Puee @

Q  Allvenue v

CREATED 0
2months ago
2months ago
2months ago

4hours ago

Click the [View Details] button to view/edit the regular inspection settings of the selected site.
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Edit Cycle

Parent Name
AIDC-FE: Site v AIDCFE
Status Interval
24
Inspection Items *

Al x

Figure 8.4-4 Edit Periodic Inspection

8.4.2.3 Inspection Records

The results of all one-click inspections and periodic inspections will be recorded in the inspection records.
Click the [View Details] button to view the specific inspection results. All detected abnormal items will be
listed in the [Abnormal Items] section. Administrators can:

Click [Operation] - [View Details] to view the inspection results of specific devices.

Click the MAC address to directly jump to the device management interface for further analysis.

o,

e £ Home /6 WH/ 6 AIDC / &b AIDC-ST = e ® .
@ Navigation ~ Inspection Record Oneclick Cycle
4) Dashboard Inspection Record (1) Name Q  AlType v Allvenue v =1 &

& Configuration
INSPECTION NAME O INSPECTION TYPE O ABNORMAL O INSPECTION USER O INSPECTION VENUE © CREATED O ACTIONS
B Devices -
Inspection-Venues Oneclick 21 Default User @AIDCBE  fAIDCFE 42 34 seconds ago o] (@
Q Operations @ ~
Alarm @2

Service \nspeclion(

System Inspection
Firmware

Scripts
AR Users

@ system v

Figure 8.4-5 Inspection Records
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Inspection-Venues

Inspection Name: Inspection-Venues Inspection Type: Oneclick Inspection User: Default User
Inspection Venue: hATDC-BE  fiATDC-FE 42 Created: 49 seconds ago Modified: 49 seconds ago
Abnormal(21): ([CEIEERER) Device is disconnected

Device is disconnected

Device is disconnected

Device is disconnected

[EEEETE) Devices disconnected

Fanisnotpresent Fan speed isabnormal PSUisnot present PSUis notpowered ~Coredump  Docker is notrunning BGP status is abnormal  BFD status is abnormal

Device is disconnected

MC-LAG status is abnormal istoohigh Fan speedis abr | PSUisnot powered

Fan speed isabnormal  PSUisnot powered  BGP status is abnormal

Device Inspection(3) MAC Q  HostName Q  Allvenue v  AllPlatforr v AllDevieT v = =
MACO HOST NAME 0 VENUE 0 PLATFORM 0 DEVICE TYPE O SERIAL O o ABNORMAL 0 CREATED 0
60eb5aB1066d 5136 £ AIDC-ST Switch CX532P-N 10.1.0.136/32 8 49 seconds ago
60ebSap114c1 S-135 £ AIDC-ST Switch CX532P-N F023529A054 10.1.0.135/32 4 49 seconds ago
60eb5anl14ed sonic £ AIDC-ST Switch CX532P-N F0235424074 10.10.1/32 3 49 seconds ago
« < 1/1  Gotopage 1 = show10 v > »

Figure 8.4-6 Detail Inspection Records
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9 System Configuration and Upgrade

9.1 Controller Configuration

Users can freely adjust the alarm level and maximum value of each item on the [System] - [Controller]
page.

nuson & Home / 6 WH / 6 AIDC / (1 AIDC-ST § me ® .
@ Navigation v Operations C i Clients Configurati Demo Confi
9 pashboard Operations Configuration =
& Configuration
E  Name TveE ALARM DESCRIPTION
B Devices = Controller CPU Usage Controller The CPU usage of the controller is too high
. E  controller Memory Usage Controller The memory usage of the controller is too high-
Q operations @D ~ s s K
B Controller Disk Usage Controller The disk usage of the controller i teo high
Alarm @ED
B Controller File descriptor Controller The number of file descriptors for the controller s too high
Service Inspection
System Inspection
Firmware
Scripts
AR Users
B System -~
| Controller ’——
Upgrade

Configuration
Migration
Mail Sender

Logs
Services

Release Notes

Figure 9.1-1 Controller Configuration

9.2 Controller Upgrade

9.2.1 Firmware Upgrade

Enter the [System] - [Upgrade] - [Firmware] page, click [+] in the upper right corner to create firmware.

Create Firmware

Name *
Release ™
Description

File
R | SRS
Size *

0B

Figure 9.2-1 Creating Controller Upgrade Firmware
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Upload the file according to the prompts on the page, fill in the name, version and other information,
and click [Save] in the upper right corner.

Create Firmware

Name *
TEST.
Release *

TEST

Description

File ™
AR | controller_V3.1_R0409P00.bin
Size * MD5 *

2.08GB ea96a3a9d28367beal b0c7bcsbsia

Figure 9.2-2 Creating Controller Upgrade Firmware Details
After uploading, click [Firmware Upgrade] - [Start] on the right to perform the controller firmware
upgrade.

Firmware Upgrade: controller_V3.1_R0409P00T02.bin

@ You will use the following firmware to complete the controller upgrade.
1. During the controller upgrade, the service will restart.
2.Do not perform any operations during the upgrade.

NAME RELEASE FILE MD5 CREATED DESCRIPTION

TEST TEST controller_V3.1_R0409P00T02.bin ea%623a9d28367bcalfb- 46 seconds ago

Figure 9.2-3 Executing Controller Upgrade

9.2.2 Patch

Patches can realize precise modification of target files through incremental updates.
Click [System] - [Upgrade] - [Patch] - [+] to create a patch.
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;,.‘,.. @ Home /*€ WH / ¢ AIDC / th AIDC-ST @ Ue® .

@ Navigation v Firmware Patch  Log \

) Dashboard Patch (0) =

& configuration

NAME o SIZEO RELEASE O FILE MD5 0 CREATED O DESCRIPTION O ACTIONS
5 Devices
Q Operations @ ~ No Patch Found

Alarm @2

Serice Inspection

System Inspection

Firmware

Seripts
SR Users

@ system ~

Controller

| Upgrade
Configuration
Migration
Mail Sender
Logs
Services

Release Notes

Figure 9.2-4 Creating Controller Upgrade Patch
Upload the file according to the prompts on the page, fill in the name, version and other information,

and click [Save] in the upper right corner.

Create Patch

Name *
TEST
Release *
TEST

Description

File*
FEEXE
Size ™

0B

Figure 9.2-5 Saving Patch
Click [Patch Application] - [Start] on the right to apply the controller patch.

9.3 Controller Configuration Migration

The controller configuration migration function realizes overall configuration migration through one-
click operation, facilitating users to quickly reuse existing configurations when creating a new controller.
Enter the [System] - [Configuration Migration] interface of the original controller, click [Export
Configuration] - [Click to download the controller configuration file] to export the configuration file.
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s & Home € WH / € AIDC / fh AIDC-ST
© Navigation v Import Configuration ~ Export Configuration

4) Dashboard

& Configuration

B Devices

‘Q Operations @ ~
Alarm G2

Service Inspection Click to download controller configuration file...
System Inspection
Firmware
Seripts
SR Users
@ System ~
Controller
Upgrade

Conﬂguvs!mn(

Migration

Mail Sender
Logs
Services

Release Notes

Figure 9.3-1 Exporting Controller Configuration File

Pouee @

In the controller that needs to import the configuration, enter the [System] - [Configuration Migration]

- [Import Configuration] interface, click [Select File] - [Next].

e \ . @ AIDC-ST
© Navigation v Import Configuration Export Configuration
&) pashboard

& configuration ) ‘
@ vriox: configuration

B Devices

Q, Operations @ ~

Aarm @D Configuration | SRR | £ERTA

Service Inspection

System Inspection

AR Users

@ system ~ Import Operation History (0)

/ START TIME STATUS ERROR CODE OPERATOR

No Log Found

Controler
upg
[ 5

Mail Sender

1/1  Gotopage 1 = Showl0 ~
Logs

Services

Figure 9.3-2 Uploading Controller Configuration File

e WH [ ¢ b AIDC-ST

@ Navigation v Import Configuration  Export Configuration

9 Dashboard Start Time: 2025/12/18 19:43:54 Operator: aster@asterfusion.com

& Configuration
/ Upload C ° Validation

B3 Devices

Q operations @ ~
Alarm @D

Service Inspection

Task created successfully!

System Inspection
Firmware
Seripts

SR Users

@ System -~

Controller Import Operation History (0)

START TIME . STATUS ERROR CODE OPERATOR

No Log Found

Logs

Services 1/1 Gotopage 1 = show10 v

Release Notes

Figure 9.3-3 File Upload Successful
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Click [Configuration Verification].

Atartuson

@ Navigation

%) Dashboard

& Configuration

B Devices

‘Q Operations @ ~

Alarm @2
Service Inspection
System Inspection
Firmware

Scripts

S Users

13 system

Controller

Upgrade

Configuration
Migration

Import Configuration

& Home / € WH / € AIDC / th AIDC-ST

Export Configuration

Start Time: 2025/12/18 19:43:54 Operator: aster@asterfusion.com

© s

/' Upload Configuration

Configuration validation successful!

ck Ne: n configuration import.

Should the task be stopped i iately if during ion import?
Conflicts detected between imported d controller
Details (20)

Type Description

Figure 9.3-4 Configuration File Validation

Pull down the page and click [Next] to import the configuration.
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