Asterfusion
User Guide

Campus Controller Usage Guide

/
w
v/ ”
/
r
T4
«
y, L
/ v
' 4
.
v
F 4
Asterfusion Data Technologies Co., Ltd ‘




Asterfusion Empowering Choice for Network Fusion in Ubiquitous Computing

Contents
1 Controller Deployment Environment Preparation.......cccccvveerieenieenienneeniieenieeneeeseesseeeennns 6
1.1 ON-Premises DEPIOYMENT......coii ittt s e e e st e st e e beesaaesabeebeessaesasesbaensaesasesnsenn 6
1.2 ClOUd DEPIOYMENT.....iiiiiiieeiieeieeteete ettt sttt s bt st e st e st e s b e e sae e s s e sabeesseesabesbaessnesnsesasens 6
2 DEPIOYMENT SEEPS...eiiiiiiiiiiiiieriteritterte ettt ettt este e sbeesateestteesaae s baessbeessseesaseesssesnsseessaessaenas 8
3 CONTIOIEI LOGIN 1utiiiiiieiiieriieeiteete ettt st s e sre et e et e s sbe e sbe e sbeesabeesabe s sbesssaessaessaesaseesaseennsenn 9
3.1 EMQIl & PASSWOIT ...ttt ettt ettt sttt e b e st sb et s bt e b sbe et e s st e b e b e beennas 9
3.2 OAULNZ.0. bbb et b e n e sbe e ae b 10
4 Organization and Inventory ManagemMeENnt .........coocueirieinienieenieessieesieeesseeseeessessseessseesssessns 11
4.1 Create an OrganiZatiON ... e ieieieeeiieerieeete et e ssteeessteesreessateesssseesssaessssaessssesssaesssassssseessssessnses 12
4.2 AAAING INVENTOIY ittt sat e st st e st e st e e b e satessbeesseesatessseesseesaseenseessnesasesnsesnnes 12
5 Device CoNNECt t0 CONLIOIIEN ......coviimiiieiiietete e 14
BT SWITCR 1ottt b bbb st b et s h et e bt et e he e b e e ae e b et e heenesre e 14
5.1.1 Dynamically obtain the controller IP through the DHCP Server .......c.ceievenenenieenenienieenvenenennes 14
5.1.2 Connect to Controller by COmMMAaNnd LiNe......cocvevieiiirinieieineniesteteesestetet et sseste e s ssenees 15
5.2 AP bbb h b e b e a e b e bbb s b e b e e bt e e e b nesre e 16
5.2.1 There is Already a DHCP Server in the NetWOrkK........coeoeririneneniiineieteneseseeeeese et 16
5.2.2 There is N0 DHCP Server in the NeTWOIK ...ttt see e seenees 18
6 Services CONFIGUIAtION .iouiiiiiiiieiciecte ettt s s e e s e e s aae s sba e s sbeessbaesaseesaneen 20
6.1 Small/Mid-Scale Network DEPIOYMENT.......ccceeirieieiriereerie ettt be s b se e sa s e ssesens 22
6.1.1 DESIGN TOPOIOGY civireiiiiiiniirieierienerterteste st st et e ste st st e st e sre s e et e sesbesse et assassesssessassassesssessensessesssensansesses 22
6.1.2 BASIC NETWOIK.....cuiiiiiiiiiiici bbb 24
6.1.2.7 EQIESS ROULE ...cutiiiieieeteeieeteete ettt st stestestestesstesstestesbestesbesabesatesasesssesnsasasesasesnsesnsesssesnses 25
6.1.2.2 DVICe MaANAGEMIENT.....cciiriiriereerterertetesresesteseestesreetessessesseeeessessesseessessessesseensessessesnsensessessens 26
6.1.3 Wired Service CONfIQUIAtION.....cciviiiieriiriinentertese st estesteste st sstestestesae et essessesssessessassesssessessassesssessessesses 26
6.1.3.1 Wired Service CONFIQUIatioN .....cccceirenienieiinirientetetsenestetee ettt sseste st ssesbesae s sassessenes 26
6.1.3.1.7 SErviCe ACTIVATION ..c.eiiiiiiiiiicieiteee ettt sbesre e 26

Copyright ©2025 Asterfusion. All rights reserved. 1



Asterfusion Empowering Choice for Network Fusion in Ubiquitous Computing

B.T.3.T.2 POE ...ttt sttt sttt bbbt b et bbbt b et b et ebe b eaan 28

6.1.3.1.3 Wired Clients Information Collection.......c.coeevreererneinnernerrieereeeesreesee e 29

6.1.3.1.4 Network Security Configuration [Optional] ........ccceeueveirerirerireieeeseeeee e 29

6.1.3.1.5 User Authentication Configuration [Optional] ........cccceueeeeeevevereeeeeeeee e 30

B.7.3.2 DHCP ..ttt ettt sttt ettt et bt b et st e st be b e be et e et ebe b ebe e ebe st etenens 30
6.1.4 Wireless Service CONFIQUIATION ....ivviciiciririerieirinetesteesesieste e sessessessesessessessesessessessessssessessessessosessenses 33
6.1.4.1 Wireless Service CoNfiQUIration ...ttt ettt sae e be e s 33
B.T.4.T.T SYSTEIM ottt ettt sttt b ettt a bt s b et b et st se e s b e e sbenesenenensen 33
6.1.4.1.2 NEtWOIK ACTIVATION ..cueeiiiriiieieiniertestete ettt et e ettt et be e e e e e besbenean 33

6.1.4.2 WIreless RF CONFIQUIE c.iviiiiiririerietiisesiesteresestessesesessessessessesessessessesessessensessesessassensessesessensenes 36
6.1.5 CONFIGUIAtION REICASE ..ottt sttt st ettt st s b b et et e besbenean 37
B.7.5.T SWITCR ettt ettt e et re e s 37
B.1.5.2 AP .ttt ettt b etk et a et b e Rt b e st eRe b e b et b e st ese st ese e eseneetenens 38

6.2 Large/Mid-scale NetWork DEPIOYMENT .....cvcerieiererieirieieesieee e eses e resae e sse e e te e sessesesseseesessenas 39
6.2.1 DESIGN TOPOIOGY .ottt ettt sttt sttt ettt et et s b b e st et e st s be st et et enesbe st et e st sbesbestentesesseneas 40
6.2.2 BASIC NEEWOIK ...ttt ettt sttt b ettt e et b b e e et e st s b e e e e e st eneseenees 42
6.2.2.7 AQGIEGALION ..ttt ettt sttt st see st bttt e b sh s et e b e s Rt et esresre e Rt et e nesreeneeserenreas 42
5.2.2.2 SEIVEE NETWOIK.c..eeiiriirieieteeetente ettt ettt ettt st e se et besee e et b e b e see e et sessesae e enessensenes 42
6.2.2.3 EQIESS ROULE ...ttt sttt sttt sttt st s e s e s e sae s aeseesnesnesanesmnesnnes 43
6.2.2.4 DEVICE MANAGEIMENT.....ciiiiircierieriteete ettt st st st s stesstesstestestesbessesssesssesasesasesasesssesasessesssesnses 43
6.2.3 Wired Service CONfiQUIAtiON......coi ettt ettt sttt sttt be bt seesesbesbesbe st esessaneas 44
6.2.3.1 Business Network Switch Group Wired Service Configuration.........ccoceeevvevenienenennerenennenns 44
6.2.3.2 Server Network Switch Group Wired Service Configuration ........cccecevevevrvenenenerenenennene 44
6.2.3.2.1 SErVer Area LEAT ..ottt 44

6.2.3.2.2 SEIVEI AFCa SPINE...uiiiiiirieterienieeteste st stesresresteseessesse st essessesseessessessesasensessessesssessessanns 45

6.2.3.3 Network Security Configuration [Optional] .........cccceieieieeeiinirseceeee e 47
6.2.3.4 User Authentication Configuration [Optional] ........cccceueveeeirerererereeese e sesesesenes 47
5.2.3.5 DHCP ..ttt ettt ettt et et b et h et e b et et e et b et b et e b e st be b e be e ebe e etenens 47
6.2.4 Wireless Service CONFIQUIATION ....ccueciiviririerieirinestestetsestete sttt et s b st et e e ssesbeste e ssessessessenassesseneas 47
6.2.5 CONFIGUIAtioN REICASE .....oviruiiiiiiriictctesteste ettt sttt sa et et e sbe st et et e sbe s s e besbassaessensansanss 47
6.3 Traditional L2 Network DePlOYMENt........cooverieirienienieeriterieereesiee sttt satesreesreesaeesseesaeesaeesnens 47

Copyright ©2025 Asterfusion. All rights reserved. 2



Asterfusion Empowering Choice for Network Fusion in Ubiquitous Computing

6.3.71 DESIGN TOPOIOGY vttt ettt et et e sttt e et s bt e st et e st e be st et et ebesbesse e enesbessententesessenean 48
6.3.2 BASIC INETWOIK .cveuirieuiieieerieerieet ettt ettt sttt ettt b ettt b et b et s e st a e b et s b e st s e bt e s b et sbeneasenenseses 48
6.3.2.1 IN-BaNd ManNAgEMENT ...ttt ettt ettt st b sttt s be st sa et s b seenes 48

6.3.2.2 EQIESS ROULE ...c.ceiiiieieeeeeteete ettt sttt ettt s e st st s ee st e s te s ee st e saeesaeesaeesseessesasessesasesnsesnsesnnes 49

6.3.2.3 DEVICE MaANAGEMIENT.....eiiiitiiiitetire ettt sttt sr e s bt st e see s b e st e eesaesbe s st e aesnessesseeaessesseas 49

6.3.3 Wired Service CoNfiQUIAtiON......civeciiiirinenieinineseesteesessestesesessessessesessessessesessessessessssessessessessosessenses 50
5.3.3.7 SPINME et st e e b b e e b e Rt et e e bR e e e ae b e et e aenrenrean 50

5.3.3.2 LT ettt ettt b et b Rt e bt b et b et e bt e b et be e eseneas 51

6.3.3.3 SECUNItY [OPTIONAI] coviiiiiiicccee ettt ettt seteseaesesesenes 52

6.3.3.4 User Access Authentication Configuration [Optional] .......ccceeeeeevevereeecerese e 52

B.3.3.5 DHOCP ..ttt sttt et e s e st e st e st e s bt e s bt e s st e s st e e bt e e bt e e nee s neeeenbeeereeeneenen 52

6.3.4 Wireless Service CONFIQUIATION ...iviciiiiinierieerisesiesteesessessesesessesseseesessessessesessessessessesessansessessesessenses 52
6.3.5 CONFIQUIAtiON REICASE ..ottt sttt st ettt ettt s bt e st et sesbenean 52

6.4 OPEN ClOUA COMNECL ...ccuiiiiieeieeieerteete ettt st e st e bt e st e s bessseesate s beesseesatesaseesseesasesseessnesnsesnsens 52
6.4.1 Wired Service CoNfiQUIAtiON......coi ettt ettt et ettt et b et st e st s sbesbesae st esessenean 53
6.4.1.1 Gateway Deployed on AgQregation DEVICES........cuuiierererernieneneneentenieneseessessesseseessessessens 53

6.4.1.2 Gateway Deployed 0N ACCESS DEVICES ....c..ccviririeriririirietentnesre ettt sttt sae st sessessenes 53

6.4.1.2.1 CONFIGUIE DHECP SEIVEN ...coctiviiriirteienienteteniestestestesiessessessessesssessessessesssessessassasssessessanss 54

6.4.1.2.2 CoNfigure DHCP REIAY .....coiverieireieteteeretetetresetet sttt ettt ettt seeen 56

6.4.1.3 Network Security Configuration [Optional] .........cccceivieieeeiirseeeeee e 57

6.4.1.4 Device Management[OPtioNal] ...t ae s sesenes 57

6.4.1.5 POE[OPLIONAI] ..ciititieiiieietetecer ettt ettt b e n b be s s an s sene 58

6.4.1.6 Wired Clients Information Collection[Optional].........cceeueueieirerererererereeeesseeeeeseaeesesesenes 58

6.4.2 WIFi CONFIGUIATION 1.tiutiiiiiiiiieiiistinteteesestessses s te s e e e e stessesse e ssestassesaesessessessesessessessessesessassensensesessenses 58
6.4.3 CONFIGUIAtiON REICASE .....oveuieiriiiitetetretetctr ettt st st ettt et sb st e b et e e sbe b e senassessaneen 58

7 STAtUS VISUAIIZATION ..ottt s s s s s e smeennees 70
7.1 Visual presentation of the whole Network Status.........coceevieeiiiniinieeieceeeeee e 70
7.1.1 Organization DAshbDO@rd ........ccoevevieirinieniiininiesietee ettt ettt sttt sbe st et s e ssesbessessenessessenes 70
7.1.2VENUE DAShDOAIT ....coueiiiieieiriieetee ettt st ettt s b et et be b e ae st e besne s 71
7.1.3 REAI TOPOIOY .eeueriuirieireeiiirieerietstetree ettt e st se e b et e et e bt sr et s e st e b et sr e st s eneeerenenseneane 72

7.2 Terminal Status VISUGIIZAtION ..c...ccueriiiiiriiiieieieeeetese ettt ettt et s s 72

Copyright ©2025 Asterfusion. All rights reserved. 3



Asterfusion Empowering Choice for Network Fusion in Ubiquitous Computing

7.3 Device Status VISUAIIZAtION .......coiiiieiieiieicieeteeeeee ettt s 74
7.3.1 Overview of device INFOrMatioN .......cc ettt be e 75
7.3.2 VIieW deVICE AELAIIS ...couiiieeieieeetee ettt ettt sttt ettt et s be bt ebe b ae e e besbe s 77
7.3.3 VIEW AEVICE STALISTICS ..uerveuieereirieirieisteiesesie ettt ettt ettt sttt st b st sa bt sb et b e e e ebesesbeneee 79
7.3.4 View device configuration informMation ...ttt 80
7.3.5 View device [0g iNfOrmMation ...ttt sre et essessessesassessessessssessessessessesessessenes 81

8 Operation and alarm ManagemMEeNTt.........cocuiriiiriiinieerieerre et sre st ssreesaeessreesreesases 81

8.1 FIrmMwWare ManNaAgeMENT .....iiiiieeeieeeiieeete ettt et e st esat e s s bt e ssateessteesaseesnseesasteesasaeesnsaesnseesseeas 81

8.1.T FIrMWAIe UPIOAT. .. i ettt estesie s e st etestesseestessesbesssessessessesssensessassesssensessassesssensensasses 81
B 11T UPIOAA FaIl ettt ettt et ettt ettt b ettt b e bt et besse s 81
8.1.1.2 Create LINK TASK ..ccueiiirerieeeieertetetees ettt ettt se et s et s e e s sresaenes 82

81,2 FIFMNIWAIE USE... ittt sttt st st e e e b e sh et e b e b e s ae e e e s e sbesateaessessesneensessens 83

8.2 PAtCh Mana@gemMIEBNT.....co.uiiiiieiieieerteee ettt ettt ettt et s e s bt e st e s b e e be e s st e sabe e seesasesse e saesasesanens 84
8.2.1 PALCR UPIOAD ...ttt ettt ettt sttt et s b et et et bt e st et e s s b e e et e st enesbeneen 84
8.2.2 PAtCN APPIY ceeitetiiisitetetestest ettt ettt e s te sttt s b s ae st et e s b e sh e et et e be s Rt et et e be e st et e besaeensenbaranaes 85

8.3 AlarM MaANAGEIMENT c..viiiiieieeieeeerte ettt st et ste st e e teesbeesaa e e beesbaesabe e beesbeesstessbeesseesaseeseensaesssessens 86
B.3.T MBIl ettt ettt b et h et b et b et h et b et b e a b e bbb et b et b enenteben 86
8.3.2 Operations Configuration @nNd SYNC.......ccccirirenernineetetse ettt sttt ste st ssesbeste e esesseneen 86
8.3.3 Ml SENUEN .ttt ettt b et e e et et b e b e e et b e b e e e e e e reseeneen 88
8.3.4 AlQITN MESSAQE ...c.eeuieteuiriiieteteie ettt ettt et st et e st s b et et et s ae s b et et e st s b e b et entebe b et e st esesbe b enteneesessentn 89

8.4 DEVICE INSPECLION ..ttt ettt e e et e st e st e s st e s mt e e s seeeeaee e s meeesneeesaseeesnseesneeeenneens 90
8.4.1 SYSTEIM INSPECLION..c..eiiictetieeeeetee ettt sttt s et e eesbe s bt et e b e besae e s e besse st eeessesseensensessennes 90
8.4.2 BUSINESS INSPOCEION ..utiiiieteeitetertetestt ettt sttt s e st e st e st e s e e sseesatesseesseesssesasesasesssesnsesasesasesases 91

8.4.2.1 ONE-CliCK INSPECLION...crviteteertetetetetrte ettt sttt ettt ettt et et e e sb e st e st et e e sbesbessessesessessenes 91
8.4.2.2 CYCle INSPECLION .vitiriiiteriesiesteteste st st et et e st st st e stesbe st et e sbesbeetesbesbesseessensassesssessansassesssensansassens 91
8.4.2.3 INSPECLION RECOIAS ..viiiiieieirieieteteere ettt sttt sttt ettt et e st st et et e e sbessessesaesassessenes 92
QUSEIS et a e sab e e s s ba e e an 92

0.1 DIBLE .t b e et e e b e bt b e s he e nesre e 92

0.2 ACKIONS: ..ttt bbb et b e b b e a e b 93

0.3 VIEW DBLAIIS ..ttt s ne s 93

Copyright ©2025 Asterfusion. All rights reserved. 4



Asterfusion Empowering Choice for Network Fusion in Ubiquitous Computing

10 System Configuration and UPGrade..........coceeveeveerieriiennieneeneeseesieesieesree e 94
10.1 CoNtroller CONFIGUIAtION ..ccuiiiieeiieiieieeeet ettt st st ae e s e e sbe s beessaesseenbaesanenns 94
10.1.1 Operations CONfIGUIAtION .....cciviiciriririetetresestet et s srest et sestesee st eressessessesessessessessesessessessessesessessenses 94

10.7.2 CleNtS CONTIGUIAtION. ...cctiiiiieteetetertert ettt ettt sttt sa et et b e s b e sae e et e besbesteneenesbesens 95

10.1.3 DEMO CONFIGUIATION c..cvtiiiriiriiietetsesestetet sttt ettt st st et ese e sbeste st esesbessessesassessassessessssessensensesessessansen 95

10.2 CONLrOIEr UPGrade ...eeeiiieieeiieeieeieeteetee sttt st e s te e st e s te s b e e sae e sabessbeessaesase e baessaessseensaesssenns 96
T0.2.T FIFMWAIE 1ottt b bbb bbb bbb bbb b e bbbt b e bebesbebn 96

T0.2.2 PALCN ottt sttt h s bttt e b e et he bt e e e ae b e b et et e Rt besbe b enteaeebentens 97

10.3 CoNfIgUration MiQration .......cceeiereriienienienieeieree ettt ettt st et sae et e sae e besbaesbesssenbesssensesneen 98

Copyright ©2025 Asterfusion. All rights reserved. 5



(P
Asterfusion Empowering Choice for Network Fusion in Ubiquitous Computing

g

1 Controller Deployment Environment Preparation

1.1 On-premises Deployment

Recommended deployment environment:
X86 sever
Linux Version: Ubuntu 18.04 LTS or later

Docker Version: 20 or late

Device Number CPU Memory Disk
500 4U 8G 500GB
1000 8u 16G 1000GB
2000 8uU 16G 1500GB
5000 16U 32G 2000GB

1.2 Cloud Deployment

® Open the business port
Deploying an ACC controller on a cloud host requires opening some business ports, with the following

ports and their purposes:

. . Source
Auth Auth
Network . 1on2  AHHONZ S gp P .
ation ation Port Range Priority Describe
Type N : Protocol Address
Direction Policy Range

owom (operation
and maintenance
alarm) external
HTPPS service
port (component
under
development, not
yet released)

intranet  ingress Accept TCP 16011/16011 1 0.0.0.0/0

Owsub
(subscription)
external HTTPS
service port

intranet  ingress Accept TCP 16006/16006 1 0.0.0.0/0

owgw
Southbound
Interface, Device
Connection

intranet  ingress Accept TCP 15002/15002 1 0.0.0.0/0
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Port

owgw (Gateway)
intranet  ingress Accept TCP 16002/16003 1 0.0.0.0/0 external HTTPS
service port

owfms
(Firmware)
external HTTPS
service port

intranet  ingress Accept TCP 16004/16004 1 0.0.0.0/0

owanalytics
(analysis)
external HTTPS
service port

intranet  ingress Accept TCP 16009/16009 1 0.0.0.0/0

owprov
(configuration)
external HTTPS
service port

intranet  ingress Accept TCP 16005/16005 1 0.0.0.0/0

owsec
(Authentication)
external HTTPS
service port

intranet  ingress Accept TCP 16001/16001 1 0.0.0.0/0

owgw service,
RTTY remote
connection
function

intranet ingress  Accept TCP 5912/1913 1 0.0.0.0/0

OWQgW-ui
(WEBUI)

external service
port

intranet  ingress Accept TCP 443/443 100 0.0.0.0/0

: . System created
intranet  ingress Accept TCP 22/22 100 0.0.0.0/0 rule.SSH port
® Generate certificate

Assuming the domain name is: cloudswitch.io

Apply for a certificate on the cloud server using Let's Encrypt's official tool, Certbot:

Controller Service

sudo apt install certbot

certbot certonly --standalone -d cloudswitch.io --key-type rsa

The new certificate is located at:/etc/letsencrypt/live/cloudswitch.io

Introduction to Certificate File Generation by Certbot:

- privkey.pem

Server private key file. Used for encrypting and decrypting SSL communication, it can only be held by the

server and must be strictly kept confidential.
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- fullchain.pem

Complete certificate chain file. Contains your server certificate and all intermediate CA certificates,
typically used for configuring SSL_certificate for web servers such as nginx and Apache.

- chain.pem

Only includes intermediate CA certificates. Used for client verification of the legitimacy of your server
certificate, some services (such as nginx's OCSP sampling) require separate configuration.

- cert.pem

Only includes your server certificate (excluding intermediate certificates). It is generally not
recommended to use it alone, as it can lead to incomplete certificate chains and inability for clients to
verify.

Practical usage suggestions:

-Web services typically use fullchain.exe and privkey.exe.

-Chain.Pem is used in scenarios where a separate CA chain is required.

-It is not recommended to use Cert.Pem directly unless there are special requirements.

® Copy the certificate to the controller directory

cd /etc/letsencrypt/live/cloudswitch.io

sudo cp -L cert.pem /path-to-ACC-controller/controller V1.0 _R@®5/wlan-cloud-ucentral-deploy/docker-
compose/certs/restapi-cert.pem

sudo cp -L privkey.pem /path-to-ACC-controller/controller_V1.0_R005/wlan-cloud-ucentral-deploy/docker-
compose/certs/restapi-key.pem

sudo cp -L chain.pem /path-to-ACC-controller/controller V1.0 _RO05/wlan-cloud-ucentral-deploy/docker-

compose/certs/restapi-ca.pem

2 Deployment Steps

The following deployment commands require root privileges. For non root users, sudo needs to be added
before the command.
1. Upload the controller package file to the target deployment environment and perform a one-click

installation. Use the -i parameter to specify the controller IP address.

./controller_ V1.0 RO7.bin -i <ip_address>

aster@ccn:~$ sudo ./controlle V1.0_RO7.bin -i 168.0.91
[2025-07-08 16:20:19] = Start deploying controller controller_v

[2025-07-08 16:20:19] deploy direction </opt/controllers
CONTROLLER UPGRADE TASK:check environment

Users can directly access the controller via this IP address.

[Note]
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When upgrading from versions prior to R7 to versions post-R7 while retaining existing configurations,
perform the installation without the -i parameter.

./controller_V1.0 RO7.bin

2. Start the controller using Docker-Compose. The default installation directory for the controller is

[opt/controller/

cd /opt/controller/controller_ V1.0 RO7/wlan-cloud-ucentral-deploy/docker-compose/
docker-compose up -d//or ‘docker compose up -d’ Different versions of Docker correspond to slightly

different commands

[Description]

-d : runs the command in the background.
up : starts the controller.

down : stops the controller.

Network openwifi_openwifi
Container openwifi-zookeeper-1
Container openwifi-kafka-1
Container openwifi-owanalytics-1
Contailner openw

Container openwifi
Container openwifi
ntainer openwifi
ntainer openwifi
Container openwifl-ow
ntainer openwifi-owpr
Container openwifil-owgw-ui-1

3 Controller Login

It is recommended to log in using Chrome or Edge browser.
Enter the controller IP address in the browser (for example, 192.168.0.91 in the above use case), and you

can enter the controller login page.

3.1 Email & Password

Default login information for the controller:
Email: aster@asterfusion.com

Password: Asteria
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Pdh
Asterfusion
(.TC{ 3 )

Welcome Back!
Email

Password e

or

Continue with Google

Q@

Continue with Microsoft

Continue with GitHub

¢ 2

Continue with Feishu

3.2 OAuth2.0

OAuth 2.0 is the de facto standard for authorization and is widely used on the Internet. An application
securely acquires limited access to another application's protected resources, such as a user's personal
profile or data, without exposing passwords or other credentials. The Xingrongyuan controller adopts a
more secure and standardized authorization Code process and Proof Key for Code Exchange (PKCE) to
ensure the security of user information.

Currently, four common identity providers (IDPs) are supported: Google, Microsoft, GitHub, and Feishu.
We strictly follow the open standard OpenID Connect based on the OAuth 2.0 authentication framework,

which has been verified in practice.

C) Continue with Google
- Continue with Microsoft
] Continue with GitHub
(V4 Continue with Feishu

By default, the user permission for logging into the controller in this way is a normal administrator.
Have a freely editable personal space and a Demo environment with only viewing permissions to
experience the real live network running environment demo at any time. System administrators can
adjust permissions on the [User] view.

The configuration of the controller demonstration environment is referred to in Section 10.1.3. For

10
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details on permission adjustments, please refer to Section 9.3.

4 Organization and Inventory Management

The controller supports multi-organizational structures, allowing multiple venues to be divided under
each organization for independent management. When the controller is deployed in a cloud
environment, different organizations can be separately managed by different administrators, enabling
parallel usage by multiple organizations and users.

After logging into the controller, the system will default to the [Navigation] - [Map] page, as shown
below. This page displays all organizations visible within the current user's permissions and their
subordinate venues in a structured view. System administrators can view the entire organization and
venue structure under the controller, while ordinary administrators can only view content within their
permissions.

On the Map page, administrators can manage existing organizations and venues or create new
organizations or venues as needed. Double-click an organization or venue node switches to the device
view under that area, enabling operations such as network device deployment, monitoring, and
maintenance.

By default, the left-side navigation bar displays aggregated device information across all organizations
within the user's permissions. When a user enters a specific organization/venue via the [Map], the
system focuses on that area and shows detailed information about all its devices, facilitating refined

management.

..... @ Home /€ TopEntiy we e 6

e« Wap T B

Q. Operations EED v
52 users Dual Convergence Hy...
@ system J
Layer 3 Scenario
“8 yp
th Single Convergence H...
fh Layer 2 Scenario
Home H =g Top Entity i
=g xyh : H Eh AP test
«5 test H test
>
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4.1 Create an Organization
click the [+] in the upper right corner to add an organization.

Create Sub-Entity

Details
Name *

L0GO
test

Description

Double-click the created organization to go under the organization:

B om o oty e © st ¢ nes @
@ Navigation v Map ﬂ =
& configuration

BB Devices

(@ Inventory

€A Client

Q operations ~ Dual Convergence Hy...

AR User

J @h 1 awvar ? Sranarin

click the [+] to add a venue.

The venue is a collection where administrator can monitor, manage, and configure all network devices.

Create Sub-Venue

4.2 Adding Inventory

4.2.1 Add Devices

@ Navigaon v Inmemoyimomaton  Desgn Topology  Swich Gonfiwation Wi-Fi Configuration Operaton & Maitenance Gorfiguration © PR -]

Oomons vty g
| & Configuration Mac NAME CONFIGTAG FIRMWARE TAG. DEVICE TYPE LOOPBACKO P O LICENSE MD5. DESCRIPTION ACTIONS

& pevees P s st oxasPeN o a

@ ey soemsanticas wrie OxoavasTanS s2o10am a

G clent " detaulc sesaute CxaveP4as M B20.10.452 0]
Q Operation & @

Mainenance [ 15217 dsate segaue CX206P24SMH 82010232 2]

528 Users

The administrator can add inventory devices to the organization/venue by creating or batch importing
them under the venue. Up to this point, once the device is online, the controller will compare the MAC
address of the online device, corresponding to the device in the inventory, and assign it to the specific
organization/venue.

® Add devices one by one.

12
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Create Inventory Devices X

MAC* Name ConfigTag Firmuware Tag * Device Type * Loopback0 IP

® Use the excel file to upload devices.

Upload Devices Download Template ¥ b4

To bulk import devices, you need to use a CSV file with the following columns: MAC, Name, DeviceType, Loopback, ConfigTag, FirmwareTag, Description, etc.

Please make sure there are no extra spaces at the start or end of any values unless it is part of the value desired

Choose File | No file chosen

Test Upload Data

Click [Download Template] and fill in the device information to be added to the inventory according to

the template specifications.

MAC Devicelype Name Configlag FirmwarelTag Loopback AclScaleProfile Description

Required Fields:

® MAC: The MAC address of the device, usually labeled on the device.

® Device Type: The model of the device.

® Config Tag: After connecting to the controller, the AP will automatically pull the configuration file
corresponding to this tag. By default, the tag value is "default".

Optional Fields:

® Name: The hostname of the device.

® Firmware Tag: When upgrading device firmware, you can filter devices to be upgraded by firmware
tag type. By default, the tag value is "default".

® Loopback: The Loopback address of the device, which serves as the in-band management address
for all Layer 3 devices.

® Description: The information of the device.

® AclScaleProfile: This refers to the support capability and technical parameters of the ACL (Access
Control List) function by network devices (switches). Some models of switches offer optional

default/large scale. By default, the tag value is set to default.

4.2.2 Upload License

Click [Configuration] - [Inventory] - [Upload License]
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Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Auth & Accounts Operations Configuration o

All(72) Switch (5) AP (66) Gateway (0) OLT stick (0) 2
Upload License

SelectAll  Select: 0/72 v o K=

Upload License X

@ - Please do not upload the modified JSON format license file, otherwise its information cannot be
correctly identified.
= Selecting overwrite will overwrite the existing license of the device

Upload license file in JSON format Overwrite

Note: For APs without an authorized License, the radio frequency (RF) function will be turned off by

default. Only after the License has been successfully validated can the RF switch be turned on.

5 Device Connect to Controller
5.1 Switch

5.1.1 Dynamically obtain the controller IP through the DHCP server

All Asterfusion devices can act as DHCP clients. Under the factory default configuration, they will actively

send DHCP request to obtain the management IP address and the controller IP address.

DHCP Server
DHCP Server

i

Ut

DHCP|Relay

4

To ensure that devices can obtain the controller IP through DHCP requests, the DHCP server must be

Switch
Switch

capable of responding to the option 138 field. The following is a configuration example for the ISC-DHCP

server:

subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.0.100 192.168.0.200;
option routers 192.168.0.1;

14
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option subnet-mask 255.255.255.0;
option capwap-ac-v4 "192.168.0.91";

!

[Description]

192.168.0.91 is the IP address of the controller.

In this case, configure the DHCP server and DHCP Relay (if any) as needed. After the switch is powered

on and the physical connections are completed, you can see the switch go online on the [Devices] page

of the controller.

5.1.2 Connect to Controller by Command Line

If the DHCP server does not exist in the network, or the DHCP server cannot be configured with the

controller address, the user can use the command ucentral-client server <A.B.C.D> to configure the IP

address of the controller on the switch so that the device can connect to the controller.

If the device uses out-of-band management and the management port belongs to VRF mgmt, users need

to specify the VRF parameter when designating the management address, for example: ucentral-client

server <A.B.C.D> vrf mgmt.

The following is a sample configuration for switch:

4 -
j ;»Asterlq

Campus Controlier

1P: 192,168,0,9'\/24\.}

Connect to the controller using the out-of-band management port:

sonic# config

sonic(config)# ucentral-client enable

sonic(config)# ucentral-client server 192.168.0.91 vrf mgmt
sonic(config)# interface mgmt @

sonic(config-if-mgmt) ip address 192.168.0.20/24 192.168.0.91

sonic(config-if-mgmt) vrf mgmt

Use in-band management to connect to the controller. Take the Ethernet49 port as an example:

|sonic# config

|sonic(config)# ucentral-client enable
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sonic(config)# ucentral-client server 192.168.0.91

sonic(config)# interface ethernet 49

sonic(config-if-49)# ip address 192.168.0.20/24

sonic(config-if-49)# exit

sonic(config)# ip route 0.0.0.0/0 192.168.0.91

After the configuration is completed, you can see the switch go online on the [Devices] page of the

controller.

5.2 AP

In the factory default configuration, the AP will actively send a DHCP request to request the management

IP address and the controller IP address.

5.2.1 There is Already a DHCP Server in the Network

If there is a DHCP server in the network and the configuration has been completed according to Section

5.1.1.

______________
I
| DHCP Server
| NTP Server
i

| Controller

Ethag~” ““Etha7
.
™~

/ ™

Since the AP is not directly connected to the DHCP server, it is necessary to use the script function or
directly enter the switch background to configure through the command line. Configure the VLAN
broadcast domain on the switch device directly connected to the AP to broadcast the DHCP request of
the AP to the DHCP server.

After entering the venue, click [Operation] - [Script] to enter the script editing view. Click the [+] in the

upper right corner to create a new script, and select the script type as Sonic-cli.
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Create Script

Name *
VLAN

Documentation

Daemon Timeout *

120 s

Users allowed to run this script
system Administrator *
Type * Version *

Sonic-cli v 1.0.0

Script content:

Description

Creator ~

aster@asterfusion.com

X

configure
interface ethernet 48
no router-interface

exit

vlan 4010

exit

port-group ethernet 46-48
switchport access vlan 4010

exit

interface vlan 4010

ip address dhcp-alloc

After completing the configuration, click Save.

Enter the device view, select the switch connected to the AP, and click the [Actions] - [Script] button in

the upper right corner. Select the script edited in the previous step, click [Next] - [Start], and send the

script to the switch.
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Script Go Back ¢ Start D4

| Total | | Successj | Failure |
1 1 0 0 0

1. MAC: 60eb5a001d3a Device Type: CX204Y-48GT-M-AC Host Name: Leaf-1 ® Waiting

5.2.2 There is no DHCP Server in the Network

If there is no DHCP server in the network, you need to configure the switch to act as a DHCP server,

assign management IP addresses to the APs, and inform them of the controller's IP address.

i
1
| NTP server
i
! Controller
1

DHCP Server

After entering the venue, click [Operation] - [Script] to enter the script editing view. Click the [+] in the

upper right corner to create a new script, and select the script type as Sonic-cli.

Create Script X

Name * Description
DHCP

Documentation

Daemon Timeout *

120 S

Users allowed to run this script

system Administrator < v
Type * Version * Creator ~
Sonic-cli v 1.0.0 aster@asterfusion.com

Script content:

configure'

interface ethernet 48
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no router interface

exit

vlan 4020

exit

port-group ethernet 46-48
switchport access vlan 4020

exit

interface vlan 4020
ip address 192.168.0.1/24
dhcp select server

exit

dhcp pool ap

address pool 192.168.0.100 192.168.0.200
lease-time 3000 6000

network 192.168.0.0 255.255.255.0
routers 192.168.0.1

capwap-ac 192.168.0.91

Note: 192.168.0.91 is the IP address of the controller.

After completing the configuration, click Save.

Enter the device view, select the switch connected to the AP, and click the [Actions] - [Script] button in
the upper right corner. Select the script edited in the previous step, click [Start], and send the script to

the switch.

Run Script m X

[ DHCP Server v ]

Daemon

«

DHCP Server

Shell tip@ucentral.com

Script m
Users can also directly select custom scripts on the script running page shown in the picture, fill in script

content or upload script files and run them directly on this page.
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.

Run Script X
Custom Script v
Daemon

«

Type *
Shell v
Script  Upload File &
f| ~
\ J
5.3 OLT Stick

In its factory default configuration, the OLT Stick will actively send a DHCP request to obtain a
management IP address and a controller IP address. Its online activation method is the same as that of

APs.

6 Services Configuration

To simplify the configuration of common typical network setups, the controller has four built-in scenarios:
Small/Mid-Scale Campus, Large/Mid-Scale Campus, Traditional L2 Network, and Open Cloud Connect.
Administrators can select any network setup according to the network scale to complete topology
planning. After all devices in the planned topology are online and connected to the controller, the ACC
will automatically detect and identify the connection status between devices to generate a real network
topology. Administrators can check whether the topology is correct, and after confirming it is error-free,
deploy the configuration to the devices to complete network configuration and deployment.

After entering the specific venue, the administrator clicks the [Configuration] - [Design Topology]

button to select the specific scenario to be used.
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Create Solution m

Solution 0

e | T - -
& A& U= - - Al ™

/ \ / \

Small/Mid-Scale Campus K2 Traditional L2 Network K2

T

| —— o — ——— —— — e, —
o o ]

_____________ = 2 A Hiwdiw

Large/Mid-Scale Campus Open Cloud Connect Ka

KA
vy €y

Employs the Spine-Leaf network architecture, based on the classic full three-layer routing network of a cloud-based
campus, with distributed gateways deployed on Leaf devices. This solution can support up to 48 Leaf switches, making it
suitable for small-to-medium-sized campus networks, providing efficient data forwarding and good network scalability.

Please select the devices

Super Spine Will not use v

»

Spine Please select the device model e

»

Leaf  Please select the device model v

4

® Small/Mid-Scale Campus

This is a full L3 network solution with a two-tier Spine-Leaf architecture, for example, using the CX308
series as the Spine devices and the CX204Y-48GT series as the Leaf devices: each Spine device can provide
up to 48 interfaces to connect with Leaf devices, and each Leaf device offers 48 access interfaces. Thus,
the network can support up to 48 x 48 = 2304 access interfaces. This scenario is suitable for smaller scale
network.

® Large/Mid-Scale Campus

Thisis a full L3 network solution with a three-tier Spine-Aggregation-Leaf architecture, for example, using
the CX308 series as Spine devices, the CX206P-24S series as Aggregation devices, and the CX204Y-48GT
series as Leaf devices: each Spine device can provide up to 48 interfaces to connect with Aggregation
devices, each Aggregation device can provide up to 24 interfaces to connect with Leaf devices, and each
Leaf device offers 48 access interfaces. Thus, the network can support up to 48 x 24 x 48 = 55,296 access
interfaces. This scenario is suitable for larger scale network.

® Traditional L2 Network

Traditional L2 network solution, Spine-Leaf L2 architecture, Leaf for pure L2 access, gateway deployed on
Spine device.

® Open Cloud Connect
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The gateway is deployed on aggregation or access devices. Suitable for scenarios where there are already
aggregation devices or access layer expansion in the park, providing two classic modes: layer 2

forwarding and access layer gateway.

6.1 Small/Mid-Scale Network Deployment

1

| DHCP Server
| NTP Server
1
1
1

' Controller

6.1.1 Design Topology

Select the Small/Mid-Scale Campus network scenario, fill in the models and quantities of Spine and Leaf
devices, then click [Save] to finish the pre-planning of the network topology. The controller will generate
a recommended network topology based on the pre-planned typical network architecture.

Note: In Small/Mid-Scale scenarios, devices such as OLT, ONU, and optical splitter are supported. The OLT is
connected to the Spine switch, the ONU is connected to the Leaf switch, and they are connected through an
optical splitter in between. For the planning of the optical splitter and the configuration related to the OLT,

please refer to the Data Center Management Network PON Solution.

MAC: MAC:

CX308P-4EY-N &
= CHIDEP245-MH & <l

Spine-1

MALC: MAC:
CHIMYSEGT-M-5 [ CHZOEP-485-M &
Leaf-1 Leaf-2
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Users can click the [Edit] button on the device side, select devices from the inventory to be applied to the

current topology in the slide-out panel on the right, and then choose interconnection interfaces.

Edit x

nnnnnnnnnn

Inter Port ~
Local Port Neighbor Neighbor Port
x me %
Local Port Neighbor Neighbor Port
8% X v leh sk ox
Local Port Neighbor Neighbor Port

Leat2 mx x

MAC: Uniquely select a device via its MAC address.

Loopback IP: Configure the IP address for the device's Loopback0 interface, which will be used for
in-band management of the device.

Hostname: Configure the hostname of the device.

Device role: Assign the device role as Spine or Leaf.

Inter Port:

Local Port: The interface on the current device.

Neighbor: Select the peer device connected to the local interface.

Neighbor Port: The interface on the peer device interconnected with the current device's local
interface.

Or click [Import Configuration] in the upper right corner of the page to import the configuration.
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Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Auth & Accounts Operations Configuration

Design Topology ¢« @0

Import Configuration

®legend & Q | &

>

Inventory

SWITCH

— 0
smmmmm———

CX206Y-48GT-HPW4-M MAC: 60EB5A000001 MAC: 60EB5A000002
CX308P-48Y-M (& CX308P-48Y-M (&
—_— )

- Spinel Spine2
CL206V-48GT-M 172.22.252.51/32 172.22.252.52/32

— 1] 2 1|2

CX308P-48Y-M

Optical Splitter

Optical Splitter

47 48 a7 48

AP MAC: 60EB5A000003 MAC: 60EB5A000004
o CX206Y-48GT-HPW4-M r_j/ CX206Y-48GT-M r_j/
Leafl Leaf2
172.22.252.53/32 172.22.252.54/32
CAPT030-Z

Before importing, users can click [Export Configuration] on the right to obtain a blank configuration
file.

The format of the configuration file is as follows:

A B © D E F G H | ] K L M N 0] B Q
Device A Display Device Device B Location Real Display Custom
., Description  Device A MAC Hostname Device A Role Loopback A Device ASN Location A Real Interface A Interface A Cable BMAC Hosthame Device B SN B Interface B Interface B Description
# #
4 Configuratio Configuratio
Configuration n # n # #
(Required). (Conditional Configuration (Conditional Configuration ) # ) Configurat
" optional). optional). . . ., # Configu . # ion n
# When prefixed (Required). # (Optional). # " N #
i Import Import B Descri ration  # Description Descriptio (Optional). # Description
Description  with #, the Example: Description  Description Example: Description Description Description
configuration configuratio ption  (Option n Example:
entire line is. SuperSpine/Sp Ethernetl,Ether
from from al) Ethernetl,
treated as ., Ine/Agg/Leaf net2
inventory if inventory if Ethernet2
description
not not
configured configured
2
3 60eb5al01d3a Leaf-1 Leaf 172.22.252.60/32 Ethernet49 60eb5a0(Spine-1 Ethernet51

You can simply fill in according to the configuration file template and then import it.

Once you have finished editing the topology, click the [Save] (& button in the upper right corner to save

your edits to the topology.

6.1.2 Basic Network

Click [Basic Network] to enter the Basic Network Configuration interface to configure the basic network
that carries the service network, including the routing protocols between Leaf and Spine, and between
Spine and up-link devices. Besides information such as IP addresses that must be specified by the user,
the controller will dynamically generate basic configurations based on the network topology that do not

require the user's attention.
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6.1.2.1 Egress Route

Configuring Spine device up-link interface information.
Configure the IP address of the Spine device uplink interface and static routing information on the Spine

device.

Inventory Information ~ Design Topology  switch Configuration  Wi-Fi Configuration  Operation & Maintenance Configuration

Basic Network

oEgressRuutEr 2 Device 3 Finish
Please configure

uplink netwark of
Spine

Uplink v
Uplink Mode
Interface
15.82
Create (0Entries )
15.217
Create ( 1Entries )
Interface Local P Description
Route v
15.82
Create (1 Entries )
Dst Network Segment Nexthop IP
15.217
Create (1 Entries )
Dst Network Segment Nesthop 1P

If the Spine and the core device do not use static route but use dynamic route, user can click [Advance]

button to configure it.

Advanced v
Fast Canvergence Enable

«©

BGP Enable

Route Aggregation Enable

< Fast Convergence Enable: Minimize the convergence time during network topology changes in
order to protect the high availability of mission-critical services.

< BGP Enable: Enable the BGP function of Spine device and configure the AS number and IP address
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g

information of the up-link device, so that Spine can establish BGP neighbor relationship with the
up-link device.

< Route Aggregation Enable: When the Spine devices enable the BGP function, the routing
information of the terminal will be synchronized with the up-link device in form of aggregated
routes.

< HA: When enabled, the two Spine devices will provide a cross-device LAG interface to the up-link

device through the MC-LAG function.

6.1.2.2 Device Management

Configure device management related information:
TimeZone: Configure the system time zone.
NTP: Configure NTP Server.

SNMP: Configure SNMP community.

Syslog: Configure syslog server IP address.

TACACS+: Configure TACACS server IP address.

T T

Device ACL: Configure ACL rules restricting SSH, SNMP, TELNET connections to device.

6.1.3 Wired Service Configuration

6.1.3.1 Wired Service Configuration

Click [Switch Configure] to enter the wired service management interface, where you can configure
corresponding service VLANs and IP gateways on switches for wired and wireless users, and specify the
IP address of the DHCP server. Multiple service VLANs can be added to handle different service

requirements.

6.1.3.1.1 Service Activation

® [DHCP Relay]: Configure the DHCP server IP address. When the DHCP server does not support
recognizing the option82 field, the option82 option needs to be disabled.

® [VLAN]: Create service VLANSs. Note that in addition to basic service VLANs, a management VLAN for
user APs to connect to the controller must also be created.

® [IP]: Configure an address as the gateway for the service VLAN.

® [Access/Trunk]: Select the mode according to whether the interface transmits/receives packets with
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@

VLAN tags.
® Access: Accepts packets without VLAN tag, typically configured for the AP management VLAN.
® Trunk: Accepts packets with VLAN tag, typically configured for service VLANSs.
® [Member Interfaces]: Click the drop-down arrow to select the member interfaces of the VLAN.
® DAI/IPSG
The controller enables the DHCP Snooping function by default to effectively prevent DHCP Server
impersonation attacks, ensuring DHCP clients obtain IP addresses from legitimate DHCP servers.
Administrators do not need to manage trusted/untrusted interfaces on different devices-the controller
automatically generates configurations based on topology information.
Administrators can enable ARP inspection (DAI) and IP source guard (IPSG) based on network security
requirements. These functions validate host legitimacy using global DHCP Snooping entries to prevent
malicious hosts from forging legitimate identities or attacking the network via self-assigned IP addresses,
thus avoiding potential IP conflicts.
® MAC Scan (optional)
In Ethernet, MAC address table entries guide devices to perform layer 2 data forwarding. After enabling
this function, ARP Request packets corresponding to the IP address in the request table can be sent
based on the Snooping and User bind table entries, which are commonly used for dumb terminals and

server deployment. Proactively update device MAC and ARP table entries.
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Create Switch Configuration X

© Before configuring, please confirm the topology information

Name * Device *
test Leafl (60eb5a000003) > X v
Description

Network Activation Security User Authorization

DHCP Relay
DHCP Relay X

DHCP Server Detect Enabled
DHCP Server IP

Option82

«©

Create ( 0 Entries )

Create Services VLAN X
Services VLAN
VLAN Description
a
v
Create ( 0 Entries ) P Access/Trunk
Access e
ARP-TO-HOST Policy @
DAI IPSG
Strict mode v
MAC Scan

Members
( ~)

Required

6.1.3.1.2 POE

The access switch features PoE functionality, which can be directly enabled in the wired service

configuration to supply power to PD devices.
Click [Create]

PoE

Create ( 0 Entries )

Select the interface where the PoE function is to be enabled and set the startup delay time.
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PoE

Interface

Ethemnet1 x
Ethemet3 X
Ethemet5 X
Ethemet? X
Ethemet9 X
Ethermnet11
Ethernet13
Ethemet15
Ethemet17
Ethemet19
Ethemnet21

Ethernet23

Ethemet27
Ethemnet29
Ethemet31
Ethemnet33
Ethemnet35
Ethemnet37

X
X
X
b4
X
X
X
Ethemet25 X
x
X
X
X
X
X
Ethemet39 X

Ethemet2 x

Ethemetd x

Ethemet6 X

Ethemnet8 X

Ethernet10 X
Ethernet12 X
Ethernet14 x
Ethernet16 X
Ethemet18 x
Ethemet20 X
Ethernet22 x
Ethernet24 X
Ethernet26 X
Ethemet28 x
Ethemnet30 X
Ethemet32 x
Ethernet34 X
Ethernet36 X
Ethernet38 x
Ethernetdd X

PoE Enable

«©

PoE Delay

30 * second(s)
v

POE Delay: This refers to a brief, intentional time delay introduced at a PoE switch port between when it

begins to supply power and when it actually delivers power to the Powered Device (PD).

6.1.3.1.3 Wired Clients Information Collection

Interfaces with this feature enabled will report information about the connected wired terminals to the

controller.

Wired Clients Information Collection

Wired Clients Information Collection Enable

«

Port Range

Ethernetl X
Ethernet9 x
Ethernet17 x
Ethernet25 X

Ethernet33 X

Ethernet2 X

Ethernet10 X
Ethernet18 x
Ethernet26 X
Ethernet34 X

Ethernet20

Ethernet36 X

Ethernet5 X

Ethernet13 x

X Ethernet29 X

Ethernet21 X

Ethernet37

Etherneté X  Ethernet? X  Ethernet8 X

Ethernetl4 X  Ethernet!5 X  Ethernetl6 X

Ethernet22 X  Ethernet23 X  Ethernet24 X X v
Ethernet30 X  Ethernet31 X  Ethernet32 X

Ethernet38 >  Ethernet39 X Ethernetd0 X

6.1.3.1.4 Network Security Configuration [Optional]

Administrators can further enhance network security by configuring device management ACLs and

service ACLs to set blacklists/whitelists for user internet traffic.
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Metwork Activation Security User Authorization

Business ACL

Create ACL ( 0 Entries )

6.1.3.1.5 User Authentication Configuration [Optional]

In enterprise networks or public places with high security requirements, enable 802.1x-based user
authentication. This ensures only authenticated users and devices can access network resources,
enhancing security. Through the graphical interface, administrators can define and apply authentication

policies, including specifying ports for 802.1x authentication and setting different authentication rules.

802.1x v

Server detection

Authorization

Enable Secret

Authentication

Server mode

Polling v

Create ( 0 Entries )

Accounting

Create ( 0 Entries )

User Authorization v

Create ( 0 Entries )

6.1.3.2 DHCP

The controller supports users to configure DHCP Server functionality on Spine devices.
After entering the venue, click on [Configuration] - [Wired Service Configuration] - [DHCP] to enter
the DHCP Server configuration interface, and click on the [+] button on the page to create a new

configuration:
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Inventory Information Design Topology Switch Configuration

Switch Configuration DHCP

15.82(60EB5AD110CB) 3 CX308P-48Y-N

15.6(60EB5A011506)  [©) Connected 3 DB9BDX3530_52CD

Created (0)

Empowering Choice for Network Fusion in Ubiquitous Computing

Wi-Fi Configuration Operations Configuration

M inter Port (Down) [l Inter Port (Up)

CRY

Follow the prompts on the page to configure address pool details. Fields marked with * are mandatory.

Create DHCP Pool
Basic DHCP Option MAC Bind IP
Name *
test
Network @ *

192.168.1.1

Gateway Address @ *

192.168.1.1

Address Pool (Total: 199) @@ *

Start 192.168.1.2

Lease Time @ *

Default Lease Time 6000

Description

Mask 255.255.255.0

DNS @

End 192.168.1.200

Maximum Lease Time 12000

B ~

4

[I

® Name: User defined.
°
DHCP client is located.
°
® DNS: Specify the DNS server address.
°
°

Lease Time: Specify the IP address lease time.

Network: Specify the network segment where the IP address assigned by the DHCP server to the

Gateway Address: Specify the gateway address assigned by the DHCP server to the DHCP client.

Address Pool: Specify the address range allocated by the DHCP server to DHCP clients.

Click on [DHCP Option]and fill in the relevant information (optional, if you need to obtain the address of
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the device connected to the controller, you need to fill in [Controller IP]). Other functions can be

expanded as needed by users.

Create DHCP Pool E X
Basic DHCP Option MAC Bind IP

Next Server

Vendor Specific (Option 43)
Server Identifier (Option 54)
TFTP Server (Option 66)
Bootfile Name (Option 67)

Controller IP

® Next Server: Configure the IP address of the network server to be used in the next step during the
DHCP client startup process.

® Vendor Specific (Option 43): Hexadecimal number used to transmit vendor specific information to
client devices of a particular vendor.

® Server Identifier (Option 54): Notify the client of the address of the DHCP server.
® TFTP Server (Option 66): Configure the TFTP server address used by DHCP clients.
® Bootfile Name (Option 67): Configure the startup configuration file name for DHCP clients.

® Controller IP: DHCP options specifically designed for wireless AP discovery controllers, fill in the

controller IP address.

The controller supports configuring MAC binding IP function, which users can fill in as needed.

Create DHCP Pool E X
Basic DHCP Option MAC Bind IP

IP MAC Description
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After completing the configuration, click save.
6.1.4 Wireless Service Configuration

6.1.4.1 Wireless Service Configuration

Click [Wireless Configuration] - [+] - [Create Configuration] to configure the necessary basic
information for the wireless AP, e.g. SSID settings, security policy. The controller can automatically
generate the corresponding configuration script based on the administrator's input.

The controller supports the configuration of different wireless service configurations, and after the AP
goes online, it will determine which configuration should be issued to the AP based on the [CONFIG TAG]

attributes of the configuration.

Create Configuration ®

Name Device Types Config Tag Mode Description

- default Basic v

Content (Basic) B

6.1.4.1.1 System

Set time zone and select whether to enable LED.

Content (Basic)

System Network Activation Security & Services

Timezone @ LEDs Active @ *

China Shangha v (:)

6.1.4.1.2 Network Activation

1. SSID

Configure SSID related content.
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Content (Basic)

System Network Activation Security & Services

SSIDs LANs
New SSID () - 1080 X
SSID @* Wi-Fi Bands @ * VLANID * Bypass
A
New SSID v 1080 v
Authentication
Protocol @ * Key @ * IEEE 802.11w @ Captive
WPA-PSK v e N Optional v

Advanced Settings

If there is a specific application scenario, the administrator can also customize the default configuration

of the AP in the [advanced settings].

Advanced Settings
UpstreamPorts * Hidden SSID @ * Isolate Clients @ Unicast Proxy ARP @

*

Conversion @
WAN* v

« «

Rate Limit
Access Control List

Access Vendor List

2. LAN

When the AP is one that has an extended wired interface and is capable of accessing terminals by wired

means, such as a panel AP, the user can configure the access method for wired terminals through the

configuration in LANSs.

Content (Basic)

System  NetworkActivation  Security & Services

SSIDs LANs

LAN1 (un-tagged) - 1080 X

UpstreamPorts DownstreamPorts * Downstream VLANID @ * DHCP Snooping

(i VLAN Tag A Trusted
X 1080
X v

v
WAN* v Un-tagged v ()

< UpstreamPorts: Specify the up-link interfaces for wired terminal to access the network through AP,
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usually it is the interface for AP to connect to the switch, and keep the same with [UpstreamPorts]
in [SSID] - [Advanced] Settings, the default is: WAN*,

DownstreamPorts: Interfaces for wired terminal access.

Downstream VLAN Tag: Whether the wired terminal carries VLAN Tag.

VLAN ID: The AP receives messages from wired terminals that add this VLAN TAG to identify.

S

DHCP Snooping Trusted: DHCP Snooping Trusted interface, if the wired terminal needs to obtain IP

address through DHCP service, this switch needs to be on.

6.1.4.1.3 Security & Services

1. NTP

System Network Activation Security & Services

NTP Wi-Fi Steering Captive Syslog

Server Addr @ * Local Server @

150.1.0.1 v

Server Addr: Enter the URL/IP address of the NTP server. The AP will synchronize the time from this
address.
Local Server: Start the NTP service on the AP.

2. Wi-Fi Steering
System Network Activation Security & Services

NTP | Wi-Fi Steering Captive Syslog

Mode @ Auto Channel @ Auto Channel Time @ Assoc Steering @ Min Connect SNR @

Local 90 : dB
Min SNR @ Min SNR Kick Delay @ Load Kick Threshold @ Roam Scan SNR @ Roam Trigger SNR @

95 ' 5000 Soms 20 ) 85 L ds 85 !

v v v v

4

Auto Channel: The wireless access point automatically scans the surrounding radio frequency
environment in real time through an intelligent algorithm, and selects the working channel with the least
interference and optimal quality to maximize the performance and stability of the wireless network. This
is an automated function. After enabling, you can set the Auto Channel Time.

Assoc Steering: Assoc Steering is an active control mechanism in wireless networks. When a new client
device attempts to connect to an access point (AP), the system makes intelligent decisions based on the
global network status (such as signal strength, AP load, etc.).

Min Connect SNR: Minimum signal-to-noise ratio or signal level (dBm) to allow connections.
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Min SNR: Minimum signal-to-noise ratio or signal level (dBm) to remain connected.

Min SNR Kick Delay: Timeout after which a station with snr < min_snr will be kicked.

Load Kick Threshold: Minimum channel load (%) before kicking clients.

Roam Scan SNR: Minimum signal-to-noise ratio or signal level (dBm) before attempting to trigger client
scans for roaming

Roam Trigger SNR: Minimum signal-to-noise ratio or signal level (dBm) before attempting to trigger
forced client roaming

3. Captive

System Network Activation Security & Services

NTP Wi-Fi Steering Captive Syslog

Auth Mode Walled Garden FQDN Walled Garden IP Addr Idle Timeout * Session Timeout
Internal - RADIUS ~ . . 600 = =
Auth Server * Auth Secret * Auth Port * Acct Server Acct Secret
192168110 e e e e Show : Show
Acct Port Acct Interval
- -
v v
4. Syslog

System Network Activation Security & Services

NTP Wi-Fi Steering Captive Syslog

Host @ * Port @ Proto @ * Size @

»
»

uppP v KiB

4
4

Host: IP address of a syslog server to which the log messages should be sent in addition to the local
destination.

Port: Port number of the remote syslog server specified with log_ip.

Proto: Sets the protocol to use for the connection, either tcp or udp.

Size: Size of the file based log buffer in KiB. This value is used as the fallback value for log_buffer_size if

the latter is not specified.

6.1.4.2 Wireless RF Configure

When the AP is online and connected to the controller, according to the actual deployment environment,
if you need to adjust the wireless RF related configuration of the AP, you can configure it in the [Radio

Configuration] page.

WiFi Configuration  Radio Configuration

Radio Configuration{0) A , . o 1=1=
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Edit Radio Configuration X
Device m
Country Wi-Fi Wi-Fi Bands * MAC - Name - Device Type - Wi-Fi
Standards Standards - Wi-Fi Bands (0/6) @ *
26 5G v
Wi-Fi6 v v
2G
Channel Mode Channel Width Channel Maximum Tx Power Enable
Clients @ Yy
HE (WiFi 6: by + 20 MHz v Auto ‘ 3t , dBm
a
128 -
5G
Channel Mode Channel Width Channel Maximum Tx Power Allow DFS @ Enable
Clients @ ~
HE (WiFi6: b, ~ 40 MHz v Auto v 3 dBm

128

6.1.5 Configuration Release

6.1.5.1 Switch

Switches support both in-band and out-of-band management methods. Operation and maintenance
personnel can flexibly choose based on current network conditions. For devices in the factory default
state, whenever either the management port or service portisin an "Up" state, they will actively initiate
a DHCP request to obtain a temporary management IP address and the IP address of the cloud-based
controller from the DHCP server. They will then connect to the controller to retrieve configuration
information.

Once all switches are successfully connected to the controller, click [Topology Consistency Verification]
on the upper right side of the [Design Topology] view to confirm whether the generated topology

matches the planned topology. After verification, the controller can deploy configurations to the switches.

1. Click [Configuration] - [Design Topology] - [Basic Network] - [Push Configuration] to issue the

basic configuration for all devices.

Basic Network @ <
o Egress Router 2 De 3

Please configure uplink network
of Spine

By default, the controller will select all switches. Click the [Next] - [Start] button to start issuing basic
network configurations for the switches.
2. Click [Configuration] - [Switch Configuration] - [Push Configuration]to issue a configuration for

the device.
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© Navigation ” Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Operations Canfiguraliono

Map . ) .

Switch Configuration ~ DHCP
Real Topology
Switch Configuration (2) G ==
%D Dashboard
yl Configuration o Before configuring, please confirm the topology information
B Devices NAME o VLAN STATUS LAST MODIFIED + CREATED © CREATOR o DESCRIPTION & ACTIONS
LB Client 1 50, 60, 70 Effective 23 hours ago 24 hours ago yangyuwen@asterfusion.com <
Q Operations €I + . Push Configuration
perations 2 50 Effective 24 hours ago 24 hours ago yangyuwen@asterfusion.com o g

3. Onthe [Configuration] - [Switch Configuration] - [DHCP] interface, select the configuration to be

deployed and click the [Push Configuration] button to deliver the configuration.

Created (3) Q./ q]
wireless_terminal Tl wireless _terminal Viellf Devam 173
Mot Applied
180.10.0.2 - 180.10.0.254 Network Address Paol (Total: 253
180.10.0.0 / 255.255.255.0 180.10.0.2 - 180.10.0.254
wired_terminal o] Gateway Address DNS
Not Applied 180.10.0.1 - Assigned: 0
180.10.1.2 - 180.10.1.254 Default Lease Time Maximurn Lease Time ® Unassigned: 253
1 Hours 40 Minutes 3 Hours 20 Minutes
AP_mgmt m}
Mot Applied
180.10.2.2 - 180.10.2.254
180.10.0* >

6.1.5.2 AP

The AP does not need to manually issue the configuration. After the configuration of the device is issued
and takes effect, the PoE power supply function of the switch is turned on, and the AP can power on and
work. When the AP connects to the controller with the information obtained through the DHCP service,
the controller will automatically send the configuration to the corresponding AP based on the
comparison between the TAG identification stored in the AP inventory and the TAG identification in the

planning configuration.
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6.2 Large/Mid-scale Network Deployment

DHCP Server
NTP Server
Controller

—,
| B

- // “\\ "',"“\\\‘ h .
/ ‘\‘\ / 4 \\ .

The Large/Mid-Scale Campus network can adopt a Spine-Aggregation-Leaf three-level structure, which
expands the number of accessible Leaf devices through Aggregation and further expands the number

of access ports. Support configuring MC-LAG access servers on Leaf switches.
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6.2.1 Design Topology

CEm

- = =

i —— — — —— . e e —— e,
a =] a

e S ki, e S . i, . s i, . = =& Qiwdliw

Large/Mid-Scale Campus 52 Open Cloud Connect

Adopts the Spine-Aggregation-Leaf network architecture, based on the classic full three-layer routing network of a cloud-
based campus, with distributed gateways deployed on Leaf devices. By adding Aggregation devices, it can support the
access of over 700 Leaf switches, making it suitable for large-scale campus networks to achieve stronger horizontal
scalability and high reliability.

Please select the devices
Spine Please select the device model v

Business Network Switch Group

Aggregation Type
None Single Multiple

Leaf

a
Please select the device model ~

Server Network Switch Group

Leaf

>

Please select the device model ~

The device selection and topology editing are the same as the Small/Mid-scale campus networks. If MC-
LAG needs to be deployed, it is necessary to choose the model and quantity of server network switch
group and switches during topology planning, and MC-LAG Enable should be automatically enabled on

the server area leaf switch after selection.

Large/Mid-Scale Campus b Open Cloud Connect b

Adopts the Spine-Aggregation-Leaf network architecture, based on the classic full three-layer routing network of a cloud-
based campus, with distributed gateways deployed on Leaf devices. By adding Aggregation devices, it can support the
access of over 700 Leaf switches, making it suitable for large-scale campus networks to achieve stronger horizontal
scalability and high reliability.

Please select the devices
Spine  Cx204v-485-M v

Business Network Switch Group

Aggregation Type
None  Single © Multiple

Aggregation:
CX308P-48Y-N v
Leaf
CX204Y-485-M v ( 2 =
Server Network Switch Group
Leaf
a
CX204Y-485-M vo2 =
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The topology overview is shown below:

o] ® MAC: o—@— 09— » MAC: [o)]
CX204Y-485-M & CX204Y-485-M [
Spine-1 Spine-2

le)] * MAC: o9—eo » MAC:
CX308P-48Y-N [ CX308P-48Y-N [£
Aggregation-1 Aggregation-2

o (7]

o * MAC: o} o * MAC: o o * MAC: o®—@o » MAC: o
CX204Y-485-M & CX204Y-485-M [& CX204Y-485-M [& CX204Y-485-M [4
Leaf-1 Leaf-2 Server-Leaf-1 Server-Leaf-2
o o) o o

Users can click the [Edit] button on the device end and fill in the corresponding information in the slide-
out panel on the right.

Edit x

Device Model *

CX308P-48Y-M -
MAC *

60eb5a010001 (Spine1) “
Loopback0 IP *

172.22.252.51/32
Host Name *

Spine1

Device Role *

Spine v
Inter Port ~
Local Port Neighbor Neighbor Port
49 x X o~ Spine2 49 x X v
Local Port Neighbor Neighbor Port
Ix X v Leaf3 47 x X v
Local Port Neighbor Neighbor Port
4 % X v Leafd 47 x X v
Local Port Neighbor Neighbor Port
1x X v Aggl 47 x X v
Local Port Neighbor Neighbor Port
2x X v Agg2 47 x X v
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6.2.2 Basic Network

6.2.2.1 Aggregation

Configure the in-band management network for aggregation devices. Typically. the Spine and Leaf
devices are Layer 3 devices. in-band management can use the Loopback0 address. while the aggregation
device is a Layer 2 device for which you need to configure the management VLAN and IP.

Controller can assign an in-band management address to each aggregation device based on the address

segments that are entered by the user.

Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Operations Conﬁguratinno

Basic Network <
oBusmessNetwork 2 Server Netwo 3 Egress Route 4 Device 5 Finish

Management Network v
y 4
y —an y : /T J)o
=1 =<]
y y y y

Management IP Address Segment @

10.12.10.0/24

The step size is 1 and can be allocated to 254 devices

6.2.2.2 Server Network

Configure in band management network for Leaf devices. (Optional. If out of band management is
selected, there is no need to configure the management address range)

Configure the Peerlink interface VLAN and Peerlink IP.
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Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Operations Configurationo
Basic Network <
v Business Network o Server Network 3 Egress Router 4 Device 5 Finish
Please configure uplink network
of Spin
Management Network v

Management Method

In-Band v

Management |IP Address Segment

10.12.10.0/24

The step size is 1 and can be allocated to 254 devices

P
L

Peerlink VLAN

>

4050

4

PeerLink IP
40.50.0.1 /30

The step size is 1 and can be allocated to 2 devices

6.2.2.3 Egress Route

The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network
Deployment], please refer to the previous section to complete the configuration.

6.2.2.4 Device Management

The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network
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Deployment], please refer to the previous section to complete the configuration.

6.2.3 Wired Service Configuration

6.2.3.1 Business Network Switch Group Wired Service Configuration

Create Switch Configuration X

© Before configuring, please confirm the topology information

Name * Device *

Configuration Type
Default v

Description

Default configuration type selection, the rest is the same as [Small/Mid-Scale Network Deployment],

please refer to the previous section to complete the configuration.
6.2.3.2 Server Network Switch Group Wired Service Configuration

6.2.3.2.1 Server Area Leaf

The Leaf switch of MC-LAG network needs to be configured with link aggregation port and business VLAN.
Select [Configuration Type]as server area.

Select [Device] as the leaf MC-LAG pair that needs to be configured.

Select [Device Role] as leaf.

Follow the prompts on the page to fill in the required business configuration.

Server Area Leaf 2 145 - 107 < =
Name Device *

Server Area Leaf 2 145- 107 15.107 (60eb5a00eea) 60eb5a012527 (60eb5a012527) v
Configuration Type Device Role

Server Leaf
Description

Link Aggregation
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@

Link Aggregation ID X
Link Aggregation 1D Mode

A q

= Static v
Members

® LAG: Link Aggregation ID, users can create IDs within the range of 1501-2000 as needed.
® Mode: Static/LACP, choose whether the link aggregation mode is static or LACP dynamic
negotiation.

® Member: Select the member interface connected to this business server.

Services VLAN

VLAN Access/Trunk

Access v

Members

Description

® VLAN: Users can fill in VLAN IDs ranging from 2 to 4050 as needed.

® Access/Trunk: The Access interface is used to connect terminal devices and belongs to a VLAN; The
Trunk interface is used to connect network devices and allows traffic from multiple VLANs to pass
through.

® Member: Member interfaces can only select LAG ports that have been configured in link

aggregation.

6.2.3.2.2 Server Area Spine

The business gateway of MC-LAG network is deployed on Spine devices, and when selecting devices,
devices of Spine type also need to be added.

Create a business gateway for the business VLAN corresponding to the Leaf switch in the server area.
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Server Area spine </ <

Name
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Device *

Server Area spine 15.82 (60eb5a0110ch) 15.6 (60eb5a011506)

Configuration Type Device Role

Server Spine

Description

Network Activation

DHCP Relay
DHCP Server Detect Enabled

Option82

If the Spine downstream device needs to obtain an IP address from the Spine upstream DHCP server, a
DHCP relay needs to be configured.
® DHCP Relay: Configure the IP address of the DHCP server. When the DHCP server does not

support recognizing the option82 field, the option82 option needs to be turned off.
Services VLAN

VLAN Description

IP Access/Trunk

Access v

Broadcast Domain

® VLAN: The business VLAN corresponding to the Leaf switch in the server area.
® IP: Fill in the gateway IP address of the business VLAN.
® Access/Trunk: The Access interface is used to connect terminal devices and belongs to a VLAN;

The Trunk interface is used to connect network devices and allows traffic from multiple VLANs to

pass through.

® Broadcast domain: Select the MAC address of the leaf switch corresponding to the VLAN.
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6.2.3.3 Network Security Configuration [Optional]

The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network

Deployment], please refer to the previous section to complete the configuration.

6.2.3.4 User Authentication Configuration [Optional]

The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network

Deployment], please refer to the previous section to complete the configuration.

6.2.3.5 DHCP

DHCP configuration reference 6.1.3.2, Spine will automatically run DHCP failover to ensure business
stability.

6.2.4 Wireless Service Configuration

The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network

Deployment], please refer to the previous section to complete the configuration.

6.2.5 Configuration Release
The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network

Deployment], please refer to the previous section to complete the configuration.

6.3 Traditional L2 Network Deployment

DHCP Server
NTP Server
' Controller
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6.3.1 Design Topology

Device selection and topology editing is the same as for the Small/Mid-Scale Campus network. The

topology is summarized as shown below:

MAC:
CHIDEP4EY-M [
Spine-1
MAC: MAC:
CHIEY-4BGT-M-5 & CH206P-245-M-H
Leaf-1 Leaf-2

6.3.2 Basic Network

6.3.2.1 In-Band Management

In the traditional Layer 2 network scenario, the in-band management method for Leaf devices is as
follows: create a VLAN interface as the in-band management interface to connect to the controller. On
the current page, administrator can specify a VLAN ID as the in-band management VLAN, configure the
address segment of the management IP and the gateway address for in-band management (this
gateway address will be configured on the Spine device), and select the member interfaces of the VLAN
and the mode (trunk/access) when joining the VLAN.

The controller will allocate a management IP address from the specified address segment for each Leaf

switch and present the allocation results in the table below:

In-Band v

VLAN
100 :

1P

192.166.0.0/24

Gateway

192166.0.1

Members

1a8

MAC Host Name Device Role Device Type VLAN 3 Gateway Access/Trunk Members
60eb5a0110ch 1582 spine CX308P-48Y-N 100 192.168.0.1 - Acess 1948
60ebSa0l1c34 15.198 Leaf CX204¥-48GT-M-5 100 192.168.0.3/24 192.168.0.1 Access 148
belaZad2d1b7 15217 Leaf CX206P-245-M-H 100 192.168.0.4/24 192.168.0.1 Access 148

(1) 10/ page
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6.3.2.2 Egress Route

Select the interface ID of the Spine device's up-link interface and configure the IP address.

Uplink

Interface Local IP

Ethernetss = 82.0.10.1/32
Description

test

In the traditional L2 scenario, Spine devices only support connecting to external network by configuring

static routes. To ensure normal network operation, it is generally necessary to configure a default route.

6.3.2.3 Device Management

The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network

49



Astertusion Empowering Choice for Network Fusion in Ubiquitous Computing

Deployment], please refer to the previous section to complete the configuration.

6.3.3 Wired Service Configuration

Unlike full L3 networks, the service network in traditional L2 networks is deployed on Spine devices.

Therefore, when selecting devices, Spine-type devices must also be added.

Create Switch Configuration x

O Beforec ing. pl fi topology information

Name * Description

Device *

6.3.3.1 Spine

In addition to serving as a service gateway, DHCP relay is enabled on Spine devices, allowing broadcast
DHCP requests from APs and terminals to be converted into unicast packets via DHCP relay and sent to

the DHCP server.

DHCP Relay

DHCP Server [P

Create service VLAN:

Create Services VLAN X
VLAN Description
s

1080 v
IP Access/Trunk

180.10.0.1/24 Trunk v
Members

Ethernetl X Ethernet2 X X v

® [DHCP Relay]: Configure the IP address of the DHCP server. When the DHCP server does not support
recognizing the option82 field, the option82 option needs to be disabled.

® [VLAN]: Create service VLANs. Note that in addition to basic service VLANs, a management VLAN for
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user APs to connect to the controller must also be created.

® [IP]: Configure an address as the gateway for the service VLAN.

® [Access/Trunk]: Select the mode according to whether the interface transmits/receives packets with
VLAN tags.
® Access: Accepts packets without VLAN tags, typically configured for the AP management VLAN.
® Trunk: Accepts packets with VLAN tags, typically configured for service VLANs

® [Member Interfaces]: Click the drop-down arrow to select the member interfaces of the VLAN on

the Spine device, usually all interfaces connected to the Leaf switch.

6.3.3.2 Leaf

The Leaf switch is purely configured for Layer 2. On this interface, only the VLAN ID and member

interfaces need to be specified, and all other configurations are generated by the controller.
Spine Leaf Security User Authorization

Services VLAN v

VLAN Access/Trunk Members Description Actions

1080 Trunk 1-48 Edit Delete

@ 10 / page

Wired Terminal Information Collection Enable
Enabling this function on an interface will report terminal information under the interface to the

controller.

Wired Clients Information Collection

Wired Clients Information Collection Enable

@«

Paort Range

51



Asterfusion Empowering Choice for Network Fusion in Ubiquitous Computing

6.3.3.3 security [optional]

Create Service ACLs to configure access control lists between services in different network segments.
Note: This configuration takes effect on Spine devices, and VLAN isolation is applied between Leaf

devices.

Spine Leaf Security User Authorization
@ This configuration applies to Spine devices!

Business ACL

Create ACL ( 0 Entries )

6.3.3.4 User Access Authentication Configuration [Optional]

The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network

Deployment], please refer to the previous section to complete the configuration.

6.3.3.5 DHCP

DHCP configuration reference 6.1.3.2

6.3.4 Wireless Service Configuration

The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network
Deployment], please refer to the previous section to complete the configuration.

6.3.5 Configuration Release

The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network
Deployment], please refer to the previous section to complete the configuration.

6.4 Open Cloud Connect

The Open Cloud Connect scenario enables classic Layer 2 and Layer 3 functions on standalone devices,
providing flexible combination capabilities. Gateways can be deployed on aggregation or access
devices. This approach is suitable for standalone device scenarios, scenarios where all devices share the
same configuration, and specialized scenarios that cannot be addressed by generic solutions. It also

allows users to configure DHCP servers on Leaf devices.
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6.4.1 Wired Service Configuration

6.4.1.1 Gateway Deployed on Aggregation Devices

When the gateway is deployed on aggregation devices, the Leaf switches are configured as pure Layer 2
devices. On this view, service VLAN IDs and member interfaces need to be specified, while the remaining

configurations are generated by the controller.

Name Device *
Access-1 Access-1 (60eb5a000001) ~
Description

Network Activation Security Device

Route v

Select the downstream and upstream port of the switch for the member interface of the services VLAN.

VLAN

1080

Create VLANIF
DHCP Trust €@

Members ( Access )

v
Members ( Trunk )
Ethernet! X Ethernet2 X Ethernet3 X Ethernetd X Ethernets X Ethemnet6é X Ethemet? X
Ethernet8 X Ethernet9 X Ethernet1l0 X Ethernet11 X Ethernet12 X  Ethemet13 X
Ethemmet14 X Ethemet15 X Ethemeti6 X Ethernetl7 X Ethemet18 X Ethernet19 X
Ethernet20 X Ethemet21 X Ethemnet22 X  Ethernet23 X Ethemet24 X  Ethernet25 X
Ethernet26 X  Ethernet27 X Ethemet28 X Ethernet29 X Ethernet30 X  Ethernet31 X X A
Ethernet32 X Ethemnet33 X Ethemet34 X Ethernet35 X Ethemnet36 X  Ethernet37 X
Ethernet38 »X  Ethemnet39 X  Ethemetd0 X  Ethernet41 X  Ethemnet42 X  Ethernetd3 X
Ethernetdd X  Ethernetd5 X  Ethernetd6 X  Ethernetd7 X  Ethemnetd8 X  Ethernetd9 X
Ethernet50 X  Ethemet51 X  Ethernet52 X  Ethernet53 X  Ethemet54 X

6.4.1.2 Gateway Deployed on Access Devices

If the gateway is deployed on access devices, you need to enable [Create VLANIF] when creating the
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service VLAN and fill in the [IP] asthe gateway address for this service. The remaining configurations

are consistent with section 6.4.1.1.

Note: When the gateway is deployed on access devices, if downstream terminals need to obtain IP

addresses via DHCP to go online, you must configure the required DHCP address pool on the access

devices or set up DHCP relay on the access devices to ensure that the request packets from the terminals

can reach the designated DHCP server.

Configure the service gateway:
VLAN

1081

Create VLANIF Address Allocation IP Mask

Static v 181.10.0.1 24

DHCP Trust @

Members ( Access )

Ethernet! X Ethernet2 X Ethemnet3 X Ethernet4 X  Ethernets X Ethernet6é X  Ethernet7 X
Ethernet8 X  Ethernet9 X  Ethemnet10 X  Ethernet11 X  Ethernet12 X  Ethemnet13 X

Ethernet14 Ethernet15 Ethernet16 Ethernet17 X  Ethernet18 X  Ethernet19

Ethernet20 Ethernet21 Ethernet22 Ethernet23 X  Ethernet24 X  Ethernet2b

Ethernet26 Ethernet27 Ethernet28 Ethernet29 X  Ethernet30 X  Ethernet31

X X X X

Ethernet32 Ethernet33 Ethernet34 Ethernet35 X  Ethernet36 X  Ethernet37

X X X X X
X X X X X
X X X X X

Ethernet38 Ethernet39 Ethernet40

Members ( Trunk )

IP: Configure the address as the gateway address for this service VLAN.

6.4.1.2.1 Configure DHCP Server

The Open Cloud Connect scenario supports users in configuring a DHCP server on access devices.

Click the [+] on the right side of [IP Management] to create a DHCP server.

IP Management

DHCP Relay DHCP Server

Select the IP Management method as [DHCP Server], choose VLAN and click [Next]

V
e
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Create Configuration

° IP Management Mel 2 Address Pool 3 DHCP Option 4 MACBind IP
IP Management Method *
DHCP Server v
VLAN *
VLAN 1081 v

Configure the Network, Address Pool range, Gateway Address, and Lease Time.

Create Configuration

v IP Management Met o Address Pool 3 DHCP Option 4 MACBind IP
Network €@ *
181.10.0.0 Mask  255.255255.0

Address Pool (Total: 253) @ *

Start 181.10.0.2 End 181.10.0.254
Gateway Address @ * DNS @
181.10.0.1

Lease Time @ *

Default Lease Time : Set  Maximum Lease Time : Second(s)

Configure DHCP Option(Optional)

x
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v IP Management Met  +/ Address Pool —— e DHCP Option 4 MAC Bind IP
Option
Required
Add @

If clients connected under the AP need to access the controller, the controller address must be added in

the DHCP Option page when configuring the AP address pool.

Edit Configuration X
v IP Management Met  +  Address Pool ° DHCP Option 4  MACBIind IP
Option
Controller IP v 192.168.0.91 °

Configure MAC Bind IP (Optional). Once all configurations are complete, click [Save] in the upper-right

corner.

Create Configuration X

v IP Management Mei  + Address Pool —— + DHCP Option —— °MAC Bind IP

P MAC

( ) o

Required

Add ®

6.4.1.2.2 Configure DHCP Relay

Click the [+] on the right side of [IP Management] to configure the DHCP relay.

IP Management

ffe

DHCP Relay DHCP Server Please input the VLAN ID

Select [IP Management] method as [DHCP Relay], and choose the service VLAN that requires relay

configuration.

56



Asterfusion Empowering Choice for Network Fusion in Ubiquitous Computing

Create Configuration X

o IP Management Method 2

IP Management Method *

DHCP Relay ~

VLAN *

VLAN 1081 x X v

Click [Next], enter the DHCP server IP, and then click [Save] in the top right corner to complete the

configuration.

Create Configuration X

3\»//] IP Management Method o DHCP Relay
Basic Configuration

Option82

«©

DHCP Server

DHCP Server IP *

Option 82: DHCP Relay Agent Information Option. Option 82 is inserted by the DHCP relay agent when
forwarding the DHCP client discovery message. When the relay agent receives a broadcast request from
a client, it converts it to unicast and sends it to the DHCP server, along with the Option 82 information.
(Optional)

6.4.1.3 Network Security Configuration [Optional]

The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network
Deployment], please refer to the previous section to complete the configuration.

6.4.1.4 Device Management[Optional]

The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network
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Deployment], please refer to the previous section to complete the configuration.

6.4.1.5 POE[Optional]

The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network

Deployment], please refer to the previous section to complete the configuration.

6.4.1.6 Wired Clients Information Collection[Optional]

The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network
Deployment], please refer to the previous section to complete the configuration.

6.4.2 WiFi Configuration

The configuration of this part is consistent with the Egress route of [Small/Mid-Scale Network
Deployment], please refer to the previous section to complete the configuration.

6.4.3 Configuration Release

The open cloud connect scenario does not require the issuance of basic network configuration, and the
rest of this part is consistent with the Egress route of [Small/Mid-Scale Network Deployment], please
refer to the previous section to complete the configuration.

6.5 PON

PON is a fiber access technology that achieves single-fiber sharing, high bandwidth and low cost through
passive optical distribution networks. The controller currently supports the configuration of OLT Stick
and the status viewing of OLT Stick and ONU.

6.5.1 Add Devices

Only the OLT need to be imported. The ONU and splitter do not need to be imported.

The import method can be referred to 4.2.1

6.5.2 Design Topology

If a splitter is to be used between Spine and Leaf, to make the topological wiring relationship clear, the

splitter needs to be incorporated into the topological planning.
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® Navigation v
&) Dashboard
| #’ Configuration

B Devices

Client

Q, operations&D v

R Users
@ System ~
rAnnor tar Navirae: 1

Inventary Information Design Topology Switch Configuration Wi-Fi Configuration Auth & Accounts Operations Configuration
Design Topology < B o CEa e
Inventory ~ @legend @ Q &
SWITCH
———— n
s
CX206Y-48GT-HPWA-M « MAC: AADODO000D0L + MAC: AADOOCO0D00Z
Ca0sP sV H 61 61 CX0ER AV MH (&
o1 02
g idismig e
CX308P-48Y-M-H ti(2]-1s £] s 3 4
Optical Splitter
Optca slites
Optica splier ptca Spimer Optca sliter
.” ol R j 5= j
Optical Splitter
Splitter-testiinl [
Splitter-testli . - [ kaka @ +* A
AP
1 2 1][2 1] (2 11[2 1 2 1 2 1 2

« MAC: AADOO000003
CXA0EY-ABGT HPWA M [

= MAC: RADOODOD0004 = MAC: AAGD0ODO0DC

5  MAC: AAOOD0000006
CHIOBY-ABGT HPWA M [ CX206Y-48GTHPWA M [

] ac MAC: ARBOD000D03
©X206Y-48GT HPWA M [

. o
CX206Y-48GT-HPWA M [ CX206Y-4BGTHPWA M [ CH206Y-48GT HPWA-M [
o7 08 09
10.1.10.7/32 10110832 10.1.10.9/32

03 04 06
10.1.10,3/32 10.1.104/32 101105132 10.1.10.6/32

In the scene planning topology of Small/Mid-Scale Network Scenarios, splitters is included by default.

Users can freely plan the switch side as needed.

The interface of this end needs to be filled in. For the rest of the content, please refer to 6.1.1

Inter Port

Local Port
61 %

Local Port
4 %

Local Port
3 X

Local Port
1X

Local Port

2%

~
Neighbor Neighbor Port

X v 02 61 % X v
Neighbor

X v FF
Neighbor

% wv kaka
Neighbor

X v  Splitter-test1111
Neighbor

X~ Splitter-tes s B 05 H5e 5 o5c) M5By ma )P o ] o o P ..

If the user adopts a multi-layer spectrometer, the interface of the opposite end spectrometer needs to

be filled in the spectrometer.
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Name

Splitter-6

Inter Port

Neighbor

Neighbor Port

Splitter-5 [ Top |

)

Neighbor
any
09

top: Refers to the port in the uplink direction

any: Refers to the port in the downlink direction

6.5.3 OLT Stick Configuration

On the [Devices] view, click on the OLT device identifier that needs to be configured to enter the device

overview.
© Navigation ~ All(3) Switch(4) AP(1) Gateway(0) | OLTStick(2) | ONU Stick (2)
Map Select All  Select: 0/2
Real Topology
DEVICE IDENTIFICATION  HOST NAME SN DEVICE TYPE
&) Dashboard
..v-'. 4cafl 4c4f19091902
22 Configuration
& 4caf1924000 4c4f19240001 W5221000159
B Devices -

CB Client

OM-STICK-M-GPON-SFP2.5-5C

WORK MODE IP

OM-STICK-M-GPON-SFP2.5-5C

Whitelist 17.1.100.180

Users can view the basic information of this OLT on this view.

0 4c4f19240001(4c4f19240001) test-yyw

Qverview ONU Management  Statistics

@ Status

‘9_\‘-. ;

2 ,,¢ TX Optical Power:

Model:
Host Name:
Version:

Temperature:

Voltage:
Current:
Last Contact:

= Commands

SUBMITTED COMMAND STATUS EXECUTION TIME

[©] connected

OM-STICK-M-GPON-SFP2.5-5C
4c4f19240001
10031.0001.08
24.9°C¢
4.20dBm
3.23V
20.79 mA
in 12 seconds

=jlels

COMPLETED ERROR CODE

= Details

Work Mode
IP:

MAC:

SN:
Manufacturer:
Platform:

i= ONU Status Summary

Online &

1

v 8- -

VERSION ENTITY / VENUE CONNECTED

£ test-yyw Dema -

£ test-yyw Demo 1 Hours 54 Minutes

Configuration Details g

Whitelist

17.1.100.121

4¢:41:19:24:00:01

W5221000159

Asterfusion Data Technologies Co., Ltd.
OLT stick

Offline &

1
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6.5.3.1 Work Mode

Click on the [Set Work Mode] button at the top right corner.

Set Work Mode

Graylist

£ -

Whitelist

Graylist: In this working mode, the OLT Stick allows all ONUs to access by default and does not impose

access restrictions.

Whitelist: In this working mode, access restrictions on ONUs are supported.

6.5.3.2 Configure

Click on the [Configure] at the top right corner - [Choose File] to issue the configuration for the OLT

Stick.
1) 4c4f19240001(4c4f19240001) testyyw  [@) Connected Configuration Details m %
Overview  ONU Management  Statistics
@ Status = Details
Configure X
Configuration
Choose File | No file chosen
The format of the configuration file content is as follows:
#ONU service tpye template
>ONU_service_name: SFU_typel
>ONU_service_number: 1 #very important, must be 0~255
<flow 1 start> //example for VOIP
>max_BD 10 //uintl6_t, max bandwith , Unit 20Kbit/s ---10*20 =200K
>fix_BD //uintl6_t, fixed bandwith , Unit 2@Kbit/s ----80K
>ass_BD //uintl6_t, assure bandwith ,Unit 20Kbit/s ----80k
>type //uint8_t, service type
>priority 7 //uint8_t, priority, ©~7, ©: top priority ---7
>weight 100 //uint8_t, range, 1~255, 255: top priority --- 100
>valid 0 //uint8_t, enable the flow: 1; disable the flow: © ---0
>vlanl_id @ //uintl6_t, pptepl VLAN(TCI), @: no vlan is required
>vlan2_id © //uintl6_t, pptep2 VLAN(TCI),
>vlan3_id © //uintl6_t, pptep3 VLAN(TCI),
>vland_id @ //uintl6_t, pptep4 VLAN(TCI),
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<end>

>vlan5_id

<flow 2 start>

>max_BD
>fix_BD
>ass_BD
>type
>priority
>weight
>valid

>vlanl_id

(]

5000
150
150

3
1

=

1
102

priority = @, vlan =101

<end>

>vlan2_id
>vlan3_id
>vland_id

>vlan5_id

<flow 3 start>

>max_BD
>fix_BD
>ass_BD
>type
>priority
>weight
>valid

>vlanl_id

(7]

(]
(]
(]

5000
150
150

3
1
1
0
0

priority = 0, vlan =101

<end>

>vlan2_id
>vlan3_id
>vland_id

>vlan5_id

<flow 4 start>

>max_BD
>fix_BD
>ass_BD
>type
>priority
>weight
>valid

>vlanl_id

(4]

(]
(]
(]

5000
150
150

3
1

=

0
101

priority = 0, vlan =101

>vlan2_id

>vlan3_id

0
0

//uint16_t, pptep5 VLAN(TCI),

Empowering Choice for Network Fusion in Ubiquitous Computing

---- priority = 7, vlan =103

// for muticast

//uint16_t,
//uint16_t,
//uint16_t,
//uint8_t,
//uints_t,
//uint8_t,
//uint8_t,
//uint16_t,

//uint16_t,
//uint16_t,
//uint16_t,
//uint16_t,

//reserved
//uintl6_t,
//uintl6_t,
//uinti6_t,
//uint8_t,
//uint8_t,
//uint8_t,
//uint8_t,
//uintl6_t,

//uintl6_t,
//uintl6_t,
//uintl6_t,
//uintl6_t,

//reserved
//uintl6_t,
//uintl6_t,
//uintl6_t,
//uint8_t,
//uint8_t,
//uint8_t,
//uint8_t,
//uintl6_t,

//uintl6_t,
//uintl6e_t,

max bandwith , Unit 20Kbit/s ---5000*20 =106M

fixed bandwith , Unit 20Kbit/s --150*20 = 3M
assure bandwith ,Unit 20Kbit/s --150*20 = 3M
service type

priority, ©~7, ©: top priority ---1
range, 1~255, 255: top priority ---1

enable the flow: 1; disable the flow: ©
pptepl VLAN(TCI), @: no vlan is required ---
VLAN(TCI),
VLAN(TCI),
VLAN(TCI),
VLAN(TCI),

pptep2
pptep3
pptep4
pptep5

max bandwith , Unit 20Kbit/s ---5000*20 =100M

fixed bandwith , Unit 20Kbit/s --150%20 = 3M
assure bandwith ,Unit 20Kbit/s --150*20 = 3M
service type

priority, ©~7, ©: top priority ---1
range, 1~255, 255: top priority === il

enable the flow: 1; disable the flow: ©
pptepl VLAN(TCI), ©O:

---0

no vlan is required ===

VLAN(TCI),
VLAN(TCI),
VLAN(TCI),
VLAN(TCI),

pptep2
pptep3
pptep4
pptep5

max bandwith , Unit 20Kbit/s ---5000*20 =100M

fixed bandwith , Unit 20Kbit/s --150%20 = 3M
assure bandwith ,Unit 20Kbit/s --150*20 = 3M
service type 1~5

priority, ©~7, ©: top priority ---1
range, 1~255, 255: top weight --- 1

enable the flow: 1; disable the flow: ©
pptepl VLAN(TCI), ©: no vlan is required ---
pptep2 VLAN(TCI),
pptep3 VLAN(TCI),
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>vland_id 0
>vlan5_id 0

//uintl6_t, pptep4d
//uintl6_t, pptep5
<end>

<flow 5 start> //for internet

Empowering Choice for Network Fusion in Ubiquitous Computing

VLAN(TCI),
VLAN(TCI),

>max_BD 25000 //uintl6_t, max bandwith , Unit 20Kbit/s ---25000*%20 =500M
>fix_BD 150 //uintl6_t, fixed bandwith , Unit 2@Kbit/s --150*20 = 3M
>ass_BD 150 //uintl6_t, assure bandwith ,Unit 20Kbit/s --150*20 = 3M
>type 3 //uint8 t, service type
>priority 1 //uint8_t, priority, ©~7, @: top priority ---1
>weight 1 //uint8_t, range, 1~255, 255: top priority ---1
>valid 1 //uint8_ t, enable the flow: 1; disable the flow: © ---0
>vlanl_id 0 //uintl6_t, pptepl VLAN(TCI), ©: no vlan is required , -
priority = 0, vlan =101
>vlan2_id 0 //uintl6_t, pptep2 VLAN(TCI),
>vlan3_id 0 //uintl6_t, pptep3 VLAN(TCI),
>vland_id 0 //uintl6_t, pptep4 VLAN(TCI),
>vlan5_id 0 //uintl6_t, pptep5 VLAN(TCI),
<end>

#end of service type definition

After the upload is completed, click [Save], and

configuration distribution.

Configure

Configuration

Choose File | ONU_Ser..._Type1.txt

#ONU service tpye template
>ONU_service_name: SFU_type1

>0ONU_service_number: 1 #very important, must be 0~255

the controller will automatically complete the

B
-]

Click on [Configuration Details], and users can see the current configuration of OLT Stick on the

controller.

[ 4c4f19240001(4c4f19240001) fh test-yyw B connected

Overview ONU Management Statistics

@ Status

Configuration Details —

= Details
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@

Configuration Details =X

ID: 1

Palicy: 1 © Policy: 2 () Palicy: 3 & Policy: 4 Policy: 5 (©)
Service Priority (0-7) €@ Scheduling Weight (1-255) @
1 1
Max Bandwidth @ Fixed Bandwidth @ Assured Bandwidth @
100 Mbps. 3 Mbps 3 Mbps
VLAN (TCI)1 @ VLAN (TC)2 @ VLAN (TCI)3 @ VLAN (TCI)4 @
Priority: 0 VLAN ID: 102 Priority: 0 VLAN ID: 0 Priority: 0 VLAN ID: 0 Priority: 0 VLAN ID: 0
VLAN (TCI)5 @

Priority: 0 VLANID: 0

Policy: Each policy represents a type of business, with a maximum of 5 policies supported. The green
suffix icon indicates that the policy is in use, while the red one indicates it is not.

Service Priority: The smaller the value, the higher the priority. Used to determine which service flow
passes first during network congestion; high-priority services (e.g., Voice) take precedence over low-
priority services (e.g., General Data).

Scheduling Weight: Used for Weighted Fair Queuing (WFQ) during bandwidth allocation. It determines
the proportional relationship of bandwidth obtained by service flows under equal priority, enabling finer
bandwidth allocation control.

Max Bandwidth: Defines the peak bandwidth limit usable by this service flow. Traffic exceeding this limit
will be dropped or shaped. Used to prevent a single service from occupying too many network resources.
Fix Bandwidth: A constant bandwidth that is guaranteed to be allocated to this service flow regardless
of whether the network is congested or not. Typically used for delay and jitter-sensitive services such as
voice calls.

Assure Bandwidth: The minimum bandwidth guaranteed to be available for this service flow during
network congestion. When the network is idle, bandwidth exceeding this value can be used. It is used to
ensure basic service quality for critical operations.

VLAN(TCI): VLAN Tag Control Information. A 16-bit field encapsulating the complete 802.1Q VLAN tag
information, including service priority and network segment identifier. This value is used to control

Quality of Service (QoS) classification and packet forwarding within the Ethernet switching network.

6.5.3.3 ONU Management

The controller supports users to manage ONUs through OLT Stick. Click [ONU Management], select the
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.

ONUs to be managed, click [Operation] in the upper right corner, and choose the management method.

Overview  ONU Management  Statistics

= ONU Stick (2) AllStatus — ~ 5) Q Ega <
=] SN = STATUS 2 TEMPERATURE * TX OPTICAL POWER - RX OPTICAL POWER - vo Add Blacklist
Remove from Blacklist
ONU tplg821408cd7
L ]
ouu. wstg09100002 on_line C 3.18dBm -19.28 dBm 312v 15.7mA

Add Blacklist: Immediately terminate the service forwarding of this ONU to prevent it from accessing
the network.
Remove from Blacklist: Allow ONU to re-initiate the registration process and restore the data

forwarding channel.

7 Auth & Accounts

The controller supports users in binding the authentication server and making relevant authentication-
related configurations

Note: This chapter only configures the authentication server. In actual network usage scenarios, switches proxy
the authentication of wired terminals;, APs proxy the authentication of wireless terminals. It is necessary to
configure the authentication functions of switches and APs respectively in the wired service configuration and

wireless service configuration.

7.1 Bind NAC

The current authentication server needs to be launched in the entity through background configuration

first, and then bound to the venue under that entity.

7.1.1 Online to the Entity

Enter the entity, click on [Auth & Accounts] - [Copy entity ID], and the entity ID will be copied onto the

clipboard.
© Navigation - Total data: 0 <
ap SERIAL © DESCRIPTION - STATUS - ENDPQINT © VENUES ©
) Dashboard

2 Configuration

| @ Auth & Accounts

Enter the authentication server to modify the file:
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Modify the nac_agent-related configuration in /opt/openwisp2/openwisp2/settings.py

NAC_AGENT = {
'MGMT_INTERFACE': 'Etherneto’,
'FIRMWARE_VERSION': 'v1.0.0',
'BUILD_NUMBER': 1002,
"ENTITY_ID': '3d8bdc44-e96a-4feb-8cf0-328a6a23b976" # ENTITY_ID The associated organization

id needs to be obtained from the controller

}

WEBSOCKET_SERVER = {

'"HOST': '192.168.0.91°, # HOST Controller ip address

'PORT': 15008,

"USE_SSL': True,

'SSL_VERIFY': False,

"HEARTBEAT_INTERVAL': 60,

'WEBSOCKET_CA_CERT': '/opt/openwisp2/nac_agent/certs/ca.crt’
}

Start the ucentral service

systemctl enable openwisp-nac-agent.service

systemctl start openwisp-nac-agent.service

Restart the authentication service

sudo supervisorctl restart openwisp2

After the configuration is completed, you can see that the authentication server is online in the specified

organization.

© Navigation ~ Total data: 2 = -
Map SERIAL - DESCRIPTION 2 STATUS ENDPOINT VENUES -
& pashboard 000c290474bb online 192.168.0.93:42072

Configuration C29e auth server xi'an tes Offline .1.0.3:
I 000c29ed 741 th i'an test 160.1.0.3:44342

| @ Auth & Accounts

7.1.2 Bind to the Venue

After the authentication server is launched in the entity, all venues within the entity can be bound to this
server.
Enter the venue and click on [Configuration] - [Auth & Accounts].

© Navigation ~ Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Auth & Accounts Operations Configuration

M
" Bind NAC User Group User NAS (Network Access Service) Block Access Custom Portal

Real Topology

)

?D Dashboard

| &2 Configuration 000290474bb

gheoud 192.168.0.93:42072

this option takes effect, it means no authentication

B Devices
s currently bound

8 AP

Click on the connected authentication server and click [Save] to bind the server to the venue.
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.

@ Navigation ~ Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Auth & Accounts Operations Configuration

Ma
P Bind NAC User Group User NAS (Network Access Service) Block Access Custom Portal

Real Topology

%) Dashboard m
ﬁ Configuration 000c290474bb
Unbound _ _ © *192.168.0.93:42072
B Devices :;:::‘[I:I:_f.?l‘:!?:;:;;m-‘I-n“mmm authentication & AP
7.2 Configuration
The authentication configuration needs to be carried out at the venue.
7.2.1 User Group
Create User Group X
Name * Auth Type * Priority @ Max Number of Online Account Expiration
a Clients Per User * Timestamp *
User Password v 1 =
-
10 v  © Default forever
Group Permission - ACL Group Permission - VLAN Password Cycle OAuth E-mail Domain Description
Table Name ID 7~
i » Days

-
v

Name: The unique identifier of a user group, used for management and identification

Auth Type: The authentication methods that users in this group need to use when logging into the
network. Users can choose between username-password authentication and MAC address
authentication according to their needs.

Priority: When a user belongs to multiple groups or there are conflicting rules, determine which group's
permissions take effect. The larger the number, the higher the priority.

Max Number of Online Clients Per User: Limit the number of devices that each user account in this
group can connect to the network simultaneously.

Account Expiration Timestamp: Set the overall validity period for the entire user group, which will
automatically expire after the period ends.

Group Permission - ACL Table Name: Bind an Access Control List (ACL). An ACL is a pre-configured set
of network access rules (such as allowing/denying access to a certain server or network segment).
Group Permission - VLAN ID: Specify which VLAN the group of users will be assigned to after successful
authentication.

Password Cycle: Set the validity period of the user password. During the password retention period,
authentication is automatically completed through device MAC authentication, and the user does not

need to re-enter the password. The password needs to be re-entered after expiration.
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.

OAuth E-mail Domain: The email suffix bound to this group during OAuth login, for example:
@asterfusion.com

Description: Group description information

Note: The function of Priority and Group Permission -ACL Table Name is not supported in version V9 for the

time being.

7.2.2 User

User X

Create User

User Group Name * User Name * E-mail Phone Number Description

User Group Name: Select the created user group

User Name: The user's unique identifier, used for management and identification
E-mail: User email, currently only serving a presentation function

Phone Number: User's phone number, which currently only serves a display purpose

Description: User description information

7.2.2.1 User Password

When the authentication type of the selected user group is user password, a password needs to be

created.
User X
Create User
User Group Name * User Name * Password * Password Confirm * E-mail
VLAN4050(-- v e e
Phone Number Description

Password: Create it by yourself, and the length must be greater than or equal to 6.

Password Confirm: Must be consistent with the password
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7.2.2.2 MAC

When the user group uses MAC authentication, the MAC address needs to be filled in.
User X

Create User

User Group Name * MAC * E-mail Phone Number Description

AP - - v

7.2.3 NAS(Network Access Server)

The authentication server will only respond to authentication requests from allowed network segments

with matching passwords.

Create NAS (Network Access Service) X
NAS IP Addr * Secret @* Short Name
0.0.0.0/0

NAS IP Addr: Fill in the address range allowed for access authentication
Secret: It needs to be the same as the "Wi-Fi Configuration / Network Activation / SSIDs / RADIUS /

Authentication Secret" in this venue

7.2.4 Block Access

7.2.4.1 User Name

Create Block Access X
Type * Target * Description
User Name v Fill in User Name, please

7.2.4.2 MAC

Create Block Access X
Type * Target * Description
MAC v Fill in MAC, please
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8 Status visualization

Controller is equipped with powerful device status monitoring function, which can monitor the working

status of switches and wireless APs in real time. Through the detailed dashboard display, administrators

can grasp the operating status of the equipment at any time. Based on the acquired monitoring

information, the controller evaluates various indicators and intelligently calculates the health value of

each device. The health value is evaluated by considering the following factors:

< Resource utilization: Based on the memory and CPU utilization, evaluate the use of device
resources and whether there is a risk of resource exhaustion.

< Traffic load: Based on traffic statistics, analyze the load of the device and determine whether there
is a traffic bottleneck.

< Hardware Status: Monitor the temperature of each component of the device, the operation of the
power supply, fan and other hardware, whether it is within the expected range.

< Running status: detect the running status of each major process and container of the device in
real time.

When the monitoring index exceeds the preset threshold, the controller will automatically generate an

alarm message to notify the administrator to ensure that the administrator can find and solve the

problem in a timely manner to ensure the efficient, safe and stable operation of the network.

8.1 Visual presentation of the whole network status

The controller supports full volume calculation of monitoring data from all online devices, and finally

presents them globally as a comprehensive health value.

8.1.1 Organization Dashboard

Administrators can enter the specific organization in the [Navigation] screen to view an overview of the
status of devices and terminals under all premises within the organization. You can also adjust the display
cards according to your own preferences.
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Ksrison & Home /... e D o

@ Navigation v 2025-12-27 14:15 = < &

QD Dashboard
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8.1.2 Venue Dashboard

Administrators can enter a specific organization on the [Navigation] view to view an overview of the
status of devices and terminals under all venues within the organization's scope, and it supports

clicking to jump to the selected terminal. Users can adjust the display cards according to their own
preferences.

Acareson 4 Home [ € Aster-office / Eh XA-office Demo e D G
@ Navigation ~ 2025-12-27 14:16 = & &
Map . . ]
#% Egress Throughput b2 CB Number of Clients & CB Number of Clients Online E2
Real Topology
o O Upstream () Downstream Wired Clients Wireless Clients Wireless Clients Access Type O Wired Clients
Dashboard
12 MBps Wireless Clients
&% Configuration 8 MBps 1860
1,385
4 MB, 930
B Devices B 465
0Bps 0
CB Client 15:0018:0021:0000:0003:0006:0009:0012:00 14:00 18:00 22:00 02:00 06:00 10:00 14:00
Q, Operations €D v X ’ X i - Wi
£ Number of Devices sz @ Online: 2303 @ Online: 51 @ Offline: 200 ®2.4G:9 @ 5G:42 (] gllge:tgw Users - Wired &
@ System hd
APs Switches 22 m Rx Bytes m Tx Bytes
9 son-atoo N .
AT-atio I
I 3 2 1 ABR-ALo0 |
- — — Aov-aLio [ —
“ T} ™ [ =
L] cTrR-ALzo [
@ Online: 6 @ Online: 12 Top Client Vendors 5TB 3 7TB TE 178 3TB
a
n 8 q High BW Users - Wireless
“ High Data Rate APs b High Bandwidth Usage b ' &2
Clients
B Recsived Spine-2(Ethernet22) Spine-1(Ethemet23) Spine-1{Ethemnet1) m RxBytes m TxByles
0.03% (406.55 KBps) 1 0.03% (395.17 KBps) 1
e e cosecrooecc [ I
0.02% t
212-2-wes, LAPTOP-DD
0.00% ¢ Xiaomi-13 1
18 212-1-8ig i 0.00% (13.26 KBps) 0.00% (2.35 KBps) I 2666d514b10¢ 1
Connected Devices:
o 212-1-wes... I [T aebdcazf27 5l |
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8.1.3 Real Topology

In the venue, users can view device information and connection information on the real topology view.
Hover your mouse over the device to view its information, and double-click to enter the device's details
interface.

@ Navigation ~ Real Topology

[}

Hep O legend @ Q5

Real Topology
4D Dashboard
ﬁ Configuration

B Dpevices

CB client Model CX208Y-24GT-M-SWP2

Hostname

Q, operations @@ v

CX30BP-48Y-M X308 A8Y M

P 60eb5a011308 60eb5a01111d
Spine-15Z Spine2.52

&) system v

Manufacturer

arméd-
Platform
asterfusion

Version V5.2R012-5-20250411.142841

Lot rmmmmmmm

CX2D4Y-48GT-HPW2-M-AC CX2DAY-24GT-M-SWP2 CX204Y-4BGT-M-AC

CXI0AY-4BGT-M-AC

Leat 157 352 Leat3sz Leat 552 Leat 157
Hover your mouse over the link to view the link information.
Real Topology <

@ legend | @ @

CX308 8Y-M CX308P-48Y-M
60eh5a011309 60eb5a01111d
Spine-1-SZ Spine-2-SZ

Source Target

Hostname Spine-1-57 Leaf-1-57

m= P 10.110.0.21/32 10.110.0.5/32 z mmnz
CX204Y-48GT-HPW2-M-AC ——————————————————————————————————— X204Y-48GT-M-AC CX204Y-48GT-M-AC CX204Y-48GT-M-AC CX204Y-4B8GT-M-AC

Lest i mms

G0ebsa0llcee e R 60ebSa011cea G0ebsan]lcec 60eb5aD11ced 60eb5aD11ces
Leaf-1-5Z - Etheme : Ethemel Leat-4-52 Leaf 552 Leaf 652 Leal-7-SZ

8.2 Terminal Status Visualization

The controller supports collecting data of wired and wireless terminals online and visually presenting the
status of online users. After entering a specified organization/venue, administrators can click [Client] to

view information of all terminals under the organization/venue.
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@ Novigation ) WirelessClients @ 3 Wired Clients
vap At tatas wic alr Q| esso Q mseus - BE
Real Topology
° STATUS MACO Po apo BSSID & ssiDo BANDC CHANNELS  SNR HOSTNAME© STATIONTYPEC VENDORS MODELTYPES REALTIMERATERKO REALTIMERATETXO RXO ™o NEGOTIATION RATE RX©  NEGOTI
Dashboard
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@ tventory
| CB Client

opertiont,
Q Maintenance

Click on the MAC address of the terminal to enter the detailed view and view detailed data such as the
online trend, associated AP trend, SNR trend, and traffic statistics of the terminal. This helps
administrators analyze the network connection status of the terminal within a specific time frame.

wrton @ Home / *& Aster-office / i XA-office we & e

[ wireless Clients @ O Wired Clients

@ Navigation ~
® ® =
Map
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@) Dashboard ((ssiD: Astertusion ) (Wi-Fi7) (= 56 ) (ch:36 |80 Mz ) ) (vLAN: 401] (Vendor: Apple ) ((Station Type: iPhone |

IP: 192.168.17.160 = RSSI: -95 dBm = Noise: -90 dBm | Realtime Rate Rx: 0 bps = Realtime Rate Tx: 0 bps = More >
2 Configuration

B Devices
#% Associated Link
@ Inventory

CP Client
Q Operations @B v Asterfusion =56
& system v ® 212-1-Bigheeting
CAP7830-Z
I~ Statistics (From 2025/8/11 15:48:44 to 2025/8/11 18:48:44)
Online Trend
Connected Devices 19 [ Oriine [ Offine
Version RO7 (250626)
15:48:44 16:14:34 16:37:32 16:50:37 17:03: 47 17:21:51 17:36:38 17:54:08 18:12:34 18:35:54

m Home / «8 Aster-office / th XA-office e d o
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Map

N 24G W e
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212-1-Big. .. ErE—
2 Dashboard
212-1-vest [] ]
22 Configuration
216
B Devices
15:48: 44 16:14:34 16:37:52 16:50:37 17:08:47 17:21:81 17:54:08 18:12:84 18:35:34
@ Inventory
CD Client SNR Trend
95 &8
i v
Q, Operations € .
B system v a0 &
10 &8
20 dB
o d
10 B
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naartuson

@ Navigation -~
Map

Real Topology
&) Dashbeard
&2 Configuration
B Devices
® 1nventory
CB Client
Q operations @ ~

© System v

Connected Devices 19

Version ROT (250626)

@ Home /°6 Aster-office / th XA-office

120.00 KB
100.00 KB
80.00 KB
60.00 KB
40.00 KB
20.00 KB

0.00B

600.00 kb/s
500.00 b/s
200.00 kb/s
30000 kb/s
200.00 kb/s
100.00 kb/s

0.00 b/s

® SNR Trend

Traffic Summary - Bytes

I~ I~

7:21:36

Traffic Summary - Bitrate

[ L e .

17:21:36

Traffic Summary - Negotiation Rate

s L s

The SNR (Signal-to-Noise Ratio) trend of the terminal is a key dynamic indicator for measuring the quality

of the wireless communication link. The baseline value is 25dB. A value lower than this indicates poor

signal quality.

® Traffic Statistics

Rx represents the amount of data received from the network or other devices, and Tx represents the

amount of data sent from the device to the network or other devices.

8.3 Device status visualization

Click [Device] - [Device MAC] to enter the management interface of the specified device and view the

detailed information of this device:
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© Navigation ~ CB Swicth-For-Leaf(aa0000000003)  fh testyyw2  [O)] Connected o}l » =
Map
Overview  Details  Statistics  Configuration Log
Real Topology
4 Dpashboard 1 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51 ® Legend

2 Configuration

1 3 5 T 9
elelalo B L LR L L LR LLLELLILNE
111 Rll1leill 1l RI1I1I1IN11]0
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CB client
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& opemors® & . .
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R Users
& system v @ Status &5 Associated Link
Model: CX202P-245-M-H
Host Name: Swicth-For-Leaf SRS
O 96afbBc5-3f3a-4f06-a35d- CX308P-48Y -
Qe 303a88378e13-LV1-
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# swicth-For-Leaf
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Connected Devices: 20

8.3.1 Overview of device information

® View interface information

< View interface statistics

1 3 5 T 9 11 13 n
Ethernetl *
14 1

Onverview Statistics Madule Information

r B Pol
Rx Bps -b/s TzBps 204 bfs
Rx Bytes -B Tx Bytes 20972558
Rx Dropped - Tx Dropped
Rx Errors - Tz Errors
Rx Packets - Tx Packets 11206
Multicast 11406

< view interface PoE power supply situation
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1 3 5 7T 9 1
OO00 0O
10 12

Ethernet2 b
H /256 Fiber M.
Overview Statistics PaE
Status Enable
Current 0.101 A l
Max Power I0W
Power 5.535W
4]

Voltage 5.av

< View interface optical module information

9 11 13

1 3 5 T
LLLEL]-
12

Ethernetl ®
14
Crverview Statistics Module Information B Copper o
Interface Transceiver Present fes
Interface Transceiver Tem perature -"C
Interface Transceiver Tx Power -dBm
Interface Transceiver Rx Power -dBm

® Device status:

Users can view device model, hostname, CPU usage, memory usage, and other information here.
® Detailed information:

Including device SN code, MAC address, manufacturer, and other information.

® Associated link:

Display the devices associated with this device, click on the name of the associated device to jump to the

status visualization interface of a single device.
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8.3.2 View device details

Asterfusion 2y Home / =& Aster-office / &1 XA-office o & @ e

(@]

© Navigation A [0 Dev-Leaf-1(001122331517)  fh XA-office [T Connected < 90%

-1(00112233151
Map
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Real Topology

9 Dashboard QO Health Checks @ MAC  Neighbor
42 Configuration ~
© pug = 1minuteago = o
B Devices Sanity
0% - =
? 802 60:eb:52:01:25:28 (Etherneta1 ) Dynamic
& inventory % 802 e0:3F49:e6:5c:c1 ) Dynamic
. wE 4093 60:eb:5a:00:ef:23 Dynamic
GO Client 60 % 802 00:13:95:4¢:73:d6 L Dynamic
SIES 802 00:51:82:11:0f:7b (Ethernet17) Dynami
Q Operations @ v ~ ikl YISt
40% 802 8c:ec:4b:a0:1e:a6 (Ethernet1s ) Dynamic
@ system o 30% 802 60:eb:52:01:1¢:90 ( ) Dynamic
20% 4092 60:eb:5a:01:11:06 Dynamic
10% 4093 60:eb:5a:01:11:04 Dynamic
0% 4093 60:eb:5a:01:11:05 Dynamic
18:495° < g/t 185455 <11 18595° a1 19:0459
202508011 20250801 2025/81"1 202808 1/4 Gotopage 1 4 showio v > »

® Health Checks

The initial health check value for both the switch and the AP is 100%.
< Health check calculation specification for the switch:

CPU utilization over 80%, soundness reduced by 10%

Memory utilization over 80%, soundness reduced by 10%
Switch chip/CPU temperature over 85°C, soundness reduced by 10%

PSU any one power supply status abnormality (power module not in position, power supply not powered),
soundness minus 10%
Service detection: any critical business service abnormality, soundness minus 10%
< AP Health Check Calculation Rule:
interface can successfully detect the DHCP/DNS server information is normal interface, integrity = normal
interface / total number of interfaces
® MAC
The MAC address table (CAM table) of the switch records the mapping relationships between the MAC
addresses learned by the switch, ports, and VLANSs.
<> VLAN: The VLAN ID to which the MAC address belongs, used to identify different broadcast
domains.
MAC: The learned device MAC address (source MAC address).
Interface: The switch port corresponding to the MAC address (EthernetXX: Physical port,

PortChannelXXXX: Link aggregation group).
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< Type: Item generation method (Dynamic: Automatically learned by monitoring data frames; Static:

Manually configured by the administrator),

® Neighbor information (ARP)

MAC

fe80::62eh:5aff:-fe01:2a8
fe80::251:82ff:fe11:f79
fc00::62eb:ffd:ac10:109
fc00::62eb:ffc:ac10:101
fc00::62eb:ffc:ac10:10a

192.168.15.34
192.168.15.224

fe80::62eb:5aff:fe01:1104
fe80::62eb:5aff:fe00:ef23
fe80::e23f:49ff:feeb:5ccl

Neighbor

IPv6
IPv6
IPv6
IPv6
IPv6
IPv4
IPva
IPv6
IPv6
IPv6

60:eb:5a:01:02:a8
00:51:82:11:0f:79

60:eb:5a:01:11:04
60:eb:5a:01:71:24
60:eb:5a:01:11:05
20:ab:48:fd:99:90
60:eb:5a:01:02:25
60:eb:5a:01:11:04
60:eb:5a:00:ef:23

e0:3f:49:e6:5c:cl

1 minute ago

Ethernet7
Ethernet29
PortChannel0001
PortChannel0001
PortChannel0001
Ethernet3
Ethernet23
PortChannel0001
PortChannel0001
Ethernet6

802
802
4093
4092
4092
802
802
4092
4093
802

b |
= R

Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

Dynamic

This table is the neighbor discovery table of the switch (NDP for IPv6 / ARP for IPv4), which records the

IP-MAC mapping relationship of devices directly connected to the local switch.

IP address: IP address (IPv4/IPv6) of the neighbor device

Family: IPv4 or IPv6 protocol type

R

8 Temperature Analysis

NAME o
Fan
PCB

Switch

Power Analysis

NAME o

Power Analysis1  No

Power Analysis2  No

[ Notes

DATE ©

3 months ago

TEMPERATURE ©

Enable

Disable

NOTE ©

Auto-provisioned.

PRESENCE < STATUS © INPUT VOLTAGE o OUTPUT VOLTAGE o

54.687V

BY o

MAC: The physical address of the neighbor device

29°C NAME o
27°C Fan1l
29°C Fan2

Fan3

Fan4

IDo

CX-M-SW-2025.07.01-00182  ucentral-client-9c0881b3

&% Fan Analysis

PRESENCE ©

® Patch

Interface: The port of the local switch connected to this neighbor
VLAN: The virtual local area network where the communication takes place

Type: Dynamic (automatic protocol learning) or Static (manual configuration)

Enable

Enable

Enable

Enable

NAME o

STATUS ©

DIRECTION © SPEED o

Exhaust 5565RPM
Exhaust 5520RPM
Exhaust 5520RPM

Exhaust 5535RPM

PRIORITY © AUTHOR © D

High controller-group i
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.

® Temperature Analysis

Display the temperature information of each component of the display device
® Fan Analysis

Display detailed information of each fan module of the display device

® Power Analysis

Display device power information

® Patches

List of patches already installed on the device

® Notes

Remarks information added by the user

8.3.3 View device statistics

b 15.82(60eb5a0110ch)  fh test O] Connected G 90% m &

Overview Details ~ Statistics  Configuration  Log

k¢ statistics - CPU o = 2 kz Statistics - Memory G = 2

® CPU Statistics
Historical CPU statistics over a three-day period.
® Memory Statistics

Historical memory statistics over a three-day period.
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ke Statistics - Interface Total v Bytespersv O = Al Throughput
s R s L s R s L
250 KB/s 16 KBIs
14 KBIs B
200 KB/s 2025/8/11 19:11:56
B Tx 18433 KBIs 12 KBIs
150 KB MRx 33.1KB/s 10 KBls
8 KB/s
100 KB/s 6 KBJs
P
50 KB/s e
2KB/s |_|
0 KB/s 0KB/s — — — — — —
-09:56 55 & 2456 -29:56 33 &0 ah AD 0 2> A 25 A9 20
sozsieit 1907 ° 0250811119 s Jozsieiit 181 ° Soz5i8/t1 192 ° Jozsieit 1927 g @™ o™ e o et o e e e e
LLDP (14) Last Update Time: 2025-08-11 19:31:55 >
Ethernetl etho local 60:eb:5a:01:02:ae ~ User-Leaf-2
Ethernet2 etho local 60:eb:5a:00:49:a2 118
Ethernet3 MEth0/0/1 mac 20:ab:48:fd:99:90 hw
Ethernet4 eth0 local 60:eb:5a:01:02:7e  User-Leaf-1
Ethernetl? etho local 00:51:82:11:0f:7b 15.122
Ethernet19 etho local 60:eb:51:03:11:49  sonic
Ethernet20 eth0 local 60:eb:5a:00:ee:a8  sonic

® Statistics - Interface

Statistics of single interface/whole machine interface support two statistical methods: byte rate
(bytes per second) and the number of data packets (increment from the previous counting moment).

® LLDP

Display LLDP information on the switch.

8.3.4 View device configuration information

CO Dev-Leaf-1(001122331517) XA-office @ Connected ® 90%

Overview  Details  Statistics | Configuration | Log
1 3 5 7 9 11 13 15 1T 19 21 23 25 21 29 31 33 35 37 39 41 43 45 47 49 51 53
At abhhd A b AhAAAAAA BEMm
SYPO PO DU PUPD PP PO EEN
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52 54

i Copper PoECopper [l PoE++Copper M 10/25G Fiber [ 40/100G Fiber inner Mup M Down M Disabled

Interface @ LAG  VLAN  Route  AAA  Security @

— ~y
= R
NAME + ADMIN STATUS SPEED O MTU o MAC ADDR IP ADDRESS POE STATUS POE DELAY TIME DESCRIPTION ACTIONS
Ethernetl up 1000 Mbps 9216 a
_________ oo 18R Hilan Anan [~ ]
« < 1/6 Gotopage 1 : Show10 ~ > »

Display the configuration information of device interfaces, LAG, VLAN, routing, authentication, and

security.
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8.3.5 View device log information

C8 Dev-Leaf-1(001122331517) XA-office  [@) Connected & 90%

()

Overview  Details  Statistics  Configuration | Log

Commands  Crash Logs B Log Files
=i €] =

SUBMITTED COMMAND STATUS EXECUTION TIME COMPLETED ERR(

20daysago  Alarm Config Sync 246 ms 20daysago 0

20daysago  Patch Apply 14638 ms 20daysago 0

20daysago  Alarm Config Sync 107 ms 20daysago 0

20daysago  Alarm Config Sync 123 ms 20daysago 0

20daysago  Alarm Config Sync 105 ms 20daysago 0

21daysago  Alarm Config Sync 123 ms 21daysago 0

9 Operation and alarm management

Firmware management is an important feature of the controller for managing version image files and
patch files for network devices. Users can upload local images to the controller for easy deployment of
new software versions throughout the network, or update network devices directly with the uploaded

firmware.

Administrators can upload local version images to the controller and record basic information about

software versions.
9.1 Firmware Management

9.1.1 Firmware Upload

The administrator can upload the version image to the controller and record the basic information of the

software version.

Go to [Operation] - [Firmware] - [Firmware]. Click [+] to upload the version image to the controller.

9.1.1.1 Upload Fail

Firmware Patch

Firmware (19) 5

FILE URI TYPE . PLATFORM FIRMWARE DEVICE TYPES - RELEASE SIZE ™M Upload File REAT
Create Link Task

controller_V1.0_R08T4.bin - Switch ~ ARM&4 RO8T4 242GB  Te days {
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Upload File X

Release *

Firmware Tag @ *

default X v
Type *
Switch v
Platform *
ARM64 v
D

Please select the file you want to upload.

Release: Version Identifier
Firmware Tag: Used to match firmware with the same label during installation.
Type: To distinguish whether the firmware applies to the switch, AP or the OLT Stick.
Platform: To specify different hardware models.

a) ARM64: CX102 series, CX202 series, CX204 series and CX206 series.

b) X86: CX308 series, CX532 series

9.1.1.2 Create Link Task

The controller supports firmware upgrade via creating a connection task. In this way, the user does not
need to download the firmware to the local device; instead, they can directly input the file link address

on the controller, and the controller will automatically retrieve the file.

Firmware Patch
Firmware (19) <
FILE URI TYPE - PLATFORM FIRMWARE DEVICE TYPES o RELEASE . size ;. m UploadFile REAT
Create Link Task
controller_V1.0_R08T4.bin - Switch  ARM6&4 RO8T4 2.42GB Te days ¢
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.

Upload File E X

Release *
Firmware Tag @ *

default X 4
Type *

Switch v
Platform *

ARM64 v
File Link *

Download to Controller @

MD5 *

File Link: Direct download link for the file
Download to Controller:
Enable: The controller downloads and saves the firmware first, then devices retrieve it from the
controller.
Disable: Devices download the firmware directly from the remote URL.
MD5: This is a standard technical phrase. I've provided a direct translation that maintains the original

meaning and technical accuracy.

9.1.2 Firmware Use

1. On the [Device] interface, select the corresponding device type, choose the device that needs to be

upgraded, click the [Operation] button in the upper right corner, and select [Firmware Upgrade].
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@ Navigation R © - currently, 3 online devices are missing critical patch. Please install the relevant patches as soon as possible!
* Currently, 1 online devices UCentral client needs to be updated. Please install the relevant software as soon as possible!
Map

Real Topology All(5)  Switch(5) AP(0) Gateway (0)

) Dashboard SelectAll  Select: 1/5 = £ a4 Z
4% Configuration e MAC HOST NAME TYPE  DEVICE TYPE SOFTWARE STATE Push Configuration File LOGPBACK 0
Script
B Dpevices —  2a6f4f2cceld 0.12 SWITCH  CX204Y-485-M Hor
. Firmware Upgrade
CB client
- 60eb5adBeea7 15.107 SWITCH CX204Y-485-M Missing Critical Patch Patch Apply 10.1.0.1/32
Q, operations @ ~ Reboot Device
-, 6Beb5ad118ch 15.82 SWITCH CX308P-48Y-N Missing Critical Patck Device Inspection 10.12.15.82/32
Aarm @D
Blink
Service Inspection —  6beb5aB11506 156 SWITCH DB98DX3530_52CD  Missing Critical Patch 10.12.15.6/32
- Factory Reset Device
System Inspection
—  6Peb5a@12527 15.145 SWITCH CX206P-485-M Norma Change Controller IP 10.1.0.1/32
. °
Firmware C‘ear Device
Scripts
I Users
@ system -

2. In the pop-up window, click on [Release] to select the firmware image file that needs to be upgraded,

and click [Next] to upgrade the firmware

Firmware Upgrade G X

Select Firmware Select Devices File Proxy Service
Release * Platform * Firmware Tag @ Enable
111 v Switch v v

Devices Table (1)

MAC o NAMEC DEVICET FIRMWA| STATUS ¢ FIRMWARE O DESCRIPTION ©
60eb5a---  15.107 Ccx204y--- default Online AsterNOS-V5.2R013-6.bin
'Yy
1/1 Gotopage 1 = Show 10 v

Note: The switch will not reboot automatically after the upgrade is completed, you need to manually

perform the reboot operation to make the upgrade take effect.

9.2 Patch Management

9.2.1 Patch Upload

Patch management allows administrators to upload patch files to the controller, The controller
automatically parses the patch content to ensure that patches are applied to the correct device platforms,
thereby enhancing network security and device stability.

Key Functions:
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Click [Operation] - [Firmware] - [Patch] - [+] to enter the patch upload view. Administrators can

upload patch files in various formats (such as .bin, .tar.gz, .patch).

Upload Patch

File *

Choose File | No file chosen

9.2.2 Patch Apply

On the [Device] interface, select the corresponding device type, choose the device that needs to be

upgraded, click the [Operation] button in the upper right corner, and select [Patch Apply].

© - currently, 3 online devices are missing critical patch, Please install the relevant patches as soon as possible!

@ Navigation ~ ’ ) . | i
« Currently, 1 online devices UCentral client needs to be updated. Please install the relevant software as soon as possible!

Map
Real Topology All(5)  Switch(5)  AP(0)  Gateway (0)
@) Dashboard Select All  Select: 1/5 = & =
4% Configuration 2 MAC HOST NAME TYPE  DEVICE TYPE SOFTWARE STATE Push Configuration File LOGPBACK 0
R Seript
B Devices — | 2a6f4f2cce2d 0.12 SWITCH CX204Y-485-M Normal ‘
. Firmware Upgrade
CD Client
=, Sosbsabecea? 15.107 SWITCH  CX204Y-485-M Missing Critical Patch Patch Apply 10.1.0.1/32
Q, operations @ ~ Reboot Device
- 68eb5a8118ch 15.82 SWITCH CX308P-48Y-N Missing Critical Patch Device UCentral Client Needs to be Upda Device Inspection 10.12.15.82/32
Alirm-
Blink
Service Inspection — | 68eb5a011506 156 SWITCH DB98DX3530_52CD  Missing Critical Patch 10.12.15.6/32
. Factory Reset Device
System Inspection
— | 6@eb5a@12527 15.145 SWITCH CX206P-485-M Normal Change Controller IP 10.1.0.1/32
. L
Firmware Clear Device
Scripts
SR Users
@ system ~

Filter the required patches and devices on the pop-up view, and click [Next] to apply the patches.

85



Asterfusion Empowering Choice for Network Fusion in Ubiquitous Computing

Patch Apply @G X

Select Patch

Select ID*

O D  Priority ucentral_client_81580398 - CX-M-SW-2025.09.08-0-+ X

Devices Table (1)

MAC o NAME o DEVICE TYPE © STATUS DESCRIPTION o

60eb5a00eea7 15.107 €x204y-48s-m Online

1/1 Gotopage 1 Show 10 v

9.3 Alarm Management

9.3.1 Mail

The administrator can configure the alerts and thresholds that need attention and set recipients in the
operation and maintenance configuration interface within the Entity/Venue.

Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Auth & Accounts Operations Configuration

Mail Operations Configuration

Mail

(]

Receivers:

Enable: ()
Alarm Type: Services X Device X Service X X v
Alarm Level: Critical X Major x|~

9.3.2 Operations Configuration and Sync

The administrator can modify the alert information as needed in the operation and maintenance

configuration by clicking the [Edit] button in the upper right corner.

86



Asterfusion Empowering Choice for Network Fusion in Ubiquitous Computing

Mail Operations Configuration
Operations Configuration & A s
= NAME PLATFORM TYPE SCOPE ALARM DESCRIPTION
= Interface Status Switch Services Inspection  Alarm Interface status is down
CONFIGURATION ITEM INVISIBLE LEVEL MIN MAX
copper [ @) Critical v

The controller supports the following alarms. By default, all alarms supported by the controller are

enabled.

Alarm Type Alarm Item
Interface Status Interface UP/Down status change

Wireless Terminal Type Change in the vendor type corresponding to the MAC address

Interface Module Optical Power Optical power of the optical module
Interface Module Status Presence status of the interface module
Bandwidth Utilization Bandwidth utilization rate

User Table Entries ARP entry resource utilization

IPv4-host-route: /32 host route entry resource utilization
IPv4-route: Route entry resource utilization

IPv6-host-route: /128 IPv6 host route entry resource
utilization

IPv6-route: IPv6 route entry resource utilization
MAC entry resource utilization

Route-nexthop: Next-hop resource utilization of route entries

RADIUS Sever Status Detected operating status of the RADIUS server
PortalSever Status Detected operating status of the Portal server
MC-LAGStatus Operational status of the MC-LAG protocol

IP Flapping Unusually frequent flapping of IP addresses across different
switches

MAC Flapping Unusually frequent flapping of MAC addresses on different
interfaces of the same switch

Interface POE Status Change in the POE status of the interface

POE Total Power Utilization Percentage of current total power supply of the POE switch to
the rated POE power supply

Device Connection Status Change in the connection status between the device and the
controller

CPU Utilization Rate -
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Empowering Choice for Network Fusion in Ubiquitous Computing

Memory Utilization Rate

Disk Utilization Rate

temperature CPU core temperature

FAN temperature

PCB PCB temperature

SWITCH switch chip temperature

Presence status of the fan module

Fan speed

Presence status of the power supply module

Power supply status

Core Dump File Status Resource utilization rate of core dump files

Docker Status Docker status on switch

BGP Connection Status Change in the connection status of BGP neighbors on the
switch

BFD Connection Status Change in the connection status of BFD neighbors on the
switch

System/organization administrators can directly sync the operation and maintenance configuration to

sub-organizations/sub-locations by clicking the [Sync] button in the upper right corner.

Mail Operations Configuration
Operations Configuration -
® NAME PLATFORM TYPE SCOPE ALARM DESCRIPTION m
®= Interface Status Switch Services Inspection Alarm Interface status is down
Interface Transceiver Power Switch Services Inspection  Alarm Interface transceiver power is abnormal

Select the sub-entities/sub-venues to be synced.

Sync E - X

Sub-entities / Sub-
venues: ( Select... N )

All

Venues
test-gsr
test-gsr-2
test-yyw [Demo]

test-yyw2

9.3.3 Mail Sender

Click [System] - [Mail Sender] to modify the source mailbox for sending alerts,
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@ Navigation ~ Mail Sender

Click [Connectivity] to test the connectivity between the controller and the email server, preventing

alarm emails from failing to be sent normally due to network connectivity issues.

9.3.4 Alarm Message

Administrators can view alarm information for all devices within their management authority in
the [Operations] - [Alarm] view.

® Active Alarms: Displays alarm items that still exist currently.

® Alarms History: Displays alarm items that showed abnormalities before but have returned to

normal.

@ Navigation ActiveAlarms | lam History
Map 25 Alarm e allw Q| sosthame Q aieme v wpstem v ape v e~ [0 EE
Real Topology

9 Dashboard NAMEO ALARM TYPE O ALARM LEVEL & ENTITV | VENUE PLATEORM & Maco 1o HOST NAME O counTo LAST MODIFIED © FIRST TIME O ACTIONS

& Configuration Fan speed is abnormal Device Mtest Suitch &0ebsa0110ch 1010132 senic a5 13seconds ago 2 hours ago

B3 Devices Device Wajor @ test Switch coebsao11oen 01018 senic 51 13 seconds ago 2hoursago

@ tnventory Device [ 1ajor | i test Switch 0ebsa0110ch 1010132  senic 1 Aminutes ago 2hoursago

B client Device [ major ftest Switch 60ebsa0110¢h 1010132 senic 54 Gminutes ago 2hoursago

Business [ major et Switch G0ebsa012527 1010132 15145 1 2hours ago 2hours ago
Business [ ajor | @ test Switch 60ebsa012527 10101732 15.145 1 2hours age 2hours ago
Business cical itest Switch Goehsa01zs27 1010132 15145 1 2hoursago 2hoursago
Business i test Switch 60ebsa0110ch 10.10.1/32 15.82 1 2hours ago 2hoursago
Business i test Switch &0ebsa0110ch 10101732 15.82 1 2hours ago 2hours ago
Business h test Switch &0ebsa0110ch 10.10.1/32 15.82 1 2hours ago 2hours ago
Business citical @ test Switch Goebsa01z527 1010132 15145 1 2hours ago 2hoursago

Click the alarm item to view specific alarm information and process it. Click the [Edit] button, fill in the
processing information for the current alarm in the [Analysis] section, and click the [Save] button to
complete the edit. After that, this alarm information will no longer be displayed in [Active Alarms] but

will be stored as a processed alarm in [Alarm History].

DETAILS:
2025.06.0910:18:24 FANZ 10800
2025.06-0910:19:24 FANZ 10920
2025-06-0910:22:24 FAN:10800
2025-06-0910:25:24 FANZ10920
2025-06-0910:26:24 FAN2:10800
2025.06-091028:24 FANZ10920
2025.06.0010:30:24 FANZ 10800
2025.06.0010:32:24 FANZ 10920
2025.06-0910:35:24 FANZ 10800
2025-06-0910:38:24 FANZ10920

Analys's

Edit Active Alarms @ X
NAME: ENTITY  VENUE: counT:

Fanspeedis sbnormal et 118

PLATFORM: MAC: 1P HOST NAME:

Switch E0ebSa0L10ch w2 e

ALARM TYPE: ALARM LEVEL: LAST MODIFIED: FIRSTTIME:

Device 26seconds ago 3daysago
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9.4 Device Inspection

The device inspection feature is designed to regularly check and monitor network devices to ensure their

normal operation and detect potential faults in a timely manner. Its main functions include:

® Device Status Monitoring: Checks critical parameters such as CPU usage, memory usage, storage,
and port status to ensure devices are functioning properly.

® | ogand Alarm Management: Collects device logs, analyzes abnormal events, and triggers alarm
mechanismes.

® (Critical Process Status Check: Monitors the status of essential processes to ensure smooth
business operations.

® Automated Inspection Tasks: Supports scheduled inspection tasks, generates inspection reports,

and facilitates network maintenance.

9.4.1 System Inspection

System inspection refers to the periodic check of the controller’s internal system to ensure stable and

efficient operation. Key inspection items include:

® CPU & Memory Usage: Monitors CPU load and memory consumption to prevent system failures
due to resource exhaustion.

® Disk Usage Check: Examines disk usage to prevent logs or cached data from consuming all
available storage, which could impact system performance.

® Files Descriptor: Verifies the proper functioning of critical services (e.g., network management,
authentication, logging) and automatically restarts abnormal processes.

® E-Mail Server Connected: Tests the controller’s connectivity with the email server to ensure alert
notifications are successfully sent.

System inspections can be scheduled at fixed intervals (e.g., every 5 minutes or every hour) and

automatically generate inspection reports for administrators to analyze and optimize system

performance.
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T
© Navigation “ System Inspection @C

2D Dashboard
[ GPU Utilization - Host: 0.31%

[0 CPU utilization - owanalytics: 0.50%

[0 CPU Utilization - owfms: 0.50%
CPU Utilization - owgw: 1.50%

[£] CPU Utilization - owmgmit: 0.50%

[ CPU utilization - owom: 0.50%

[ CPU Utilization - owprov: 0.00%

Alarm EE [£] cPU utilization - owsec: 0.50%

B Devices

Inventory

CPU Utilization
o N
& &

Q, Operations € ~

-

K 8% T T 1 T [ CPU Utilization - owupgrade: 0.50%
Service Inspection

2 - ] Memory Use - Host: 9.44% (2.95 GB)
System Inspection £ ] Memory Use - owanalytics: 0.12% (37.73 MB)

= . 1 Memory Use - owlms: 0.15% (47.68 MB)
Firmware Memory Use - owgw: 0.30% (97.85 MB)

1 Memory Use - owmgmt: 0.10% (30.68 MB)

Scripts
@ B80% T 0] Memory Use - owom: 0.20% (65.68 MB)
SR Users 3 ] Memory Use - owprov: 0.26% (B5.07 MB)
j 40% ] Memory Use - owsec: 0.14% (45.55 MB)
@3 System ~ e I Memory Use - owupgrade: 0.10% (31.13 MB)
o [0 Disk Use - Host: 85.55% (82.25 GB)
Controller T [0 File Descriptor - owanalytics: 30
[] File Descriptor - owfms: 60
Upgrade File Descriptor - owgw: 96

100
| [] File Descriptor - owmgmt: 33

Configuration

Migration 50 I [ File Descriptor - owom: 42
Mail Sender . [ File Descriptor - owprov: 39
[ File Descriptor - owsec: 58
Logs
[ File Descriptor - owupgrade: 29
Services Gonnected ] E-Mail Server Connected: Disconnected

Disconnected @ @ @ % % % = = = 5 5 = =5 = 5 5 = = 5 5 85 8 5 5 5 5 8B & =8 @®
Connected Devices: 3

E-Mail Server Connected File Descriptor

Version RO8 (250929)

9.4.2 Business Inspection

Business inspection refers to periodic or on-demand checks of network device operation to ensure stable
business operations and prevent potential failures.
9.4.2.1 One-Click Inspection

This feature allows users to specify inspection items and target venues for an instant inspection, defining

the scope of the inspection accordingly.

@ Navigation v InspectionRecord  Oneclick  Cyele

@ Dashboard f

Inspection Name *

9.4.2.2 Cycle Inspection

Cycle inspection is configured based on the needs of different venues, allowing for automated
inspections at scheduled intervals without manual intervention, thus improving operational efficiency.

Click the [View Details] button to view/edit the periodic inspection settings for the selected venue.

91



Astertusion Empowering Choice for Network Fusion in Ubiquitous Computing

Edit Cycle

Name
v testl
Status interval
2
Inspection Items *

Al x

9.4.2.3 Inspection Records

Both one-click inspections and periodic inspections are logged in the inspection records.

Click the [View Details] button to check the inspection results. All detected anomalies will be listed
under the [Abnormal] section. Administrators can:

Click [Actions] - [View Details] to check the inspection results of a specific device.

Click on the MAC address to directly navigate to the device management interface for further analysis.

test
Inspection Name:test Inspection Type: Cycle Inspection User:
Inspection Venue: i test Created: 60 minutes ago Modified: 60 minutes ago
D Oevice Pomer supply satus
Device Inspection(4) wc Q Hoxthame Q Al v AlPlaom v dlDmieTv = 2
Mac o HOST NAME O VENUEO PLATFORM O DEVICE TYPEO SERIAL O vo ABNORMAL O CREATED O ACTIONS
60eb5a0L10ch 1582 @test Switch ©x308P4EYN F022243047 10101732 3 60 minutes ago
60eb5a011c34 15.198 @test Switch ©X204748GT-H-5 FO24520014 1010132 3 60 minutes ago
60eb5a012527 15185 @test Switch ©06P-485-M F0241284003 101001732 0 60 minutes ago
be2azadzd1bT 15217 @test Switch ©X206P.205.MH F025128A001 10101732 1 60 minutes ago
11 cotopage 1 L showwo v

10 Users

Administrators can operate users and adjust user permissions as needed on the [User] view.

Q Navigation v Users (8) = o

%) Dashboard

AVATAR LOGINID ~ NAME ROLE © ENTITIES - VENUES LAST LOGIN DESCRIPTION ACTI
f-” Configuration
. aster@asterfusion.com aster@asterfusion.com  system Administrator - - 1day ago
B Devices
. guoshurui@asterfusion.com SHE General Administrator - guoshurui 2 months ago
B Client
Q operations € ~ . org@123.com org Organization Administrator - A S
R Users
q@q.q q system Administrator - - -
@ System ~
. tip@ucentral.com Default User system Administrator - - 7 hours ago Default user should be deleted.
. wayneeel88@163.com qin wei General Administrator - wayneeel88 9 daysago

10.1 Delete

Click the [Delete] button on the right side of the user to delete the user. The current login of the deleted

user will be forced to log out, and it will be restored after logging in again.
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B0
X

Delete org

Are you sure you want to delete this User?

Default Cancel Yes

10.2 Actions

Click the [Actions] button on the right side of the user and select the corresponding operation.

» &
Suspend m@

Re-validate Email

e e Send Email Invitation @

Reset Password

il ~» A

Suspend: Temporarily deny the user login to the controller. If you need to lift the restriction, you can
choose to reactivate the user in the same path.

Re-verify Email: Send a verification email to the user's email address. The user clicks on the [Confirm
Email Address] in the email to complete the verification. If not clicked, it will show that the user has not
verified.

Send Email Invitation: Send an invitation email to the user's email address. After the user clicks on
[Accept Invitation] in the email, they will be directly redirected to the controller page.

Reset password: Send a password reset email to the user's mailbox. After the user clicks on the [Reset

Password] in the email, they will be directly redirected to the controller's password reset page.

10.3 View Details

Click on the user directly or click on the icon on the far right of the user to enter the detail page. Click on

the [Edit] button in the upper right corner to adjust user permissions and change passwords.
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@

org .2,9 X
[ca |

Email Name
org@123.com org
Role @ Parent *
Organization Administrator v A: Site v
Description
Password Confirm password
Nré Nl

Password Policy®

Email: The email used by the user when logging in

Name: User name

Role:

® System Administrator: The user with the highest authority in the system and full control over the
system.

® Organizational Administrator: Users with organizational management permissions in the system
have full control over the organization.

® General Administrator: A user responsible for managing the system and user permissions.

® Normal user: A user responsible for monitoring and maintaining network operations, only having
viewing permissions.

Parent: Manageable venue corresponding to user roles

Passwords: User passwords can be modified on this page. The password policy displays the format

requirements for setting passwords

11 System Configuration and Upgrade
11.1 Controller configuration

11.1.1 Operations Configuration

Users can freely adjust the alarm levels and maximum values of each item on the [System] - [Controller]

-[Operations Configuration] view.
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© nNavigation v Operations Configuration Clients Configuration
D Dashboard Operations Configuration
i
B Devices 3 oo
® Inventory E  controller CPU Usage
. CONFIGURATION ITEM INVISIBLE
Q operations €D v
host
SR Users
& system N owsec
Controller owgw
Upgrade
owfms
Configuration
Migration
Mail Sender DI
Logs owanalytics
Services
owom

Release Notes

Controller CPU I/0 Wait PCT

Controller Memory Usage

11.1.2 Clients Configuration

Users can adjust

the storage period

configuration view.

Operations Configuration Clients Configuration

Clients Configuration

Wificlient History Period

3
Client Statistics Period

3

Wificlient Event History Period

3

Days
-~
» Days
-~
- Days

11.1.3 Demo Configuration

Demo Configuration

TYPE

Controller

Controller

Controller

ALARM DESCRIPTION

The CPU usage of the controller is too high

~

The CPU I/O wait PCT of the controller is too high

The memory usage of the controller is too high

60

60

60

60

60

60

of terminal statistical information as needed on the clients

Demo Configuration

The system administrator can configure the demonstration environment, and all users have the viewing

permission of the demo environment.

Operations Configuration Clients Configuration

Demo Configuration

Enable
Parent

test-yyw [Demo]

Demo Configuration
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11.2 Controller Upgrade

11.2.1 Firmware

Go to the [System] - [Upgrade] - [Firmware] view and click the [+] in the upper right corner to create a

firmware.
Asterfusion @1 Home / ... Em & @

© Navigation v Firmware Patch Log

&) Dashboard Firmware (0) <

B Devices m
NAME o SIZE O RELEASE O FILE MD5 o CREATED 0 DESCRIPTION O ACTIONS

@ Inventory

Q, Operations €D v No Firmware Found

S Users

@ System o

Controller

Upgrade

Configuration
Migration

Mail Sender
Logs
Services

Release Notes

1/0 Go to page Show 10 ~

Connected Devices 88

Upload the file accor ding to the page prompts, fill in information such as the name and version, and

click [Save] in the upper right corner.

Create Firmware X

Name *
Release *
Description

File *
Choose File | No file chosen

Size * MD5 *

0B

After uploading, click [Firmware Upgrade] - [Start] on the right to upgrade the controller firmware.
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Firmware Patch Log
Firmware (2) -
NAME o SIZE o RELEASE O FILE MD5 o CREATED ¢ DESCRIPTION © ACTIONS
dada 202GB dada controller_V1.0_RO7T04.bin 5(05Mb44a514Mb10... 4daysago  dada o a
Firmware Upgrade
controller_VV1.0_RO7T9 2.04 GB controller_V1.0_R07T9 controller_V1.0_RO07T9.bin 0Obea8ea797a91c9. 7 days ago 1y o
Firmware Upgrade: controller_V1.0_R07T04.bin X
o You will use the following firmware to complete the controller upgrade.
1. During the controller upgrade, the service will restart.
2. Do not perform any operations during the upgrade.
NAME RELEASE FILE SIZE MD5 CREATED DESCRIPTION
dada dada controller_V1.0_RO7T04.bin 2.02GB 5fd5fb44a514f... 4 days ago dada

11.2.2 Patch

Patches can achieve precise modifications to target files through incremental updates.

Click [System] - [Upgrade] - [Patch] - [+] to create a patch.

Astertusion

® Navigation v
&) Dashboard
B Devices

) Inventory

Q Operations @I® v
SR Users

& System ~

Controller

Upgrade

Configuration
Migration

Mail Sender
Logs
Services

Release Notes

Connected Devices 88

Version RO7T8 (250724)

2 Home /...
Firmware Patch Log
Patch (0)
NAME O SIZEO RELEASE O FILE

MD5 O CREATED 0 DESCRIPTION &

No Patch Found

Show 10«

ACTIONS

Upload the file according to the page prompt, fill in information such as the name and version, and click

[Save] in the upper right corner.
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Create Patch X

[Save |

Release *
Description

File "
Choose File | No file chosen

Size * MD5 *

0B

Click [Patch Apply] - [Start] on the right side to apply the controller patch.

Firmware Patch Log

Patch (2) -

NAME o SIZE o RELEASE o FILE MD5 o CREATED © DESCRIPTION o ACTIONS
owan 183.11 MB 10 owan.bin 1cf59a31073639439. . 4 days ago ® g

Patch Apply: owan.bin m X

o You will use the following patch to complete the controller upgrade.
1. During the controller upgrade, the service will restart.
2. Do not perform any operations during the upgrade.

NAME RELEASE FILE SIZE MD5 CREATED DESCRIPTION

owan 1.0 owan.bin 183.11 MB fcf59a3f073e3... 4 days ago

11.3 Configuration Migration

The controller configuration migration function enables the overall configuration migration through a
one-click operation, which facilitates users to quickly reuse the existing configuration when creating a
new controller.

Enter the [System] - [Configuration Migration] view of the original controller, click [Export

Configuration] - [Click to Download the Controller Configuration File] to export the configuration file.
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Controller £ Home /g Top Entity / g Asterfusion-demo / gh Demo5
© Navigation v Import Configuration Export Configuration

&) Dashboard
&2 Configuration
B Devices

® Inventory (|

Click to download controller configuration file...

CD) Client
Q Operations v
S Users
& System ~
Controller
Upgrade

Configuration
Migration

Mail Sender

Connected Devices 0

Version RO7T9 (250731)

me e @

In the controller where you need to import the configuration, go to [System] - [Configuration

Migration] - [Import Configuration], and click [Choose File] - [Next].

Controlter £ Home / »¢ Top Entity / ¢ Asterfusion-demo / gh Demo5
@ Navigation v Import Configuration Export Configuration

¢) Dashboard

£2 Configuration i . )
° Upload Configuration 2 Configuration Validation

B Devices

@ Inventory

Configuration No file chosen
CB Client
Q, Operations v

SR Users

3 System ~ Import Operation History (2)

Controller

START TIME + STATUS ERROR CODE OPERATOR
Upgrade

Configuration 4 days ago Completed Success tip@ucentral.com
Migration

Mail Sender 4 days ago Gompleted Success tip@ucentral.com

Import Configuration Export Configuration

Start Time: 8/12/2025, 4:16:33 PM  Operator: tip@ucentral.com

+ Upload Configuration ° Configuration Validation

Task created successfully!

Please proceed with configuration validation.

we o @@

-
~
3 Import Configuration
-
~
ACTIONS
&
& 0
=
~

3 Import Configuration

Configuration Validation
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N

Click on [Configuration Verification]

Import Configuration Export Configuration

Start Time: 8/12/2025, 4:16:33 PM  Operator: tip@ucentral.com

)

v/ Upload Configuration ° Configuration Validation

w

Configuration validation successfull

Should the task be stopped immediately if errors occur during configuration import?

«©

Conflicts detected between imported configuration and controller configuration. Overwrite controller configuration?

Scroll down the page and click [Next] to proceed with the import configuration.

12 Solution Classic Configuration
12.1 Small/Mid-Scale Campus

12.1.1 Scenario Overview

This solution is targeted at small and medium-sized parks and adopts the advanced Spine-Leaf full three-
layer network architecture. It realizes the automated deployment, centralized management and
intelligent operation and maintenance of the network through a cloud-based park controller. The
solution adopts key technologies such as distributed gateways and DHCP high availability, providing a
high-performance and highly reliable network foundation for the access of small and medium-sized
terminals.
Centrally Intelligent Management Core
The controller automatically translates business intents into device configurations through a graphical
interface and deploys them accurately, completely eliminating the traditional tedious process of
configuring devices one by one via command-line interface. It offers full lifecycle management, including
device onboarding, monitoring, and diagnostics, enabling network automation and high reliability.
Elastic and Reliable Network Backbone
® Simple and flat, efficient forwarding: Adopting a Spine-Leaf two-layer architecture, the structure is
simple and the path is optimized. All Leaf devices are fully interconnected with dual Spine,

achieving efficient and low-latency data forwarding between any two points.
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® Distributed gateway, traffic optimization: Business gateways are distributed and deployed on Leaf
switches at each access layer. Cross-subnet communication traffic between terminals can be
forwarded nearby at the access layer without detour to the core, effectively reducing transmission
delay, enhancing service experience, and simultaneously alleviating the load pressure on the Spine
layer.

Stable and reliable access and service

® Leaf Distributed Gateway: Serving wired and wireless terminals within the park. The gateway is
lowered to the access Leaf, achieving isolation of the broadcast domain and convergence of the
fault domain. While providing flexible subnet planning, it ensures the stability and forwarding
efficiency of the access layer.

® High availability of key services: Deploy key network services such as DHCP Server on two Spine
devices and automatically build DHCP Failover relationships. This design ensures the continuous
availability of the address allocation service. Even if a single Spine device fails, seamless service

switching can be achieved, guaranteeing the continuity of terminal business.

12.1.2 Scheme Design

Campus Controller

NTP Server

’ 20.57.127.6
172222440
DHCP Server (s =="h - DHCP Server
Eth1/  Eth2 CEtht” Eth2
Ethd7/ Ethds Eth47.\ Ethds
) NS [ Lcar.2
Eint . Ecnd0

Ethl./-\_Eth40
co_/GW N o

/GW N2

The small and medium-sized campus network adopts the Spine-Leaf networking architecture, based on
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the classic full three-layer routing network of the cloud-based campus. eBGP is automatically formed

between Spine and Leaf through the controller, and distributed gateways are deployed on Leaf devices.

Access Zone:
Leaf1 and Leaf2 serve as distributed gateways. Leaf1 is responsible for connecting aps and wireless

terminals, while Leaf2 is responsible for connecting wired terminals.

DHCP Deployment:
DHCP Servers are deployed on both Spine devices and are automatically configured as a DHCP Failover

pair via the controller, ensuring high availability of address services.

Controller Deployment:

The controller is cloud-based and enables centralized policy deployment, configuration management,
and status monitoring for all network devices through a graphical interface, significantly improving
operational efficiency.

Foundation Link Data Planning

Device Interface IP Address
Ethernet53 172.22.244.10/24
Spine1
Loopback0 172.22.252.51/32
Ethernet53 172.22.244.11/24
Spine2
Loopback0 172.22.252.52/32
Leaf1 Loopback0 172.22.252.53/32
Leaf2 Loopback0 172.22.252.54/32

Service Network Data Planning

Service Type IP Segment Gateway Service VLAN SSID
Wireless Service 180.10.0.0/24 180.10.0.1/24 1080 New SSID
Wired Service 180.10.1.0/24 180.10.1.1/24 1081

AP Management 180.10.2.0/24 180.10.2.1/24 1082

12.1.3 Device Import

Administrators can create or import devices in bulk to specified sites/organizations. When an added
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inventory device connects to the controller and comes online, the controller will automatically assign it
to the designated organization/site based on its MAC address.
1. Add devices one by one.

Click [Configuration] - [Inventory Information] - [+] to create an inventory device.

@ Navigation ~ Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Operations Configurationo

Map AL(0)  Switch(0) AP(0)  Gateway (0)
- B

ED Dashboard

MAC NAME CONFIG TAG FIRMWARE TAG ENTITY / VENUE DEVICE TYPE LOOPBACKO IP ACL SCALE PROFILE  LICENSE MD5  DE
ﬂ’ Configuration
B Devices No Devices Found

Fill in the relevant information as prompted on the page

Create Inventory Devices X
Device Type * MAC * Name
CX206Y-48GT-HPW4-M @
Loopback0 IP ACL Scale Profile
Default Scale v
Config Tag @ * Firmware Tag @ * Description
default X v default X v

2. Import via Excel

Click [Upload Devices]

Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Operations Ccnmgurallono

All (0) Switch (0) AP (0) Gateway (0)
= lg g ~—

MAC NAME CONFIG TAG FIRMWARE TAG ENTITY / VENUE DEVICE TYPE LOOPBACKO IP ACL SCALE PROFILE LICENSE MD5 DE

No Devices Found
Upload Devices Download Template % P4
To bulk import devices, you need to use a CSV file with the following columns: MAC, Name, DeviceType, Loopback,

ConfigTag, FirmwareTag, Description, etc.

Please make sure there are no extra spaces at the start or end of any values unless it is part of the value desired

Choose File | No file chosen

Click [Download Template] and enter the information for the devices to be added to the inventory

according to the template's specifications.
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N

MAC DeviceType Name ConfigTag FirmwareTag Loopback AclScaleProfile License  Description
60eb5a000001  CX308P-48Y-M Spinel

60eb5a000002  CX308P-48Y-M Spine2

60eb5a000005 CX206Y-48GT-HPW4-M Leafl

60eb5a000006 CX206Y-48GT-M Leaf2

60eb5a000007  CAP7030-Z default
60eb5a000008 CAP7030-Z default
60eb5a000009 CAP7030-Z default
60eb5a000010 CAP7030-Z default
60eb5a000011 CAP7030-Z default
60eb5a000012 CAP7030-Z default
60eb5a000013  CAP7030-Z default
60eb5a000014 CAP7030-Z default
60eb5a000015 CAP7030-Z default
60eb5a000016  CAP7030-Z default
60eb5a000017  CAP7030-Z default

MAC: The device's MAC address. This information is typically found on the device's label.

Device Type: The device model.

Name: The device hostname. By default, it is the device's MAC address.

ConfigTag: After an AP connects to the controller, it will automatically pull the configuration file
corresponding to this tag. By default, the tag value is default.

FirmwareTag: When performing firmware upgrades, devices requiring an upgrade can be filtered based
on their firmware tag type. By default, the tag value is default.

Loopback: The device's loopback address. For all devices operating at Layer 3, this address serves as the
device's in-band management address.

AclScaleProfile: Optional values are default or large-scale. By default, the value is default.

License: The AP's license file. For bulk imports, you can either enter the ]SON-formatted license file
content directly in the Excel sheet, or add all devices to inventory first and then import the license files in
bulk afterward.

Description: Descriptive information about the device.

Click [Choose File] to upload the completed template, then click [Test Upload Data]. The controller will
automatically check if the uploaded data complies with the specifications and display the results in the
test report.

Once completed, users can view the created devices in the [Inventory Information] view.

12.1.4 Service Configuration

Click [Design Topology] to enter the corresponding page, select the Large/Mild-Scale campus

deployment, fill in the required device models and quantities according to device roles, and then click
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[Save] to finish the network topology pre-planning. The controller will generate the network topology

based on the entered information.

Solution 0
o . &
i O e saine —_—
IS R NS o
= Hiw = @i AN
Small/Mid-Scale Campus 52 Traditional L2 Network 52
(T
TR
- - =
i —— — — — — —  — — — —— o—— —— e——
a [=] o - -
U Va T s VAN W s Vo W 2 Yo\ = = = a
- - = iREigE
Large/Mid-Scale Campus 52 Open Cloud Connect na

Employs the Spine-Leaf network architecture, based on the classic full three-layer routing network of a cloud-based
campus, with distributed gateways deployed on Leaf devices. This solution can support up to 48 Leaf switches, making it
suitable for small-to-medium-sized campus networks, providing efficient data forwarding and good network scalability.

Please select the devices

Super Spine  will not use e
. -~
Spine  CX308P-48Y-M M 2 >
Leaf  Cx206Y-48GT-HPW4-M e 1 :
-~
CX206Y-48GT-M v 1 v e

Generated topology:

P il

AR .-

B il

Spine SRTEmIEmTmTERIERES

Spine  =RRnm

MAC: MAC:
CX308P-48Y-M (& CX308P-48Y-M &
Spine-1 Spine-2

MAC: MAC:
CX206Y-48GT-HPW4-M (& CX206Y-48GT-M &
Leaf-1 Leaf-2
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Users can click the [Edit] button on the device end and fill in the corresponding information in the

slide-out panel on the right.

]
Device Model
CX308P-48Y-M ~
MAC *
60eb5a000001 (Spinel) v
Loopbacko IP *
172.22.252.51/32
Host Name *
Spinel
Device Role *
Spine ~
Inter Port D
Local Port Neighbor Neighbor Port
1% X v Leaf-1 47 X v
Local Port Neighbor Neighbor Port

2% % v Leaf-2 AT X K v

MAC: Uniquely select a device via its MAC address.
LoopbackO0 IP: Configure the IP address for the device's Loopback0 interface, which will be used for in-
band management of the device.
Hostname: Configure the hostname of the device.
Device role: Assign the device role as Spine or Leaf.
Inter Port:
Local Port: The interface on the current device.
Neighbor: Select the peer device connected to the local interface.
Neighbor Port: The interface on the peer device interconnected with the current device's local
interface.
Upon completing all configurations, click [Save] in the upper right corner of the page, then select

[Confirm] in the pop-up window.

12.1.5 Basic Network

Click the top right corner [Basic Network]

Inventory Information Design Topology Switch Configuration WIi-Fi Configuration Operations Conﬁgurationo

Design Topology G B
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12.1.5.1 Egress Router

Click [Create], select the interface ID of the Spine device's uplink interface, and configure the IP address

as per the service plan.

Uplink
Uplink Mode
Interface M

Spine1

Create ( 1 Entries )

Interface Local IP Description

Ethernet53 172.22.244.10/24

Spine2

Create ( 1 Entries )

Interface Local IP Description

Ethernet53 172.22.244.11/24

To ensure normal network operation, a default route typically needs to be configured, with the next hop

IP set as the peer IP address of the Spine uplink interface.

Route

Spine1

Create ( 1 Entries )

Dst Network Segment Nexthop IP
0.0.0.0/0 172.22.244.1
Spine2
Create ( 1 Entries )
Dst Network Segment Nexthop IP

0.0.00/0 172.22.2441

12.1.5.2 Device

Configure device management related information:
< TimeZone: Configure the system time zone.

< NTP: Configure NTP Server.

< SNMP: Configure SNMP community.

¢

Syslog: Configure syslog server IP address.
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< TACACS+: Configure TACACS server IP address.

< Device ACL: Configure ACL rules restricting SSH, SNMP, TELNET connections to device.

12.1.6 Switch Configuration

12.1.6.1 Switch Configuration

Click [Create] on the right to set up the switch configuration.

Inventory Information ~ Design Topology ~ Swilch Configuration  Wi-Fi Configuration ~ Operations Canflguraliano
Switch Configuration DHCP
Switch Configuration (0) © = 2
NAME VLAN STATUS LAST MODIFIED -~ CREATED © CREATOR DESCRIPTION - ACTIONS

No Switch Configuration Found

12.1.6.1.1 Leaf1

Create Switch Configuration X
@ Before configuring, please confirm the topology information

Name * Device *
Leaf1 Leaf1 (60eb5a010005) x x v

Name: User-defined
Device: Select the Access-1 device
1. DHCP Relay

Since the DHCP Server is deployed on the Spine and is not directly connected to the service devices on

Leaf1, a DHCP relay needs to be configured.

DHCP Relay v

DHCP Server Detect Enabled

Option82

Click [Create], enter the DHCP server IP in the pop-up page, and then click [Add] after completion.
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DHCP Relay X

DHCP Server IP

172.22.252.51

Since DHCP Servers are deployed on both Spine devices with DHCP Failover configured, two DHCP server

IP addresses need to be entered.

Create ( 2 Entries )

DHCP Server IP

172.22.252.51

DHCP Server IP

172.22.252.52

Services VLAN
Deploy wireless service configuration on Leaf1 and set up the service gateway.

1. Configure the AP management VLAN

VLAN Description
-
1082 =
P Access/Trunk
180.10.2.1/24 Access v
DAI IPSG
MAC Scan
Members

Ethernet1 X  Ethernet2 X Ethernet3 X Ethernetd X Ethemet X Ethernet6é X Ethemet7 X
Ethernet8 X  Ethernetd X Ethernet10 X  Ethernet11 X  Etherneti2 X  Ethernet13 X

Ethernet1i4 X  Ethernet15 X  Ethernetl6 X  Ethernet17 X Ethernet1i8 X  Ethernet19 X

Ethernet20 X  Ethemet21 X Ethernet22 X  Ethernet23 X Ethernet24 X  Ethernet25 X X v
Ethernet26 X Ethemnet27 X  Ethernet28 X  Ethernet29 X  Ethernet30 X  Ethernet31 X

Ethernet32 X  Ethemnet33 X FEthernet34 X Ethernet35 X Ethernet36 X  Ethernet37 X

Ethernet38 X  Ethemet39 X  Ethernetd0 X

2. Configure the Wireless Business VLAN
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VLAN Description
1080 -
v
P Access/Trunk
180.10.0.1/24 Trunk v
DAI IPSG
MAC Scan
Members

Ethernetl X Ethernet2 X Ethernetd X Ethernet4 X EthernetS X Ethernet6 X  Ethernet7 X

Ethernet8 x Ethernetd X Ethernet10 X Ethernet11 X Ethernet12 X  Ethernet13 X

Ethernet14 X  Ethernet15 X  Ethernet16 X  Ethernet17 X Ethernet18 X Ethernet19 X

Ethernet20 X  Ethernet21 X Ethemnet22 X  Ethernet23 X Ethernet24 X  Ethernet2b X X v
Ethernet26 X  Ethernet27 X Ethemnet28 X  Ethernet29 X Ethernet30 X  Ethernet31 X

Ethernet32 X Ethernet33 X Ethernet34 X  Ethernet35 X Ethernet36 X Ethernet37 X

Ethernet38 X  Ethernet39 X  EthernetdQ X

IP: Enter the service gateway address.
Access/Trunk: Select the mode based on whether the interfaces send and receive frames with VLAN
tags.
Access: Receives untagged frames. Typically configured for the AP management VLAN and wired
service VLANS.
Trunk: Receives tagged frames. Typically configured for wireless service VLANSs.
Members: Click the dropdown arrow to select the member interfaces for the VLAN on the device.
POE
The access switch features PoE functionality, which can be directly enabled in the wired service
configuration to supply power to PD devices.

Click [Create]

PoE N/

Create ( 0 Entries )

Select the interface where the PoE function is to be enabled and set the startup delay time.
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PoE

Interface

Ethemnet1 Ethemnet2

Ethemnet3 Ethemet4.

x x
X X

Ethemet5 X Ethemet6 X
X X
X

Ethemnet37 Ethernet38

X

X

X X X X X X X

X X X X X

Ethemnet? Ethemet8
Ethernet9 Ethernet10 X
Ethemnet11 X  Ethernet12
Ethemet13 x  Etherneti4
Ethemet15 X  Ethernet16
Ethemnet17 x  Ethemnet18
Ethemet19 X  Ethemet20
Ethemet21 x  Ethemnet22
Ethernet23 X  Ethernet24
Ethemet25 X  Ethemnet26
Ethemnet27 x Ethemnet28
Ethemet29 X  Ethemet30
Ethemet31 X  Ethemnet32
Ethemet33 x  Ethernet34
Ethemet35 X  Ethernet36

X

X

Ethemnet39 Ethemnet40

PoE Enable

«©

PoE Delay

30 * second(s)
v

POE Delay: This refers to a brief, intentional time delay introduced at a PoE switch port between when it

begins to supply power and when it actually delivers power to the Powered Device (PD).

Once all configurations are completed, click [Save] in the top right corner to finish configuring Leaf1.

Create Switch Configuration

e Before configuring, please confirm the topology information

Name *

Leaf1

12.1.6.1.2 Leaf2

Create Switch Configuration

@ Before configuring, please confirm the topology information

Name *

Leaf2

1. DHCP Relay
Same as Leaf1

2. Services VLAN

B ~
3

Device *
Leaf1 (60eb5a010005) X x v
.
Device *
Leaf2 (60eb5a010006) x X v

Deploy wired service configuration on Leaf2 and set up the service gateway.
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VLAN Description
'y
1081 -
IP Access/Trunk
180.10.1.1/24 Access v
DAI IPSG
MAC Scan
Members
Ethernet1 X Ethermet2 X Ethernetd X Ethernetd X Ethernetd X Ethernet6 X Ethernet? X
Ethemet8 X Ethernet9 x Ethemmet10 X  Etherneti1l X Ethernet12 X  Ethemnet13 X
Ethernet14 X  Ethernet15 X Ethernet16 X Ethernet17 X Ethernet18 X Ethernet19 X
Ethemnet20 X Ethernet21 X Ethernet22 X Ethernet23 X Ethernet24 X  Ethernet25 X v
Ethernet26 X Ethernet27 X Ethernet28 X Ethernet29 X Ethemnet30 X Ethernet31 X
Ethemet32 X Ethernet33 X  Ethernet34 x Ethernet35 X Ethemet36 X  Ethernet37 X
Ethemet38 X Ethernet39 X  Ethemnetd0 X

3. Wired Clients Information Collection

Interfaces with this feature enabled will report information about the connected wired terminals to the

controller.

Wired Clients Information Collection

Wired Clients Information Collection Enable

«©

Port Range

1-40

12.1.6.2 DHCP

The controller allows users to configure the DHCP Server function on Spine devices.

After entering the site, click [Configuration] - [Switch Configuration] - [DHCP] to access the DHCP

Server configuration interface. Then, click the [+] button on the page to create a new configuration:

1. Create AP Management Address Pool.
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Create DHCP Pool E X

Basic DHCP Option MAC Bind IP

Name *

AP_mgmt

Network @ *

180.10.2.0 Mask 255.255.255.0

Gateway Address @ * DNS @

180.10.2.1

Address Pool (Total: 253) @ *

Start 180.10.2.2 End 180.10.2.254
Lease Time @ *

Default Lease Time 6000 : Second(s) Maximum Lease Time 12000 : Second(s)
Description

Name: User defined.

Network: Specify the network segment where the IP address assigned by the DHCP server to the DHCP
client is located.

Gateway Address: Specify the gateway address assigned by the DHCP server to the DHCP client.

DNS: Specify the DNS server address.

Address Pool: Specify the address range allocated by the DHCP server to DHCP clients.

Lease Time: Specify the IP address lease time.

Click on [DHCP Option]and fill in the relevant information.

Create DHCP Pool X
Basic DHCP Option MAC Bind IP

Next Server

Vendor Specific (Option 43)
Server |dentifier (Option 54)
TFTP Server (Option 66)
Bootfile Name (Option 67)

Controller IP

20.57.127.6
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Controller IP: DHCP options specifically designed for wireless AP discovery controllers, fill in the

controller IP address.

The controller supports configuring MAC binding IP function, which users can fill in as needed.

Create DHCP Pool X
Basic DHCP Option MAC Bind IP

IP MAC Description

Click [Save] after completing all configurations.

Follow the steps above to sequentially create the DHCP configurations for wireless terminals and wired

terminals. Once all configurations are completed, the DHCP view will appear as shown below.

Created (3) O’J q’
wireless_terminal i} wireless_terminal View Details
Not Applied
180.10.0.2 - 180.10.0.254 Network Address Pool (Total: 253)
180.10.0.0 / 255.255.255.0 180.10.0.2 - 180.10.0.254
wired_terminal ] Gataway Addrass NS
Not Applied 180.10.0.1 - Assigned: 0
180.10.1.2 - 180.10.1.254 Default Lease Time Maximum Lease Time ® Unassigned: 253
1 Hours 40 Minutes 3 Hours 20 Minutes
AP_mgmt o]
Not Applied
180.10.2.2 - 180.10.2.254
180.10.0.* >

12.1.7 Wi-Fi Configuration

Click [wi-Fi Configuration] - [+] to configure the necessary basic information for the wireless AP, e.g.
SSID settings, security policy. The controller can automatically generate the corresponding

The controller supports the configuration of different wireless service configurations, and after the AP
goes online, it will determine which configuration should be issued to the AP based on the [Config Tag]

attributes of the configuration.

Create Configuration X
Name * Device Types Config Tag Mode Description
v default Basic v
Content (Basic)
System  Network Activation  Security & Services
System
Timezone @ LEDs Active @
China Shanghai Time (UTC+8:00] v ()
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.

12.1.7.1 SSID

Create Configuration X

Name Device Types Config Tag Mode Description

~ default Basic

Content (Basic)

System  NetworkActivation  Security & Services

$sIDs

New SSID (2G,5G) - 1080 X

SSID @ Wi-Fi Bands @ VLAN ID

Hew SSID 6 % 56 % R 1080

Authentication
Pratocol @ Key @ Captive

WPA-PSK v £

12.1.7.2 LAN

When the AP is one that has an extended wired interface and is capable of accessing terminals by wired
means, such as a panel AP, the user can configure the access method for wired terminals through the

configuration in LANs.

LANs

LANL (un-tagged) - 1080 X

UpstreamPorts @ DownstreamPorts Downstream VLAN Tag WLANID @ DHCP Snooping Trusted

WAN® v LANL X X v Un-tagged v 1080 ()

UpstreamPorts: Specify the up-link interfaces for wired terminal to access the network through AP,
usually it is the interface for AP to connect to the switch, and keep the same with [UpstreamPorts] in
[SSID] - [Advanced] Settings, the default is: WAN*,

DownstreamPorts: Interfaces for wired terminal access.

Downstream VLAN Tag: Whether the wired terminal carries VLAN Tag.

VLAN ID: The AP receives messages from wired terminals that add this VLAN TAG to identify.

DHCP Snooping Trusted: DHCP Snooping Trusted interface, if the wired terminal needs to obtain IP

address through DHCP service, this switch needs to be on.
12.1.8 Configuration Release

12.1.8.1 Switch

Switches support both in-band and out-of-band management methods. Operation and maintenance
personnel can flexibly choose based on current network conditions. For devices in the factory default
state, whenever either the management port or service portis in an "Up" state, they will actively initiate

a DHCP request to obtain a temporary management IP address and the IP address of the cloud-based
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controller from the DHCP server. They will then connect to the controller to retrieve configuration
information.

Once all switches are successfully connected to the controller, click [Topology Consistency Verification]
on the upper right side of the [Design Topology] view to confirm whether the generated topology

matches the planned topology. After verification, the controller can deploy configurations to the switches.

12.1.8.1.1 Push Basic Network Configuration

Click [Configuration] - [Design Topology] - [Basic Network] - [Push Configuration] to issue the basic

configuration for all devices.

Basic Network @ <

Push Configuration
o Egress Router 2  Device ™ Finis
Please configure uplink network
of Spine

By default, the controller will select all switches. Click the [Next] - [Start] button to start issuing basic

network configurations for the switches.

12.1.8.1.2 Push Switch Configuration

1. Switch Configuration
On the [Configuration]-[Switch Configuration] view, select the configuration to be deployed and click

the [Push Configuration] button.

@ Before configuring, please confirm the topology information

NAME © VLAN STATUS LAST MODIFIED -~ CREATED _ CREATOR © DESCRIPTION - ACTIONS
Leaf2 1081 4 days ago 4 days ago tip@ucentral.com q

In the pop-up window, click [Next]-[Start] to deploy the switch configuration to the switch.
2. DHCP
On the [Configuration] - [Switch Configuration] - [DHCP] interface, select the configuration to be

deployed and click the [Push Configuration] button to deliver the configuration.

Created (3) Q./ q]
Push Configuration
wireless_terminal | wireless_terminal VielW Detans o
Mot Applied
180.10.0.2 - 180.10.0.254 Netwo Address Poo 3
180.10.0.0 / 255.255.255.0 180.10.0.2 - 180.10.0.254

wired_terminal

E

Not Applied 180.10.0.1 - Assigned: 0
180.10.1.2 - 180.10.1.254 Default Lease Time Maximurn Lease Time ® Unassigned: 253

1 Hours 40 Minutes 3 Hours 20 Minutes
AP_mgmt o}

Not Applied

180.10.2.2 - 180.10.2.254

180.10.0.* 2
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12.1.8.2 AP

The AP does not need to manually issue the configuration. After the configuration of the device is issued
and takes effect, the PoE power supply function of the switch is turned on, and the AP can power on and
work. When the AP connects to the controller with the information obtained through the DHCP service,
the controller will automatically send the configuration to the corresponding AP based on the
comparison between the TAG identification stored in the AP inventory and the TAG identification in the

planning configuration.

12.2 Traditional L2 Network

12.2.1 Scenario Overview

The traditional Layer 2 network solution is based on the classic Spine-Leaf architecture, enabling
visualised, automated deployment and management through a centralised controller.This solution
adheres to the design principles of network stratification and separation of responsibilities, providing a
stable, efficient, and easily maintainable standardised foundational network platform for environments
such as campuses and data centres. It combines a reliable architecture proven over decades with modern
centralised management capabilities, ensuring non-blocking, low-latency forwarding of service traffic
within Layer 2 domains while achieving centralised and highly available Layer 3 gateway functionality.
Centralised Policy Management and Automated Deployment

Through a unified controller, the solution abstracts complex VLAN, port, Spanning Tree, and gateway
configurations into intuitive policy templates. Operations personnel can deploy configurations across the
entire network in bulk and with precision via a graphical interface, eliminating the need for individual
device logins. This fundamentally prevents misconfigurations and inconsistencies that may arise from
manual command-line operations, reducing network deployment time from days to hours.

Intelligent Unified Operations Management and Proactive Insights

At the deployment and management level, this solution achieves centralised policy distribution and
device management through a unified controller. Beyond this, the controller possesses robust real-time
monitoring and intelligent analysis capabilities. It continuously collects operational status and
performance metrics from all network devices, intelligently calculates health scores for each device
based on multi-dimensional data, and provides comprehensive logging with precise real-time alerts. This
mechanism significantly simplifies network operations, enabling administrators to proactively identify

potential risks, rapidly pinpoint issues, and resolve them, thereby comprehensively enhancing
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operational efficiency and network reliability.

Ultimate Reliability and High Performance in Classic Architecture

Employing a Spine-Leaf classic network topology, the Leaf layer functions as pure Layer 2 equipment,
dedicated to high-speed access and local switching. The Spine layer acts as Layer 3 gateways and policy
enforcement points, enabling centralised, efficient routing of cross-subnet traffic. This clear division of
responsibilities renders network behaviour entirely predictable, providing upper-layer services with

consistently low-latency, high-bandwidth stable connections.

12.2.2 Scheme Design

A .
’ ?Asterla
Campus Controller
N,
"~ IP: 20.57.127.6

10.13.100.2/24

Eth1010.13.100.2/24

Spine&
Q 10:172.22.252.21/32

< =
Eth1 e G Eth2

Ethd4g Ethag
Etht” - Eth40 Eth1 /- “Eth40

N

o e e ©
- 4 4 U Q

Network Architecture:

Traditional Layer 2 gateways are deployed on Spine devices, with Leaf devices operating purely as Layer
2 switches. This approach is suitable for wired networks in campus server zones or traditional
access/aggregation networks in small-to-medium campuses. It provides classic Layer 2 forwarding to

meet requirements for traditional Layer 2 architectures.

DHCP Deployment:

DHCP is centrally deployed on Spine devices.
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Controller Deployment:

Controllers are deployed in the cloud, enabling unified management through a graphical interface. This

facilitates centralised policy distribution, configuration management, and status monitoring, s

ignificantly

enhancing operational efficiency. Particularly for device configuration and deployment, this approach

substantially reduces workload.Service Planning:

Service Plan:

Service Type IP Segment Gateway Service VLAN

SSID

Wireless Service 180.10.0.0/18 180.10.0.1/18 1080 New SSID

Wired Service&

I Eee——— 180.10.18.1/24 1888

12.2.3 Device Import

Administrators can create or import devices in bulk to specified sites/organizations. When an added

inventory device connects to the controller and comes online, the controller will automatically assign it

to the designated organization/site based on its MAC address.
3. Add devices one by one.

Click [Configuration] - [Inventory Information] - [+] to create an inventory device.

@ Navigation A nventory Information Design Topology Switch Configuration Wi-Fi Configuration Operations Ccmflguratitmo

Map - |

All (0) Switch (0) AP (0) Gateway (0)

Real Tapology
2N Dashboard

L X MAC NAME CONFIG TAG FIRMWARE TAG ENTITY / VENUE DEVICE TYPE LOOPBACKO IP ACL SCALE PROFILE
4% Configuration
B Devices No Devices Found

Fill in the relevant information as prompted on the page

Create Inventory Devices X
Device Type * MAC * Name
CX206Y-48GT-HPW4-M v
Loopbacko IP ACL Scale Profile
Default Scale ~
Config Tag @ * Firmware Tag @ * Description
default X ~ default X v

4. Import via Excel

Click [Upload Devices]

, &

[

LICENSE MD5 DE
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Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Operations C:onﬂguraliono

All (0) Switch (0) AP (0) Gateway (0)

Upload Devices
ca - ==

MAC NAME CONFIG TAG FIRMWARE TAG ENTITY / VENUE DEVICE TYPE LOOPBACKO IP ACL SCALE PROFILE LICENSE MD5 DE
No Devices Found
Upload Devices Download Template ¢ [P
To bulk import devices, you need to use a CSV file with the following columns: MAC, Name, DeviceType, Loopback,

ConfigTag, FirmwareTag, Description, etc.

Please make sure there are no exira spaces at the start or end of any values unless it is part of the value desired

Choose File | No file chosen

Click [Download Template] and enter the information for the devices to be added to the inventory

according to the template's specifications.

MAC DeviceType Name ConfigTag FirmwareTag Loopback AclScaleProfile License Description
60eb5a000001 CX308P-48Y-M Spine

60eb5a000002 CX206Y-48GT-HPW4-M Leaf-1

60eb5a000003 CX206Y-48GT-M Leaf-2

60eb5a000004 CAP7030-Z default
60eb5a000005 CAP7030-Z default
60eb5a000006 CAP7030-Z default
60eb5a000007 CAP7030-Z default
60eb5a000008 CAP7030-Z default
60eb5a000009 CAP7030-Z default
60eb5a000010 CAP7030-Z default
60eb5a000011 CAP7030-Z default
60eb5a000012 CAP7030-Z default
60eb5a000013 CAP7030-Z default
60eb5a000014 CAP7030-Z default

MAC: The device's MAC address. This information is typically found on the device's label.

Device Type: The device model.

Name: The device hostname. By default, it is the device's MAC address.

ConfigTag: After an AP connects to the controller, it will automatically pull the configuration file
corresponding to this tag. By default, the tag value is default.

FirmwareTag: When performing firmware upgrades, devices requiring an upgrade can be filtered based
on their firmware tag type. By default, the tag value is default.

Loopback: The device's loopback address. For all devices operating at Layer 3, this address serves as the
device's in-band management address.

AclScaleProfile: Optional values are default or large-scale. By default, the value is default.

License: The AP's license file. For bulk imports, you can either enter the ]SON-formatted license file
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content directly in the Excel sheet, or add all devices to inventory first and then import the license files in
bulk afterward.

Description: Descriptive information about the device.

Click [Choose File] to upload the completed template, then click [Test Upload Data]. The controller will
automatically check if the uploaded data complies with the specifications and display the results in the
test report.

Once completed, users can view the created devices in the [Inventory Information] view.

12.2.4 Service Configuration

12.2.4.1 Design Topology

Navigate to the [Configuration] page in the controller's navigation bar. Click [Plan Topology], select the
[Traditional L2 network], enter the model and quantity of Spine and Leaf devices, then click [Finish] to
finalise the network topology pre-planning. The controller will generate a recommended network

topology based on pre-planned typical network topologies.

Create Solution m

Solution 0

Small/Mid-Scale Campus &2 Traditional L2 Network 52
] ¥
o
- _— =
———— e . S e . e e T
a 2] o

e e e il e il e Kl = = = dlilwea e

Large/Mid-Scale Campus KA Open Cloud Connect 3

'Y

Utilizes the Spine-Leaf network architecture with gateways deployed on Spine devices. Suitable for wired networks in
campus server zones or traditional small-to-medium-sized campus access and aggregation networks, providing a classic
Layer 2 forwarding mode to meet the requirements of traditional Layer 2 architectures.

Please select the devices

Spine  cx3o8P-48y-M v

>

>

Leaf  Cx206Y-48GT-HPW4-M - 1 =

CX206Y-48GT-M v 1

4

The generated topology is displayed as follows:
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SPINE oA RAR Rmmn Ammn AmmR mmmn mAmn

* MAC:
CX308P-48Y-M (&4
. Spine-1 . .

Leaf asss ssasssss sass ases sase SRR Sons sass asas seas ases aaas RRN

Leaf e s s o S

© MAC: © MAC:

CX206Y-48GT-HPW4-M [& CX206Y-48GT-M [&
Leaf-1. . . . . . Leaf-2

Users may click the [Edit] button on the device side, select the device from inventory to apply to the

current topology in the right-hand slide-out panel, then choose the interconnect interface.

Edit

Device Model *
CX308P-48Y-M
MAC *
60eb5a000001 (Spine)
Loopbacko IP *
172.22.252.21/32
Host Name *
Spine
Device Role *

Spine

Inter Port

Local Port Neighbor

1% X v Leaf-1

Local Port Neighbor

2% X w leaf-2

MAC: Uniquely select a device via its MAC address.

~
v
~

Neighbor Port

48 % X v

Neighbor Port

48 % X v

122



Asterfusion Empowering Choice for Network Fusion in Ubiquitous Computing

LoopbackO0 IP: Configure the IP address for the device's LoopbackO0 interface, which will be used for in-
band management of the device.
Hostname: Configure the hostname of the device.
Device role: Assign the device role as Spine or Leaf.
Inter Port:
Local Port: The interface on the current device.
Neighbor: Select the peer device connected to the local interface.
Neighbor Port: The interface on the peer device interconnected with the current device's local
interface.
Upon completing all configurations, click [Save] in the upper right corner of the page, then select

[Confirm] in the pop-up window.

12.2.4.2 Basic Network

Click the top right corner [Basic Network]

Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Operations Cnnﬁguratinno

Design Topology G B

12.2.4.2.1 Basic

In traditional Layer 2 network scenarios, the in-band management method for Leaf devices involves
creating a VLANIf interface as the in-band management interface to connect to the controller. On this
page, administrators can specify a VLAN ID as the in-band management VLAN, configure the
management IP address range and the in-band management gateway address (which will be
configured on the Spine device), select the VLAN member interfaces, and set the mode to access when
joining the VLAN.

The controller will allocate a management IP address to each Leaf switch from the specified address

range, displaying the allocation results in the table below:
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In-Band

VLAN

a
1888

IP Network Segment

180.10.18.0/24

Gateway
180.10.18.1
Access/Trunk
Access v
Members
1-48
Device )
MAC Host Name Rol Device Type VLAN IP Gateway Access/Trunk Members
ole
60eb5a000001 Spine Spine CX308P-48Y-M 1888 180.10.18.1 - Access 1-2
60eb5a000002 Leaf-1 Leaf CX206Y-48GT-HPW4-M 1888 180.10.18.3/24 180.10.18.1 Acces 1-48
60eb5a000003 Leaf-2 Leaf CX206Y-48GT-M 1888 180.10.18.4/24 180.10.18.1 Access 1-48

Access/Trunk: Select this mode based on whether the interface transmits and receives VLAN-tagged

packets.

® Access: Accepts packets without VLAN tags. Typically configured as the management VLAN for
switches or APs, or as a wired service VLAN.

® Trunk: Accepts VLAN-tagged packets, typically configured for wireless service VLANSs.

Note: As a switch interface can only be configured with one Access mode VLAN, this in-band

management VLAN also serves as both the wired service VLAN and AP management VLAN.

12.2.4.2.2 Egress Router

Select the interface ID for the uplink interface on the Spine device and configure its IP address.

Uplink X
Interface Local IP

Ethernetl0 X X v 10.13.100.1/24
Description

In traditional Layer 2 scenarios, the Spine only supports connecting to external networks via static route

configuration. To ensure normal network operation, a default route is typically required.
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Dst Network Segment Nexthop IP

0.0.0.0/0 ( 10.13.100.2

12.2.4.2.3 Device

Configure device management related information:

TimeZone: Configure the system time zone.

NTP: Configure NTP Server.

SNMP: Configure SNMP community.

Syslog: Configure syslog server IP address.

TACACS+: Configure TACACS server IP address.

Device ACL: Configure ACL rules restricting SSH, SNMP, TELNET connections to device.

After completing all configurations, click [Save]
12.2.4.3 Switch Configuration

12.2.4.3.1 Switch Configuration

Click [Create] on the right to set up the switch configuration.

Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Operations Cunﬂgum"ono
Switch Configuration DHCP
Switch Configuration (0) © = E

NAME - VLAN STATUS LAST MODIFIED -~ CREATED © CREATOR DESCRIPTION - ACTIONS

No Switch Configuration Found

Unlike full three-layer networks, in traditional two-layer networks, the service network is deployed on
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Spine devices. Therefore, when selecting devices, it is also necessary to add devices of the Spine type.

Create Switch Configuration X

© Before configuring, please confirm the topology information

Name * Device *

demo Spine (60eb5a000001) X Leaf-1(60eb5a000002) X
Leaf-2 (60eb5a000003)

Description

1. Spine

Creating a Service VLAN:

Create Services VLAN X

VLAN Description

1080

IP Access/Trunk

180.10.0.1/24 Trunk v

Members

Ethernetl X  Ethernet2 X X v

Services VLAN \%

Create ( 1 Entries )

VLAN IP Access/Trunk Members Description Actions
Ethernetl Edit
1080 180.10.0.1/24 Trunk
Ethernet2 Delete

VLAN: Create a service VLAN
IP: Configure the address as the gateway for this service VLAN

Access/Trunk: Select this mode based on whether the interface transmits or receives VLAN-tagged

packets

® Access: Accepts packets without VLAN tags, typically configured for AP management VLANS or

wired service VLANS
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® Trunk: Accepts VLAN-tagged packets, typically configured for wireless service VLANs

Members: Click the dropdown arrow and select the member interfaces for the VLAN on the Spine
device. Typically, this includes all interfaces connected to Leaf switches.

2. Leaf

Leaf switches operate in pure Layer 2 configuration. On this interface, only the VLAN ID and member

interfaces need to be specified; all other configurations are generated by the controller.

Spine Leaf Security User Authorization

Services VLAN \%

Create (1 Entries )
VLAN Access/Trunk Members Description Actions
1080 Trunk 1-48 Edit Delete

E] 10 / page

POE
The access switch features PoE functionality, which can be directly enabled in the wired service
configuration to supply power to PD devices.

Click [Create]

PoE N

Create ( 0 Entries )

Select the interface where the PoE function is to be enabled and set the startup delay time.

Create (1 Entries)

o
I O
m

Interface PoE Enable PoE Delay

1-40 () 3 : Second(s)

POE Delay: This refers to a brief, intentional time delay introduced at a PoE switch port between when it
begins to supply power and when it actually delivers power to the Powered Device (PD).

Wired Clients Information Collection
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.

Interfaces with this feature enabled will report information about the connected wired terminals to the

controller.

Wired Clients Information Collection v

Wired Clients Information Collection Enable

| @)

Port Range

1-40 X v

12.2.4.3.2 DHCP

The controller allows users to configure the DHCP Server function on Spine devices.

After entering the site, click [Configuration] - [Switch Configuration] - [DHCP] to access the DHCP
Server configuration interface. Then, click the [+] button on the page to create a new configuration:

1. Create Wired Services and AP Management Address Pool

Create DHCP Pool X

Basic DHCP Option MAC Bind IP

Name *

Wired

Network @ *
180.10.18.0 Mask  255.255.255.0
Gateway Address @ ° DNS @

180.10.18.1

Address Pool (Total: 250) @ *

Start 180.10.18.5 End 180.10.18.254

Lease Time @ *

Default Lease Time 6000 : Second(s) Maximum Lease Time 12000 : Second(s)

Description

Name: User defined.

Network: Specify the network segment where the IP address assigned by the DHCP server to the DHCP
client is located.

Gateway Address: Specify the gateway address assigned by the DHCP server to the DHCP client.

DNS: Specify the DNS server address.

Address Pool: Specify the address range allocated by the DHCP server to DHCP clients.

Lease Time: Specify the IP address lease time.
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Click on [DHCP Option]and fill in the relevant information.

Create DHCP Pool X
Basic DHCP Option MAC Bind IP
Next Server
Vendor Specific (Option 43)
Server Identifier (Option 54)
TFTP Server (Option 66)
Bootfile Name (Option 67)

Controller IP

20.57.127.6

Controller IP: DHCP options specifically designed for wireless AP discovery controllers, fill in the
controller IP address.

The controller supports configuring MAC binding IP function, which users can fill in as needed.

Create DHCP Pool X
Basic DHCP Option MAC Bind IP

IP MAC Description

2. Create Wireless Services Address Pool

Create DHCP Pool X

Basic DHCP Option MAC Bind IP

Name *

Wireless
Network @ *

180.10.0.0 Mask 255.255.255.0
Gateway Address @ * DNS @

180.10.0.1

Address Pool (Total: 253) @

Start 180.10.0.2 End 180.10.0.254
Lease Time @ *

Default Lease Time 6000 : Second(s) Maximum Lease Time 12000 : Second(s)

Description

After completing all configurations, click [Save]
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12.2.4.4 Wi-Fi Configuration

Click [wi-Fi Configuration] - [+] to configure the necessary basic information for the wireless AP, e.g.
SSID settings, security policy. The controller can automatically generate the corresponding

The controller supports the configuration of different wireless service configurations, and after the AP
goes online, it will determine which configuration should be issued to the AP based on the [Config Tag]

attributes of the configuration.

Create Configuration X
Name Device Types Config Tag Mode Description
A default Basic A4
Content (Basic)
System  Network Activation  Security & Services
System
Timezone @ LEDs Active @
China Shanghai Time (UTC+£:00] v ()

12.2.4.4.1 SSID

Create Configuration X

Name Device Types Config Tag Mode Description

~ default Basic v

Content (Basic)

System  NetworkActivation  Security & Services

$sIDs

New SSID (2G,5G) - 1080 X

SSID @ Wi-Fi Bands @ VLAN ID

Hew SSID 6 % 56 % R 1080

Authentication
Pratocol @ Key @ Captive

WPA-PSK v £

12.2.4.4.2 LAN(Optional)

When the AP is one that has an extended wired interface and is capable of accessing terminals by wired
means, such as a panel AP, the user can configure the access method for wired terminals through the

configuration in LANSs.

LANs

LANL (un-tagged) - 1080 X

UpstreamPorts @ DownstreamPorts Downstream VLAN Tag WLANID @ DHCP Snooping Trusted

WAN® v LANL X X v Un-tagged v 1080 ()

UpstreamPorts: Specify the up-link interfaces for wired terminal to access the network through AP,
usually it is the interface for AP to connect to the switch, and keep the same with [UpstreamPorts] in
[SSID] - [Advanced] Settings, the default is: WAN*.

DownstreamPorts: Interfaces for wired terminal access.
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@

Downstream VLAN Tag: Whether the wired terminal carries VLAN Tag.
VLAN ID: The AP receives messages from wired terminals that add this VLAN TAG to identify.
DHCP Snooping Trusted: DHCP Snooping Trusted interface, if the wired terminal needs to obtain IP

address through DHCP service, this switch needs to be on.
12.2.5 Configuration Release

12.2.5.1 Switch

Switches support both in-band and out-of-band management methods. Operation and maintenance
personnel can flexibly choose based on current network conditions. For devices in the factory default
state, whenever either the management port or service portis in an "Up" state, they will actively initiate
a DHCP request to obtain a temporary management IP address and the IP address of the cloud-based
controller from the DHCP server. They will then connect to the controller to retrieve configuration
information.

Once all switches are successfully connected to the controller, click [Topology Consistency Verification]
on the upper right side of the [Design Topology] view to confirm whether the generated topology

matches the planned topology. After verification, the controller can deploy configurations to the switches.

12.2.5.1.1 Push Basic Network Configuration

Click [Configuration] - [Design Topology] - [Basic Network] - [Push Configuration] to issue the basic

configuration for all devices.

Basic Network < m

v Basic o Egress Router 3 4

Please configure uplink network

of Spine

By default, the controller will select all switches. Click the [Next] - [Start] button to start issuing basic

network configurations for the switches.

12.2.5.1.2 Push Switch Configuration

1. Switch Configuration
On the [Configuration]-[Switch Configuration] view, select the configuration to be deployed and click

the [Push Configuration] button.
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Switch Configuration DHCP

Switch Configuration (1) © = o

o Before configuring, please confirm the topology information

NAME - SPINE VLAN LEAF VLAN STATUS LAST MODIFIED -~ CREATED - CREATOR 2 DESCRIPTION - ACTIONS
demo 1080 1080 26 minutes ago 26 minutes ago  tip@ucentral.com ﬁ

In the pop-up window, click [Next]-[Start] to deploy the switch configuration to the switch.
2. DHCP
On the [Configuration] - [Switch Configuration] - [DHCP] interface, select the configuration to be

deployed and click the [Push Configuration] button to deliver the configuration.

Created (2) [C] ﬁ]
Push Configuration
Wireless o Wireless VieW Deta &
Not Applied
180.10.0.2 - 180.10.0.254 Network Address Poo 253
180.10.0.0 / 255.255.255.0 180.10.0.2 - 180.10.0.254
Wired o] Gateway Address DNS
Not Applied 180.10.0.1 - Assigned: 0
180.10.18.5 - 180.10.18.254 Default Lease Time Maximum Lease Time ® Unassigned: 253
1 Hours 40 Minutes 3 Hours 20 Minutes
180.10.0.* >
12.2.5.2 AP

The AP does not need to manually issue the configuration. After the configuration of the device is issued
and takes effect, the PoE power supply function of the switch is turned on, and the AP can power on and
work. When the AP connects to the controller with the information obtained through the DHCP service,
the controller will automatically send the configuration to the corresponding AP based on the
comparison between the TAG identification stored in the AP inventory and the TAG identification in the

planning configuration.

12.3 Large/Mid-Scale Campus

12.3.1 Scenario Overview

This solution is designed for medium to large-scale campus networks, adopting a Spine-Aggregation-
Leaf fully layered three-tier network architecture. It leverages a controller for automated management
and intelligent operations. The network is divided into a default access zone and a server zone, utilizing

key technologies such as distributed gateways and MC-LAG to provide high-performance and highly
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reliable network connectivity for large-scale terminal access and high-availability server clusters.

Centrally Intelligent Management Core

The controller automatically translates business intents into device configurations through a graphical
interface and deploys them accurately, completely eliminating the traditional tedious process of
configuring devices one by one via command-line interface. It offers full lifecycle management, including

device onboarding, monitoring, and diagnostics, enabling network automation and high reliability.

Elastic and Reliable Network Backbone

Ultimate Scalability: Horizontal expansion at the aggregation layer supports the integration of large-
scale Leaf switches, effortlessly accommodating future network growth.

Flexible Gateway Deployment: Distributed service gateways can be deployed at the Leaf layer, confining
service traffic to the access layer. This significantly enhances forwarding efficiency and network reliability

while effectively reducing the burden on upper-layer devices.

Scenario-Optimized Access Technologies
Leaf Distributed Gateways: Serve wired and wireless terminals in the default access zone. By il

gateways to the access Leaf, cross-subnet communication for terminals no longer needs to traverse the
core layer, significantly reducing latency and enabling fault domain isolation.

Leaf MC-LAG: Provides high-availability Layer 2 access for the server zone. Two Leaf switches are
virtualized into a single logical device via MC-LAG to connect with servers, achieving link-level and device-
level load balancing and seamless failover. This eliminates loops while ensuring uninterrupted continuity

for critical business operations..
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12.3.2 Scheme Design
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This medium to large-scale campus employs a full three-tier Spine-Aggregation-Leaf network
architecture, divided into a default access zone and a server zone.

Default Access Zone:

Leaf1 and Leaf2 function as distributed gateways, with Leaf1 dedicated to connecting APs and wireless
terminals, and Leaf2 managing wired terminals. Horizontal scaling at the aggregation layer (Agg1, Agg2)
ensures high availability and load balancing. MC-LAG operates between the Spine and aggregation
devices to guarantee link reliability.

Server Zone:

Leaf3 and Leaf4 connect to servers in pure Layer 2 mode via MC-LAG technology, with gateways centrally
deployed on the Spine devices. This simplifies network management in the server zone and enhances
forwarding efficiency.

Management Network:

Spine devices and Leaf devices (Leaf1, Leaf2) in the default service zone are Layer 3 devices, using
Loopback addresses as their in-band management addresses.

Aggregation layer devices and Leaf devices (Leaf3, Leaf4) in the server zone are Layer 2 devices. In-band
management addresses are assigned to each Layer 2 device from the address range provided in the
basic network configuration, with all gateways deployed on Spine1.
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DHCP Deployment:

DHCP Servers are deployed on both Spine devices and are automatically configured as a DHCP Failover
pair via the controller, ensuring high availability of address services.

Controller Deployment:

The controller is cloud-based and enables centralized policy deployment, configuration management,
and status monitoring for all network devices through a graphical interface, significantly improving

operational efficiency.

Foundation Link Data Planning

Device Interface IP Address
Ethernet53 172.22.244.10/24
Spine1
Loopback0 172.22.252.51/32
Ethernet53 172.22.244.11/24
Spine2
Loopback0 172.22.252.52/32
Leaf1 Loopback0 172.22.252.53/32
Leaf2 Loopback0 172.22.252.54/32

Service Network Data Planning

Service Type IP Segment Gateway Service VLAN SSID
Wireless Service 180.10.0.0/24 180.10.0.1/24 1080 New SSID
Wired Service 180.10.1.0/24 180.10.1.1/24 1081

AP Management 180.10.2.0/24 180.10.2.1/24 1082

Server Zone Service | 180.10.15.0/24 | 180.10.15.1/24 1501

Agg Management 172.22.200.0/24 | 172.22.200.1/24

Server Zone Leaf

172.22.201.0/24 | 172.22.201.1/24
Management

12.3.3 Device Import

Administrators can create or import devices in bulk to specified sites/organizations. When an added
inventory device connects to the controller and comes online, the controller will automatically assign it
to the designated organization/site based on its MAC address.

1. Add devices one by one.

Click [Configuration] - [Inventory Information] - [+] to create an inventory device.



Asterfusion Empowering Choice for Network Fusion in Ubiquitous Computing

@ Navigation ~ Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Operations Configurationo

Map AlL(O)  Switch(0) AP(0)  Gateway (0)
- B

@ Dashboard

) MAC NAME CONFIG TAG FIRMWARE TAG ENTITY / VENUE DEVICE TYPE LOOPBACKO IP ACL SCALE PROFILE  LICENSE MD5  DE
#’ Configuration
B Devices No Devices Found

Fill in the relevant information as prompted on the page

Create Inventory Devices X
Device Type * MAC * Name
CX206Y-48GT-HPW4-M @
Loopback0 IP ACL Scale Profile
Default Scale v
Config Tag @~ Firmware Tag @ * Description
default X v default X v

2. Import via Excel

Click [Upload Devices]

Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Operations Ccnﬂgurallono

All (0) Switch (0) AP (0) Gateway (0)
= lg g ~—

MAC NAME CONFIG TAG FIRMWARE TAG ENTITY / VENUE DEVICE TYPE LOOPBACKOD IP ACL SCALE PROFILE LICENSE MD5 DE

No Devices Found
Upload Devices Download Template % P4
To bulk import devices, you need to use a CSV file with the following columns: MAC, Name, DeviceType, Loopback,

ConfigTag, FirmwareTag, Description, etc.

Please make sure there are no extra spaces at the start or end of any values unless it is part of the value desired

Choose File | No file chosen

Test Upload Data

Click [Download Template] and enter the information for the devices to be added to the inventory

according to the template's specifications.
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— MAC DeviceType Name ConfigTag FirmwareTag Loopback AclScaleProfile License  Description
60eb52010001 CX308P-48Y-M Spinel
60eb52010002 CX308P-48Y-M Spine2
60eb5a010003 CX308P-48Y-M Aggl
60eb5a010004 CX308P-48Y-M Agg?2
60eb5a010005 CX206Y-48GT-HPW4-M Leafl
60eb52010006 CX206Y-48GT-M Leaf?
60eb5a010007 CX206Y-48GT-M Leaf3
60eb52010008 CX206Y-48GT-M Leaf4
60eb5a010009 CAP7030-Z default
60eb5a010010 CAP7030-Z default
60eb5a010011 CAP7030-Z default
60eb5a010012 CAP7030-7 default
60eb5a010013 CAP7030-Z default
60eb52010014 CAP7030-Z default
60eb5a010015 CAP7030-Z default

MAC: The device's MAC address. This information is typically found on the device's label.

Device Type: The device model.

Name: The device hostname. By default, it is the device's MAC address.

ConfigTag: After an AP connects to the controller, it will automatically pull the configuration file
corresponding to this tag. By default, the tag value is default.

FirmwareTag: When performing firmware upgrades, devices requiring an upgrade can be filtered based
on their firmware tag type. By default, the tag value is default.

Loopback: The device's loopback address. For all devices operating at Layer 3, this address serves as the
device's in-band management address.

AclScaleProfile: Optional values are default or large-scale. By default, the value is default.

License: The AP's license file. For bulk imports, you can either enter the ]SON-formatted license file
content directly in the Excel sheet, or add all devices to inventory first and then import the license files in
bulk afterward.

Description: Descriptive information about the device.

Click [Choose File] to upload the completed template, then click [Test Upload Data]. The controller will
automatically check if the uploaded data complies with the specifications and display the results in the
test report.

Once completed, users can view the created devices in the [Inventory Information] view.

12.3.4 Service Configuration

Click [Design Topology] to enter the corresponding page, select the Large/Mild-Scale campus
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deployment, fill in the required device models and quantities according to device roles, and then click

[Save] to finish the network topology pre-planning. The controller will generate the network topology

based on the entered information.

Configure

Solution

Spine

Business Network Switch
Group

Server Network Switch
Group

Generated topology:

o

. _—— ==

e - = =
- = - = |

=

Small/Mid-Scale Campus 52

Large/Mid-Scale Campus hid

=g

AN

— e
7N

7N\

Traditional L2 Network xa
€y

Open Cloud Connect &2
€y

Adopts the Spine-Aggregation-Leaf network architecture, based on the classic full three-layer
routing network of a cloud-based campus, with distributed gateways deployed on Leaf
devices. By adding Aggregation devices, it can support the access of over 700 Leaf switches,
making it suitable for large-scale campus networks to achieve stronger horizontal scalability

and high reliability.

Please select the devices

CX308P-48Y-M

Aggregation Type
None  Single © Multiple

Aggregation:
CX308P-48Y-M
Leaf

CX206Y-48GT-HPW4-M

CX206Y-48GT-M

Leaf

CX206Y-48GT-M

B ~
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* MAC: —_—————0— * MAC:
CX308P-48Y-M (& CX308P-48Y-M (&
Spine-1 Spine-2
3 L) ﬂ\
9o~ o 0\ _-©
AGG
» MAC: -—©9- * MAC:
CX308P-48Y-M [& CX308P-48Y-M [&
Aggregation-1 Aggregation-2

/
o\

(2 (2] o

* MAC: * MAC: © MAC: -9—@- * MAC:
CX206Y-48GT-HPW4-M (& CX206Y-48GT-M & CX206Y-48GT-M (& CX206Y-48GT-M [£
Leaf-1 Leaf-2 Server-Leaf-1 Server-Leaf-2

Users can click the [Edit] button on the device end and fill in the corresponding information in the

slide-out panel on the right.

Edit x

Device Model *

CX308P-48Y-M w
MAC *

60eb5a010001 (Spinet) v
Loopback0 IP *

172.22.252.51/32
Host Name *

Spine1

Device Role *

Spine v
Inter Port ~
Local Port Neighbor Neighbor Port
49 x X v Spine2 49 x X v
Local Port Neighbor Neighbor Port
3x X v Leaf3 47 x X v
Local Port Neighbor Neighbor Part
4% X v Leafd 47 x X v
Local Port Neighbor Neighbor Port
1% X v Agg1 47 x X
Local Port Neighbor Neighbor Port
2x X v Agg2 47 % X v
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MAC: Uniquely select a device via its MAC address.
LoopbackO0 IP: Configure the IP address for the device's Loopback0 interface, which will be used for in-
band management of the device.
Hostname: Configure the hostname of the device.
Device role: Assign the device role as Spine or Leaf.
Inter Port:
Local Port: The interface on the current device.
Neighbor: Select the peer device connected to the local interface.
Neighbor Port: The interface on the peer device interconnected with the current device's local
interface.
Upon completing all configurations, click [Save] in the upper right corner of the page, then select

[Confirm] in the pop-up window.

12.3.5 Basic Network

Click the top right corner [Basic Network]
0

Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Operations Configuration

Design Topology < E
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12.3.5.1 Business Network

Basic Network @ <

o Business Network 2 Server Network 3 ut 4 vice 5 1
Management Network v
4 y
,—’%\
z . S,
< 4 y ) —tV >
4 o/ y y

Management IP Address Segment @

172.22.200.0/24

The step size is 1 and can be allocated to 254 devices

PeerLink VLAN

»

4050

4

PeerLink IP

40.50.0.1 /30

The step size is 1 and can be allocated to 2 devices

Management Address Segment: Configure an in-band management network for convergence devices.
Since both Spine and Leaf devices are Layer 3 devices, the LoopbackO address can be used for in-band
management. However, convergence devices are Layer 2 devices and require a VLAN interface to serve
as the in-band management interface. The controller can assign an in-band management address to
each convergence device based on the address segment entered by the user.

PeerLink VLAN: Configure a PeerLink VLAN for convergence devices. The directly connected interfaces
between two devices are referred to as peer-link interfaces, which are primarily used for transmitting
protocol packets and forwarding traffic in the event of a failure. The VLAN dedicated to the PeerLink
interface is the PeerLink VLAN.

PeerLink IP: Configure an IP address on the PeerLink VLAN interface. After setting the PeerLink IP, the

device knows which IP address to send control packets to for communication with the peer device. The

141



Asterfusion Empowering Choice for Network Fusion in Ubiquitous Computing

IP addresses of the two peer convergence devices must be within the same subnet.

12.3.5.2 Server Network

Management Method

In-Band v

Management |P Address Segment

172.22.201.0/24

The step size is 1 and can be allocated to 254 devices

-
LI P

PeerLink VLAN
4050
PeerLink IP
40.50.0.1 /30

The step size is 1 and can be allocated to 2 devices

Configure the in-band management network for the server area leaf devices.

Configure the PeerLink interface VLAN and PeerLink IP.

12.3.5.3 Egress Router

Click [Create], select the interface ID of the Spine device's uplink interface, and configure the IP address

as per the service plan.
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Uplink
Uplink Mode
Interface w

Spine1

Create ( 1 Entries )

Interface Local IP

Ethernet53 172.22.244.10/24

Spine2

Create ( 1 Entries )

Interface Local IP

Ethernet53 172.22.24411/24

Empowering Choice for Network Fusion in Ubiquitous Computing

Description

Description

To ensure normal network operation, a default route typically needs to be configured, with the next hop

IP set as the peer IP address of the Spine uplink interface.

Route

Spine1

Create (1 Entries )

Dst Network Segment Nexthop IP
0.0.0.0/0 172.22.244.1
Spine2
Create (1 Entries )
Dst Network Segment Nexthop IP
0.0.0.0/0 172.22.244.1
12.3.5.4 Device

Create ( 1 Entries )

I Z
—
o

Server |IP (Master)

192.168.0.91

NTP: Configure the NTP server IP address as the Controller's address to provide a unified, accurate, and

reliable time reference for the devices.
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12.3.5.5 Switch Configuration

12.3.5.5.1 Switch Configuration

Click [Create] on the right to set up the switch configuration.
]

Inventory Information ~ Design Topology ~ Switch Configuration  Wi-Fi Configuration ~ Operations Configuration

Switch Configuration  DHCP
Switch Configuration (0) © = =

NAME : VLAN STATUS LAST MODIFIED ~ CREATED : CREATOR DESCRIPTION 7 ACTIONS

No Switch Configuration Found

12.3.5.5.2 Default Zone

1. Leaf1

Create Switch Configuration X

@ Before configuring, please confirm the topology information

Name * Device *

Leaf1 Leaf1 (60eb5a010005) x X v
Configuration Type

Default ~
Description

Name: User-defined

Device: Select the Access-1 device
Configuration Type: Select Default

DHCP Relay
Since the DHCP Server is deployed on the Spine and is not directly connected to the service devices on
Leaf1, a DHCP relay needs to be configured.

DHCP Relay v

DHCP Server Detect Enabled

Option82

Click [Create], enter the DHCP server IP in the pop-up page, and then click [Add] after completion.
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DHCP Relay X

DHCP Server IP

172.22.252.51

Since DHCP Servers are deployed on both Spine devices with DHCP Failover configured, two DHCP server

IP addresses need to be entered.

Create ( 2 Entries )

DHCP Server IP

172.22.252.51

DHCP Server IP

172.22.252.52

Business VLAN
Deploy wireless service configuration on Leaf1 and set up the service gateway.

1. Configure the AP management VLAN

Create Business VLAN X

VLAN Description

1082

P Access/Trunk

180.10.2.1/24 Access ~

DAI IPSG
MAC Scan

Members

Ethenet1 X Ethemet2 X Ethemet3 X Ethemetd X EthemetS X Ethernet6 X Ethernet?7 X

Ethernet8 X  Ethernet9 X Ethenet10 X  Ethernet11 X Ethernet12 X Ethernet13 X

Ethernet14 X  Ethermet15 X  Ethernet16 X  Ethernet17 X  Ethernet18 X  Ethernet19 X

Ethernet20 X  Ethemet21 X Ethernet22 X  Ethernet23 X  Ethemet24 X  Ethernet25 X X v
Ethernet26 X  Ethernet27 X  Ethernet28 X  Ethernet28 X  Ethernet30 X  Ethernet31 X

Ethernet32 X Ethernet33 X  Ethernet34 X  Ethernet35 X Ethernet36 X  Ethernet37 X

Ethernet38 X FEthemnet39 X  Ethernet40 X

2. Configure the Wireless Business VLAN
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Create Business VLAN X
VLAN Description
ry

1080 v
IP Access/Trunk

180.10.0.1/24 Trunk v
DAl IPSG
MAC Scan
Members

Ethemnet1 X  Ethemet2 X Ethenet3 X Ethenetd X EthemetS X Ethernet6é X  Ethernet? X

Ethernet8 X  Ethemet9 X Ethemnet10 X Ethemeti1 X Ethernet12 X  Ethernet13 X

Ethemet14 X Ethemeti5 X Ethemet16 X Ethernetl7 X Ethernet18 X Ethernet19 X

Ethernet20 X  Ethernet21 X Ethemnet22 X  Ethernet23 X Ethernet24 X  Ethernet25 X X b
Ethernet26 X Ethernet27 X Ethemnet28 X Ethernet29 X Ethernet30 X  Ethernet31 X

Ethernet32 X  Ethernet33 X Ethernet34 X  Ethernet35 X Ethernet36 X Ethernet37 X

Ethernet38 X  Ethernet39 X  Ethemetd0 X

IP: Enter the service gateway address.
Access/Trunk: Select the mode based on whether the interfaces send and receive frames with VLAN
tags.
Access: Receives untagged frames. Typically configured for the AP management VLAN and wired
service VLANS.
Trunk: Receives tagged frames. Typically configured for wireless service VLANSs.
Members: Click the dropdown arrow to select the member interfaces for the VLAN on the device.
POE
The access switch features PoE functionality, which can be directly enabled in the wired service
configuration to supply power to PD devices.

Click [Create]

PoE 4

Create ( 0 Entries )

Select the interface where the PoE function is to be enabled and set the startup delay time.
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PoE

Interface

Ethemnet1 x
Ethemet3 X
Ethemet5
Ethemnet?

X X X

Ethernet9

Ethermnet11
Ethernet13
Ethemet15
Ethemet17
Ethemet19
Ethemet21
Ethernet23
Ethemet25
Ethemet27
Ethemnet29
Ethemet31
Ethemnet33
Ethemnet35
Ethemnet37

X X X X X X X X X X X X X X X

Ethemnet39

Ethemet2 x
Ethemetd x
Ethemet6 x
Ethemnet8 X

Ethemnet10 X

Ethernet12
Ethernet14
Ethemet16
Ethemet18
Ethemnet20
Ethemet22
Ethernet24
Ethemnet26
Ethemnet28
Ethemnet30
Ethemet32
Ethernet34
Ethernet36
Ethernet38
Ethemnet40

X

X

X

X X X X X X

X X X X X X

PoE Enable

«©

PoE Delay

30 * second(s)
v

POE Delay: This refers to a brief, intentional time delay introduced at a PoE switch port between when it

begins to supply power and when it actually delivers power to the Powered Device (PD).

Once all configurations are completed, click [Save] in the top right corner to finish configuring Leaf1.

Create Switch Configuration

o Before configuring, please confirm the topology information

Name *

Leaf1

Configuration Type

Default

Description

2. Leaf2

Create Switch Configuration

o Before configuring, please confirm the topology information

Name *

Leaf2

Configuration Type

Default

Device *

Leaf1 (60eb5a010005) x

Device *

Leaf2 (60eb5a010006) x

B ~
(e
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DHCP Relay
Same as Leaf1

Business VLAN

Deploy wired service configuration on Leaf2 and set up the service gateway.

Create Business VLAN X
VLAN Description
1081 -
v
IP Access/Trunk
180.10.1.1/24 Access v
DAl IPSG
MAC Scan
Members
Ethemet1 X Ethenet2 X Ethernet3 X Ethemet4 X Ethernett X Ethemeté X  Ethernet? X
Ethemnet8 X Ethernet9 X Ethemnet10 X Ethernet1ll X Ethernet12 X  Ethemnet13 X
Ethemnet14 X  Ethernet15 X Ethernet16 X  Ethernet17 X Ethernet18 X Ethernet19 X
Ethemet20 X Ethernet21 X Ethenet22 X  Ethernet23 X  Ethemnet24 X  Ethernet25 X v
Ethenet26 X  Ethernet27 X Ethernet28 X  Ethernet29 X  Ethemnet30 X Ethernet31 X
Ethemnet32 X Ethernet33 X Ethemnet34 X Ethernet35 X Ethemet36 X  Ethernet37 X
Ethemnet38 X Ethernet39 X  Ethernetd0 X

Wired Clients Information Collection

Interfaces with this feature enabled will report information about the connected wired terminals to the

controller.

Wired Clients Information Collection

Wired Clients Information Collection Enable

«©

Port Range

1-40 X v

12.3.5.5.3 Server Zone

1. Leaf
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Create Switch Configuration X

o Before configuring, please confirm the topology information

Name * Device *
Leaf Leaf3 (60eb5a010007) X Leaf4 (60eb5a010008) x X v
Configuration Type Device Role
Server v Leaf v
Link Aggregation

Click [Create]

Link Aggregation v

Create ( 0 Entries )

Enter the Link Aggregation ID and Members in the pop-up view.

Link Aggregation ID X
Link Aggregation 1D Mode

1501 : Static v
Members

Ethernet! X X v

Link Aggregation ID: Users can create an ID within the range of 1501-2000 as needed.
Mode: Static/LACP, select whether the link aggregation mode is static or LACP dynamic negotiation.

Members: Select the member interfaces connected to this service server.

Business VLAN

Click [Create]

Business VLAN v

Create ( 0 Entries )

Fill in the relevant information in the pop-up view.
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Create Business VLAN X

VLAN Access/Trunk

1501 Access v

Members

Lag1501 X X v

Description

VLAN: Users can enter a VLAN ID between 2 and 4050 according to the service plan.

Members: Only LAG interfaces configured in link aggregation can be selected as member interfaces.
Click [Save] after completing all configurations.

2. Spine

Create Switch Configuration X

o Before configuring, please confirm the topology information

Name * Device *
Spine Spine1 (60eb5a010001) Spine2 (60eb5a010002) v
Configuration Type Device Role
Server v ( Spine v)
Description
DHCP Relay

Since the DHCP service is deployed on the Spine, no relay configuration is required on the Spine.
Business VLAN

Click [Create]

Create Business VLAN X
VLAN Description
-~
1501 -
IP Access/Trunk
180.10.15.1/24 Access v

Broadcast Domain

Leaf3(60eb5a010007)-Leaf4(60eb5a010008) x X v

VLAN: Corresponds to the service VLAN of the server area Leaf switch.

IP: Enter the gateway IP address of the service VLAN as planned.
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Broadcast Domain: Select the Leaf switch corresponding to the VLAN.

Click [Save] after completing all configurations.

12.3.5.6 DHCP

The controller allows users to configure the DHCP Server function on Spine devices.
After entering the site, click [Configuration] - [Switch Configuration] - [DHCP] to access the DHCP
Server configuration interface. Then, click the [+] button on the page to create a new configuration:

Create AP Management Address Pool.

Create DHCP Pool E X

Basic DHCP Option MAC Bind IP

Name *

AP_mgmt

Network @ *

180.10.2.0 Mask 255.255.255.0

Gateway Address @ * DNS @

180.10.2.1

Address Pool (Total: 253) @@ *

Start 180.10.2.2 End 180.10.2.254
Lease Time @ *

Default Lease Time 6000 : Second(s) Maximum Lease Time 12000 : Second(s)
Description

Name: User defined.

Network: Specify the network segment where the IP address assigned by the DHCP server to the DHCP
client is located.

Gateway Address: Specify the gateway address assigned by the DHCP server to the DHCP client.

DNS: Specify the DNS server address.

Address Pool: Specify the address range allocated by the DHCP server to DHCP clients.

Lease Time: Specify the IP address lease time.

Click on [DHCP Option]and fill in the relevant information.
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Create DHCP Pool X
Basic DHCP Option MAC Bind IP
Next Server
Vendor Specific (Option 43)
Server |dentifier (Option 54)
TFTP Server (Option 66)
Bootfile Name (Option 67)

Controller IP

20.57.127.6

Controller IP: DHCP options specifically designed for wireless AP discovery controllers, fill in the

controller IP address.

The controller supports configuring MAC binding IP function, which users can fill in as needed.

Create DHCP Pool X
Basic DHCP Option MAC Bind IP

IP MAC Description

Click [Save] after completing all configurations.
Follow the steps above to sequentially create the DHCP configurations for wireless terminals and wired

terminals. Once all configurations are completed, the DHCP view will appear as shown below.

Created (3) &) =
wireless_terminal o wireless_terminal View Details a
Not Applied
180.10.0.2 - 180.10.0.254 Netwark Address Pool (Total: 253)
180.10.0.0 / 255.255.255.0 180.10.0.2 - 180.10.0.254
wired_terminal m] Gateway Address ING
Not Applied 180.10.0.1 - Assigned: 0
180.10.1.2 - 180.10.1.264 Default Lease Time Maximum Lease Time @ Unassigned: 253
1 Hours 40 Minutes 3 Hours 20 Minutes
AP_mgmt o]
Not Applied

180.10.2.2 - 180.10.2.254

180.10.0.* >

12.3.6 Wi-Fi Configuration

Click [Wi-Fi Configuration] - [+] to configure the necessary basic information for the wireless AP, e.g.

SSID settings, security policy. The controller can automatically generate the corresponding
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The controller supports the configuration of different wireless service configurations, and after the AP

goes online, it will determine which configuration should be issued to the AP based on the [Config Tag]

attributes of the configuration.

Create Configuration

Name * Device Types * Config Tag * Mode Description
~ default Basic
Content (Basic)
System Network Activation Securif ity & Services
System
Timezone @ LEDs Active @ °
China Shanghai Time (UTC+6:00) v ()
12.3.6.1 SSID
Create Configuration x
Name Device Types Config Tag * Mode Description
v default Basic
Content (Basic)

System  Network Activation  Security & Services

§sIDs

New SSID (2G, 5G) - 1080 X

SsiD @ Wi-Fi Bands @ VLAN 1D

Hew SSID 26 x 56 x EEE 1080

Authentication
Protocol @ Key @ Captive

WPA-PSK v et

12.3.6.2 LAN

When the AP is one that has an extended wired interface and is capable of accessing terminals by wired

means, such as a panel AP, the user can configure the access method for wired terminals through the

configuration in LANSs.

LANs

LANI (un-tagged) - 1080 X

UpstreamPorts @ * DownstreamPorts * Downstream VLAN Tag, WLANID @ * DHCP Snooping Trusted

WAN® v LANL x X v Un-tagged v 1080 = ()

UpstreamPorts: Specify the up-link interfaces for wired terminal to access the network through AP,
usually it is the interface for AP to connect to the switch, and keep the same with [UpstreamPorts] in
[SSID] - [Advanced] Settings, the default is: WAN*,

DownstreamPorts: Interfaces for wired terminal access.

Downstream VLAN Tag: Whether the wired terminal carries VLAN Tag.

VLAN ID: The AP receives messages from wired terminals that add this VLAN TAG to identify.

DHCP Snooping Trusted: DHCP Snooping Trusted interface, if the wired terminal needs to obtain IP
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address through DHCP service, this switch needs to be on.

12.3.7 Configuration Release

12.3.7.1 Switch

Switches support both in-band and out-of-band management methods. Operation and maintenance
personnel can flexibly choose based on current network conditions. For devices in the factory default
state, whenever either the management port or service portis in an "Up" state, they will actively initiate
a DHCP request to obtain a temporary management IP address and the IP address of the cloud-based
controller from the DHCP server. They will then connect to the controller to retrieve configuration
information.

Once all switches are successfully connected to the controller, click [Topology Consistency Verification]
on the upper right side of the [Design Topology] view to confirm whether the generated topology

matches the planned topology. After verification, the controller can deploy configurations to the switches.

12.3.7.1.1 Push Basic Network Configuration

Click [Configuration] - [Design Topology] - [Basic Network] - [Push Configuration] to issue the basic
configuration for all devices.

® Navigation ~ Inventory Information ~ Design Topology ~ Switch Configuration  Wi-Fi Configuration  Operations Configuration

Map Basic Network < m
Real Topology Push Configuration
v Business Network ———— + ServerNetwork ————— +/ [Egress Router ———— o Device 5

ﬂ) Dashboard

| ﬁ Configuration
By default, the controller will select all switches. Click the [Next] - [Start] button to start issuing basic

network configurations for the switches.

12.3.7.1.2 Push Switch Configuration

1. Switch Configuration
On the [Configuration]-[Switch Configuration] view, select the configuration to be deployed and click

the [Push Configuration] button.
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Switch Configuration (4) (C] =12

@ Before configuring, please confirm the topolagy information

NAME - VLAN STATUS LAST MODIFIED -~ CREATED : CREATOR DESCRIPTION - ACTIONS
Leaf2 1081 4 days ago 4 days ago tip@ucentral.com ﬂ
Push Configuration
Spine 1501 4 days ago 4 days ago tip@ucentral.com | ]ﬁ[
Leaf 1501 4 days ago 4 days ago tip@ucentral.com ?]
Leaft 1080, 1082 4 days ago 4 days ago tip@ucentral.com ﬂ

In the pop-up window, click [Next]-[Start] to deploy the switch configuration to the switch.
2. DHCP
On the [Configuration] - [Switch Configuration] - [DHCP] interface, select the configuration to be

deployed and click the [Push Configuration] button to deliver the configuration.

Created (3) [C] Qj’
wireless_terminal | wireless_terminal VielW Detans o
Mot Applied
180.10.0.2 - 180.10.0.254 Netwo Address Paol (Total: 25
180.10.0.0 / 255.255.255.0 180.10.0.2 - 180.10.0.254
wired_terminal [ teway Ad
Not Applied 180.10.0.1 - Assigned: 0
180.10.1.2 - 180.10.1.254 Default Lease Time Maximurn Lease ® Unassigned: 253
1 Hours 40 Minutes 3 Hours 20 Minutes
AP_mgmt o]
Mot Applied
180.10.2.2 - 180.10.2.254
180.10.0.* 2
12.3.7.2 AP

The AP does not need to manually issue the configuration. After the configuration of the device is issued
and takes effect, the PoE power supply function of the switch is turned on, and the AP can power on and
work. When the AP connects to the controller with the information obtained through the DHCP service,
the controller will automatically send the configuration to the corresponding AP based on the
comparison between the TAG identification stored in the AP inventory and the TAG identification in the

planning configuration.

12.4 Open Cloud Connect

12.4.1 Scenario Overview

The Open Cloud Connect scenario fully unleashes the classic Layer 2 switching and Layer 3 routing
capabilities in standalone mode. Its modular architecture provides flexible component combination

options, allowing users to customize network functions based on actual business needs.

® Visualized Centralized Management and Device-Level Flexible Configuration
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This solution offers flexible and open network configuration capabilities. Through a centralized controller,
operations staff can deliver configurations to switches via a graphical interface, significantly simplifying
the deployment process. At the same time, the solution supports atomic-level, on-demand service
configuration for individual devices. This process is independent of the network topology, offering high
flexibility and scenario adaptability to precisely meet various business needs—from standardized

deployments to highly customized requirements.

® Intelligent and Unified Operations Management with Proactive Insights

In terms of deployment and management, this solution utilizes a unified controller for centralized policy
distribution and device management. Beyond that, the controller boasts powerful real-time monitoring
and intelligent analysis capabilities. It continuously collects operational status and performance metrics
from across the network, intelligently calculates a health score for each device based on multi-
dimensional data, and provides extensive logging and precise real-time alerts. This mechanism greatly
simplifies network operations, enabling administrators to proactively identify potential risks, quickly
locate issues, and resolve them—thereby comprehensively improving operational efficiency and network

reliability.

® Enhanced Network Services and Edge Autonomy
Furthermore, the system supports the direct deployment of DHCP servers on Leaf nodes, further
enhancing the autonomy and deployment flexibility of network services. This effectively meets users'

address management requirements in diverse network environments.
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12.4.2 Scheme Design

@’}A‘ste[iq

192.168.0.91

Core&
DHCP Server

172.168.1.1 CCGWoEs
Eth48 ' Eth4s Eth4s
| Arcess? | Iy Access | Y, ( dhcp pool wired_terminal
— )

Eth1,/~-\Eth40 rE,th] ,,,,,

RE o e @
B i i@ =4 @ @ @

Eth1/ - ~Eth40

Network Architecture:

The Open Cloud Connect scenario allows users to flexibly configure Access devices. In the above network
design, wireless networks are deployed on Access-1 and Access-2, while a wired network is deployed on
Access-3. The gateways for the wireless networks are uniformly deployed on the Core, whereas the
gateways for the wired network are deployed on the Access devices, making management and expansion

more convenient.

DHCP Deployment:

The DHCP services for wireless terminals and AP management are deployed on the Core device,
providing a consistent IP address acquisition point for wireless terminals and enabling seamless roaming.
In contrast, the DHCP service for wired terminals is deployed on the Access devices, facilitating rapid fault

localization and streamlining the troubleshooting process.

Controller Deployment:

The controller is cloud-deployed and managed uniformly via a graphical interface. It enables centralized
policy distribution, configuration management, and status monitoring, significantly enhancing
operational efficiency. Particularly for batch configuration and deployment of Access devices, it greatly

reduces the workload.
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Service Planning:

Service Type IP Segment
Wireless Service 180.10.0.0/18
Wired Service 181.10.0.0/24
AP Management 182.10.0.0/24

12.4.3 Device Import

Gateway Service VLAN SSID
180.10.0.1/18 1080 New SSID
181.10.0.1/24 1081 =
182.10.0.1/24 1082 -

Administrators can create or import devices in bulk to specified sites/organizations. When an added

inventory device connects to the control
to the designated organization/site base

1. Add devices one by one.

ler and comes online, the controller will automatically assign it

d on its MAC address.

Click [Configuration] - [Inventory Information] - [+] to create an inventory device.

@ Navigation - nventory Information Design Topology

Map AL(D)  Switch(0) AP(0)  Gateway(0)

Real Topology

2N Dashboard

NAME CONFIG TAG

| ﬂ Configuration

B Devices

Switch Configuration

o

Wi-Fi Configuration Operations Configuration

. B8

=

FIRMWARE TAG ENTITY / VENUE DEVICE TYPE LOOPBACKO IP ACL SCALE PROFILE LICENSE MD5  DE

No Devices Found

Fill in the relevant information as prompted on the page

Create Inventory Devices

Device Type * MAC *

CX206Y-48GT-HPW4-M

Loopback0 IP ACL Scale Profile

Default Scale

Config Tag @ * Firmware Tag @ *

default default

2. Import via Excel

Click [Upload Devices]

Inventory Information Design Topology Switch Configuration

All(0)  Switch(0) AP(0) Gateway (0)

NAME CONFIG TAG FIRMWARE TAG

Wi-Fi Configuration

Name

Description

Operations Configuration

Upload Devices
o g

ENTITY / VENUE DEVICE TYPE LOOPBACKO IP ACL SCALE PROFILE LICENSE MD5 DE

No Devices Found

158



Asterfusion Empowering Choice for Network Fusion in Ubiquitous Computing

Upload Devices Download Template ¢ [P

To bulk import devices, you need to use a CSV file with the following columns: MAC, Name, DeviceType, Loopback,
ConfigTag, FirmwareTag, Description, etc.

Please make sure there are no exira spaces at the start or end of any values unless it is part of the value desired

Choose File | No file chosen

Click [Download Template] and enter the information for the devices to be added to the inventory

according to the template's specifications.

MAC DeviceType Name ConfigTag FirmwareTag Loopback AclScaleProfile License  Description
60eb5a000001 CX206Y-48GT-HPW4-M Access-1
60eb5a000002 CX206Y-48GT-HPW4-M Access-2

60eb5a000003 CX206Y-48GT-M Access-3

60eb5a000004 CAP7030-Z default
60eb5a000005 CAP7030-Z default
60eb5a000006 CAP7030-Z default
60eb5a000007 CAP7030-Z default
60eb5a000008 CAP7030-Z default
60eb5a000009 CAP7030-Z default
60eb5a000010 CAP7030-Z default
60eb5a000011 CAP7030-Z default
60eb5a000012 CAP7030-Z default
60eb5a000013 CAP7030-Z default
60eb5a000014 CAP7030-Z default

MAC: The device's MAC address. This information is typically found on the device's label.

Device Type: The device model.

Name: The device hostname. By default, it is the device's MAC address.

ConfigTag: After an AP connects to the controller, it will automatically pull the configuration file
corresponding to this tag. By default, the tag value is default.

FirmwareTag: When performing firmware upgrades, devices requiring an upgrade can be filtered based
on their firmware tag type. By default, the tag value is default.

Loopback: The device's loopback address. For all devices operating at Layer 3, this address serves as the
device's in-band management address.

AclScaleProfile: Optional values are default or large-scale. By default, the value is default.

License: The AP's license file. For bulk imports, you can either enter the ]SON-formatted license file
content directly in the Excel sheet, or add all devices to inventory first and then import the license files in
bulk afterward.

Description: Descriptive information about the device.
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Click [Choose File] to upload the completed template, then click [Test Upload Data]. The controller will

automatically check if the uploaded data complies with the specifications and display the results in the

test report.

Once completed, users can view the created devices in the [Inventory Information] view.

MAC NAME
60eb5a000001 Access-1
60eb5a000802 Access-2
60eb52000003 Access-3
60eb5 60eb5

60ebs. 60ebs.

60eb5 60eb5
60eb5a008007 60eb5a000007
60eb5. 60eb5.
60eb52000009 60eb52000009
60eb52000010 60eb52000010
60eb52a000011 60eb52000011
60eb52000012 60eb52000012
60eb52000013 60eb52000013

CONFIG TAG FIRMWARE TAG

default

default

default

default

default

default

default

default

default

default

default

default

default

12.4.4 Service Configuration

12.4.4.1 Design Topology

ENTITY / VENUE

h test-gsr-2
h test-gsr-2
fh test-gsr-2
h test-gsr-2
fh test-gsr-2
h test-gsr-2
th test-gsr-2
th test-gsr-2
h test-gsr-2
th test-gsr-2
h test-gsr-2
test-gsr-2

test-gsr-2

DEVICE TYPE LOOPBACKO IP ACL SCALE PROFILE LICENSE MD5 D

CX20@6Y-48GT-M-HWP4 Default Scale

CX206Y-48GT-HPWA-M Default Scale

CX206Y-48GT-M Default Scale

CAP7@30-Z

CAP7830-Z

CAP7@30-Z

CAP7830-Z

CAP7830-Z

CAP7@30-7

CAP7@30-Z

CAP7030-7

CAP7@30-Z

CAP7030-7

Navigate to the [Configuration] view from the controller's navigation bar, click [Design Topology],

select [Open Cloud Connect], and then click [Save].

Configure

Solution

= =

- — —

I R I

Small/Mid-Scale Campus b1

Large/Mid-Scale Campus 52

Traditional L2 Network =a
€y

L)

Open Cloud Connect

— e —
0] C)
- - Ji-

] v

KA
'

B -

The classic Layer 2 and Layer 3 features have been opened up for standalone devices,
providing flexible combination capabilities. It is suitable for standalone scenarios,
environments where all devices share the same configuration, and specialized use cases that
cannot be addressed by general-purpose solutions.
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12.4.4.2 Switch Configuration

Click [Create] on the right to set up the switch configuration.

Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Operations cgnfiguranono
Switch Configuration DHCP
Switch Configuration (0) €] = 2
NAME VLAN STATUS LAST MODIFIED -~ CREATED CREATOR DESCRIPTION - ACTIONS

No Switch Configuration Found

12.4.4.2.1 Access-1

1. Create a switch configuration for Access-1:

Create Switch Configuration X
Name * Device *

Access-1 Access-1 (60eb5a000001) x x v
Description

Name: User-defined

Device: Select the Access-1 device

1. Configure Business VLAN

Access-1 is a pure layer 2 configuration, where only business VLAN ID and member interface need to be
specified. All other configurations are generated by the controller.

1. Configuring the Wireless Business VLAN

Create Business VLAN X
VLAN
-
1080 =

Create VLANIF

DHCP Trust @

Members ( Access )

v
Members ( Trunk )
Ethernet1 X  Ethernet2 X Ethernetd X Ethemetd X EthernetS X Ethernet6 X Ethernet? X
Ethernet8 x  Ethernet9 X  Ethernetl0 X  Ethernetil X Ethernet12 X  Ethemnet13 X
Ethernet14 x  Ethernet15 X  Ethernet16 X Ethernet17 X  Ethernet18 X  Ethernet19 X
Ethernet20 %  Ethemet21 X Ethemnet22 X Ethernet23 X  Ethernet2d X  Ethernet25 x
Ethernet26 »x Ethemet27 X Ethemnet28 X Ethernet20 X  Ethernet30 X  Ethernet31 X X v
Ethernet32 »x Ethemet33 X Ethemnet34 X Ethernet35 X Ethernet36 X  Ethernet37 x
Ethernet38 »x Ethemet39 X Ethemnetd0 % Ethernetd1 X  Ethernetd2 X  Ethernetd3 x
Ethernetd4 >  Ethemetd5 x Ethernetd6 > Ethernetd7 x  Ethemetd8 x Ethernetdd x
Ethernet50 >  Ethernet51 x Ethemnet52 <  Ethernet53 X  EthernetS4 X

DHCP Trust: Authorizes the selected switch port to forward DHCP messages from legitimate DHCP
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servers. Ports not configured as "Trusted" are prohibited from doing so, fundamentally preventing DHCP
spoofing attacks.
Access/Trunk: Select the mode based on whether the interfaces send and receive frames with VLAN
tags.
Access: Receives untagged frames. Typically configured for the AP management VLAN and wired
service VLANSs.
Trunk: Receives tagged frames. Typically configured for wireless service VLANSs.
Members: Click the dropdown arrow to select the member interfaces for the VLAN on the device.

2. Configuring the AP Management VLAN:

Create Business VLAN X
VLAN
1082 :
Create VLANIF Address Allocation
D Dynamic v

DHCP Trust @

Members ( Access )

Ethemet! X Ethemet2 X Ethernet3 X Ethernet4 X EthemnetS X Ethemet6 X Ethernet? X
Ethemet8 > Ethernet9 X Ethemetl0 X Ethemetil X Ethemnet12 X Ethernet13 X

Ethemet14 X Ethemet15 X FEthermet16 X Ethernet17 X Ethernet18 X Ethernet19 X

Ethemet20 X Ethemet21 X FEthemet22 X Ethernet23 X Ethernet24 X  Ethernet2s X

Ethemet26 X Ethemet27 X FEthemet28 X Ethernet?9 X Ethernet30 X  Ethernet31 x X v
Ethemet32 X Ethemet33 X Ethemet34 X Ethemet35 X Ethernet36 X Ethernet37 X

Ethemet38 X Ethemet39 X Ethemetd0 X Ethemetd1 X Ethernetd2 X  Ethernetd3 X

Ethemetd44 x Ethemetd5 X Ethemetd6 X Ethemetd7 X Ethernetd8 X  Ethernetdd x

Ethemet50 x Ethemet51 X Ethemet52 X EthemnetS53 X  Ethemnet54 X

Members ( Trunk )

~

Note: When the address allocation method for the VLANIF interface is set to Dynamic, the switch will
obtain an IP address through the DHCP process. This IP address serves as the management address for
the switch and resides in the same IP subnet as the management addresses of the APs.

2. POE

The access switch features PoE functionality, which can be directly enabled in the wired service
configuration to supply power to PD devices.

Click [Create]
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PoE N

Create ( 0 Entries )

Select the interface where the PoE function is to be enabled and set the startup delay time.

PoE X

Interface PoE Enable PoE Delay

Ethemet1 Ethemet2 D 30 : Second(s)

Ethemet3 Ethemet4

Ethemet7

X X
X X

Ethemets X Ethemet6 X
X  Ethemet8 x
X

Ethemet9 Ethemet10 X
Ethemnet11 Ethernet12 X
Ethernet13

Ethemet15

Ethemnet14
Ethemet16
Ethemet17
Ethemet19

Ethemnet18
Ethemet20
Ethemnet21 Ethernet22
Ethermnet23 Ethernet24
Ethemet27 Ethemnet28
Ethemet29

Ethemet31

Ethemnet30
Ethemnet32
Ethemet33
Ethernet35

Ethernet34
Ethernet36

Ethemnet37

X
X X
X X
X X
X X
X X
X X
Ethemet25 X Ethemet26 X
X X
X X
X X
X X
X X
X Ethemet38 X
X X

Ethemet39 Ethernet40

POE Delay: This refers to a brief, intentional time delay introduced at a PoE switch port between when it
begins to supply power and when it actually delivers power to the Powered Device (PD).

3. Device

NTP v

Create ( 1 Entries )

Server IP (Master)

192.168.0.91

NTP: Configure the NTP server IP address as the Controller's address to provide a unified, accurate, and

reliable time reference for the devices.

12.4.4.2.2 Access-2

The configuration for Access-2 is identical to that of Access-1. Users can complete the entire setup by
copying the configuration from Access-1 and then making targeted modifications.

Click the [Copy] button on the right.
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Access-1 1080, 1082 4 days ago 4 days ago tip@ucentral.com <

Change the configuration name and click [Save]

Copy e

Name *

» Access-2
Description
»
Click the [Edit] button on the right.
Access-2 < (=
Name Device * m
Access-2 Access-1 (60eb5a000001) v
Description
Change the device to Access-2. Once completed, click [Save] on the right.
Access-2 &
Name * Device * @
Access-2 Access-2 (60eb5a000002) x b4 v
Description

12.4.4.2.3 Access-3

Deploy the wired service configuration on the Access-3 and deploy the wired service gateway.
1. Configuring Routing

Click [Create]

Network Activation Security Device

Route v

Create ( 0 Entries )

In this scenario, the Access device supports connecting to external networks by configuring static routes.
To ensure normal network operation, a default route typically needs to be configured. The next-hop IP

should be the uplink address of the Access device. Once completed, click [Add]

Route X
Dst Network Segment Nexthop IP
0.0.0.0/0 172.168.1.1

2. Configure Business VLAN
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If the gateway is deployed on the Access device, you need to enable [Create VLANIF] when creating the

service VLAN and fill in the [IP] address as the gateway for this service.

Create Business VLAN

VLAN

1081

Create VLANIF

DHCP Trust @

Members ( Access )

Ethernet1 X  Ethernet2 X
Ethernet8 x Ethernetd x

Ethernet14
Ethernet20
Ethernet26
Ethernet32

X X X X X

Ethernet38

Members ( Trunk )

Ethernet15
Ethernet21
Ethernet27
Ethernet33
Ethernet39

3. DHCP Server

X

X

Static

Ethemet3 X
Ethernet10 x
Ethernet16
Ethernet22
Ethernet28
Ethernet34
Ethernetd40

Address Allocation

~

Ethemnetd X

X X X X X

Etherneti1 x
Ethernet17
Ethernet23
Ethernet29
Ethernet3s

P

181.10.0.1

Ethemets X

X X X X

Ethernet12 x
Ethernet18
Ethernet24
Ethernet30
Ethernet36

Mask
24
Ethemet6 X  Ethernet? X
Ethernet13 x
X Ethernet19 X
X Ethernet25 X
X Ethernet31 X
X Ethernetd7 X

X

The Open Cloud Connect scenario supports the deployment of a DHCP local service on Access devices.

Click [Create] on the right side of IP Management.

IP Management

DHCP Relay

DHCP Server

Select the IP Management method as [DHCP Server], choose VLAN as the wired service VLAN 1081, and

click [Next]
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X

4 MAC Bind IP

Configure the Network, Address Pool range, Gateway Address, and Lease Time.

Create Configuration

B -

v IP Management Met o Address Pool 3 DHCP Option 4 MAC Bind IP
Network €@ *
181.10.0.0 Mask  255.255.255.0
Address Pool  (Total: 253) @ *
Start 181.10.0.2 End 181.10.0.254
Gateway Address @ * DNS @
181.10.01
Lease Time @ *
Default Lease Time : Ser  Maximum Lease Time : Second(s)

Configure MAC Bind IP (Optional). Once all configurations are complete, click [Save] in the upper-right

corner.

Create Configuration

v IP Management Mel +/ Address Pool —— + DHCP Option —— °MACBindIP
IP MAC

Regquired

Add ®
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Once all configurations are complete, click [Save] to finalize the Access-3 setup.

4. Wired Clients Information Collection

Interfaces with this feature enabled will report information about the connected wired terminals to the

controller.

Wired Clients Information Collection

A4
Wired Clients Information Collection Enable
Port Range
Ethernetl X  Ethernet2 X  Ethernet3 X  Ethernet4 X< Ethernet5 X Etherneté X  Ethernet7 X Ethernet§ X
Ethernetd X  Ethernetl0 X Ethernetll X Ethernetl2 X  Ethernetl3 X Ethernetl4 X  Ethernetl5 X  Ethernetl6 X
Ethernet17 X Ethernet18 X Ethemet!9 X Ethernet20 X  Ethernet21 X Ethernet22 X  Ethernet23 X  Ethernet24 X v

Ethernet25 X  Ethernet26 < Ethernet27 X Ethernet28 X Ethernet29 X  Ethernet30 X Ethemnet31 X  Ethernet32 X

Ethernet33 X  Ethernet34 < Ethemet35 X Ethernet36 X Ethemet37 X  Ethernet38 X Ethemet39 X Ethernetdd X

5. Device Management

Same as Access-1

12.4.4.3 Wi-Fi Configuration

Click [wi-Fi Configuration] - [+] to configure the necessary basic information for the wireless AP, e.g.
SSID settings, security policy. The controller can automatically generate the corresponding
The controller supports the configuration of different wireless service configurations, and after the AP

goes online, it will determine which configuration should be issued to the AP based on the [Config Tag]

attributes of the configuration.

Create Configuration

Name Device Types Config Tag Mode Description
- default Basic v
Content (Basic)
System  Network Activation  Security & Services
System
Timezane @ LEDs Active @ *
China Shanghai Time (UTC+£:00] - ()
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.

12.4.4.3.1 SSID

Create Configuration X

Name Device Types Config Tag Mode Description

~ default Basic

Content (Basic)

System  NetworkActivation  Security & Services

$sIDs

New SSID (2G,5G) - 1080 X

SSID @ Wi-Fi Bands @ VLAN ID

Hew SSID 6 % 56 % R 1080

Authentication
Pratocol @ Key @ Captive

WPA-PSK v £

12.4.4.3.2 LAN(Optional)

When the AP is one that has an extended wired interface and is capable of accessing terminals by wired
means, such as a panel AP, the user can configure the access method for wired terminals through the

configuration in LANs.

LANs

LANL (un-tagged) - 1080 X

UpstreamPorts @ DownstreamPorts Downstream VLAN Tag WLANID @ DHCP Snooping Trusted

WAN® v LANL X X v Un-tagged v 1080 ()

UpstreamPorts: Specify the up-link interfaces for wired terminal to access the network through AP,
usually it is the interface for AP to connect to the switch, and keep the same with [UpstreamPorts] in
[SSID] - [Advanced] Settings, the default is: WAN*,

DownstreamPorts: Interfaces for wired terminal access.

Downstream VLAN Tag: Whether the wired terminal carries VLAN Tag.

VLAN ID: The AP receives messages from wired terminals that add this VLAN TAG to identify.

DHCP Snooping Trusted: DHCP Snooping Trusted interface, if the wired terminal needs to obtain IP

address through DHCP service, this switch needs to be on.
12.4.5 Configuration Release

12.4.5.1 Switch

On the [Configuration]-[Switch Configuration] view, select the configuration to be deployed and click

the [Push Configuration] button.
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Inventory Information Design Topology Switch Configuration Wi-Fi Configuration Operations Cunﬁguraliono
Swilch Configuration  DHCP
Switch Configuration (3) @) - &
NAME VLAN STATUS LAST MODIFIED -~ CREATED : CREATOR = DESCRIPTION © ACTIONS
Access-3 1081 6 seconds ago 4 days ago tip@ucentral.com ﬁ
Access-2 1080, 1082 1 hour ago 1 hour ago tip@ucentral.com
Access-1 1080, 1082 4 days ago 4 days ago tip@ucentral.com

In the pop-up window, click [Next]-[Start] to deploy the switch configuration to the switch.

12.4.5.2 AP

The AP does not need to manually issue the configuration. After the configuration of the device is issued
and takes effect, the PoE power supply function of the switch is turned on, and the AP can power on and
work. When the AP connects to the controller with the information obtained through the DHCP service,
the controller will automatically send the configuration to the corresponding AP based on the
comparison between the TAG identification stored in the AP inventory and the TAG identification in the

planning configuration.
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